MAGELINK
SALESFORCE

(Burst  CONNECTOR

User Guide




MagelLink Salesforce Connector

Contents

0 YT T U 3

R =T | T =N 3

3. INStAllatioN.......eiiiiiiieecee 4

L B0 T4 ) £ T-{T] -1 4 o] o FO PR 5

4.1. Configure User Sync from Salesforce to Magento........ccccuvveeeeeeeeeieeeeeeeieeeeeeeenn, 5

4.1.1 Update the User Page LayOUt.........cccccvvrriiriieeriieeeieeeeeeeeeeeeeeeeeeeeeeeeeeeeennnns 5

4.1.2 Update the Magento Website values.........ccoevveeeieiiiiiiiiiieeeccccccnee, 5

4.1.3 Update the Remote Sit€ URL.........uuuuuiiiiieiiiiiiieeeeeeeiiccieee e 6

4.1.4 Update the Named Credentials URL and Authorization Token................ 6

4.1.5 Permission Set AsSiSNMENTS.......ovi i e 8

4.1.6 Custom Setting RECOId.....ccciiiiiiiiiiiiiiiiiiiieee e 9

4.2. Configure the Contact Sync from Magento to Salesforce..........ccoeeeeecnnrnnnnnnnes 9

4.2.1 Connected App Creation and Oauth Settings.........cccccveevvviiiiieeeeeeeniiineen, 9

LR £ (=T o T T o N 13
Q,MI Page 2



MageLink Salesforce Connector

1. Overview

Welcome to Magelink Salesforce Connector by QBurst for Salesforce.

Our integration suite offers a robust solution for seamlessly connecting Salesforce
and Magento. Users can effortlessly synchronize Salesforce Contact data with
Magento Customer data, ensuring consistency across both platforms. The suite
operates bidirectionally, eliminating the need for manual intervention.

All you need to do is to configure the settings and you can continue working on
Salesforce as usual, without worrying about synchronizing Contact data with
Magento.

This app also exposes a REST APl endpoint that handles requests from Magento and
performs customer-related CRUD operations.

2. Features

1. Bidirectional Data Synchronization: Ensure that customer data is consistent
across both platforms with seamless synchronization in real-time.

2. Perform Bulk Operations: Easily perform bulk create, update, and delete
operations for customers. This process is bidirectional, making it both time-
and cost-efficient.

3. Robust Error Handling: Our module includes robust error-handling
mechanisms to ensure data integrity and provide detailed logs for easy
troubleshooting.

4. Secure Connection: Prioritize the security of your data with a secure,
encrypted connection between your Salesforce and Magento 2 store.

5. Supports Magento Multi-store Functionality: Using this module you can
create/update customers across multiple stores and keep them synced in both
systems.
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3. Installation

1. Go to AppExchange, type ‘MagelLink Salesforce Connector by QBurst’ in the
Search bar, and select to install.

2. Install the ‘Magelink Salesforce Connector’ package in your Salesforce
organization and log in to Salesforce. Once logged in, you will see the
following image.

Install Notification App By QBurst

By QBurst

|—"'._.- Notification App
. Notificerion Stmplified

2 222 2

o Install for Admins Only Install for All Users Install for Specific Profiles...

3. Select Install for All Users and click on Install. It will validate and install the
app.

4. Click Done.
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4. Configuration

4.1. Configure User Sync from Salesforce to Magento

This module helps you sync users from Salesforce to Magento and vice versa. After
successful installation, the Salesforce System Administrator should configure the
following settings.

4.1.1 Update the User Page Layout

1) Go to Object Manager>Contact>Page Layout.

2) Create a section for Magento and add the following fields to the Contact page
layout where required:

e \Website

® Response Message

e Successfully Synced in Magento

e Successfully Synced in SF

e Magento-Salesforce Sync Timestamp
e Salesforce-Magento Sync Timestamp

3) Make sure all fields are set to “Read-only” in the page layout, except the
Website lookup field.

4) Click on Save.

4.1.2 Update the Magento Website values
Go to ‘Website’ tab and create the Website Records

e Create the website records with Website name and website code same as the
values provided by the Magento System Admin. (Case sensitive).
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4.1.3 Update the Remote Site URL

1) Go to Set Up > Quick Find> Remote Site Settings

& Tme?n®

] setup Home  Object Manager

(6 4

&, Reme

ﬂ ﬁemote Site Settings

w Custom Code

Remote Access

All Remote Sites it
ity
b an e from s Ta add ancks cich tick New Remate S
err
D CODEF@H KL MNCPORSETUNWXY Z oo W
™ e Hemonn St
Hrtion Famone She Nansa + Mamaggace Prfis  Remets Sia URL Acthe  Creatad By Coustint Dttia Last MeSfiad By Last Moditiad Dess

e (S iogenin hiftos imznenk oburs: bk ¥ admin Sgestoece  ZE02034 TOTFM aomin Salestme 2002024, TO1FM

ABICIDIE FIGIH KL MNP QRS T UV WX Y Z Ome AN

2) Click on Edit next to “Magento” and update the Remote Site URL with the
Magento URL which is responsible for handling the requests sent from
Salesforce. (You will need to get the URL from the Magento Admin).

NOTE: Salesforce only accepts the URL which contains HTTPS.

Remote Site Edit (Managed) el for s Pags @

Enter the URL for the remote site. All s-controis. JavaSeript OnClick cammiands in custom buttons, Apex, and AJAX prowy czlls can access this Web address from salesforce. com

4 This Remote Site Sening is manages, meaning that you may ondy eail cerain aindees. Display Kore inforsalon

Remote Site Edit Save | | Save & New |Cancel|

Hemota Site Name I Magenio

Remote Ske URL  F'hfips imaganto-refarence-store qburst build
Disable Protocol Security [ (5

Description

“Save | | Save & Now | [Cancal|

3) Click on Save.

4.1.4 Update the Named Credentials URL and Authorization Token

1) Go to Set Up> Quick Find> Named Credentials
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SETUP

© Named Credentials

—

Mamed Credentials  External Credentials

1 tems « Sorted by Label | MEW -

Label v |1-ype v | URL v | External Credential ~ | Actions

Magento Named Credential Secured Endpoint https://magento-reference-store.qburstbu..  Magento External Credentials [+]

2) Click on Magento Named Credentials and select “Edit”.

Edit Magento Named Credential

*Label *Mame

[ Magento Named Credential I l Magento Named Cradential J
*URL

| https://magento-reference-store.gburst.build/graphql ]

Enabled for Callouts

Authentication

*External Credential

‘ Magento External Credentials - ]

Cliznt Certificate

{ Search Certificates... Q ]

Callout Options

Generate Authorization Header @

Allow Formulas in HTTP Header @

U &

3) Update the URL with the URL that is responsible for handling the requests sent
from Salesforce. (Get the URL from the Magento Admin; this should be the
same URL added in the Remote Site settings). Click on Save.

4) Now scroll down to the “Custom Header” section under the Named

Credentials.
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Magento Extarmal Credendials
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5) Click on the Actions drop-down and select Edit.

Edit Custom Header

*Mame

| Authorization

“Value

| Bearerjxwyyt8zglaybzydwuoln2wim 7zuvs1

4 Sequence Number

|1

|

6) Update Value with the value of the authorization token provided by Magento
Admin.

4.1.5 Permission Set Assignments
1. Go to Set Up> Quick Find> Permission Set.
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2. Select “Magento Named Credential access” and assign all the users
who need access to sync to this permission set.

3. Select and assign the “Magento Website and Contact Field Permissions”
to all the users who need access to sync to this permission set.

4.1.6 Custom Setting Record

1. Go to the “MagentoSyncRunBatch” custom setting.
2. Click on Manage and create a record with the Name “Sync Run” and
enter “7” for Sync Fails in Last N Days as displayed in the screenshot.

MagentoSyncRunBatch Edit e

Provide values for the fields you created. This data iz cached with the application

Edit MagentoSyncRunBatch Save | Save & New |Cancel

| = Reguirad Information ||

This is to run the sync failed records in batches.

4.2. Configure the Contact Sync from Magento to Salesforce

4.2.1 Connected App Creation and Oauth Settings

1) Go to Set Up> App Manager > New Connected App

2) Enter the connected app’s name. (You can name it “Magento”)

3) Enter the APl name used when referring to your app from a program. It
defaults to a version of the name without spaces. Only letters, numbers, and
underscores are allowed. So if the original app name contains any other
characters, edit the default name.

4) Enter the contact email for Salesforce to use in case we want to contact you or
your support team.

5) Check the Enable OAuth Settings checkbox.

6) Enter the CallBack URL. (The CallBack URL can be the Salesforce Organization's
Domain URL)

7) Select Full (access) in the Available OAuth Scopes.
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s Setup

Home  Object Manager W

e

Searth Setup - o

20®

0, Appma up
Manage Connected Apps
v Apps:
App Manager e 3
Cou o M tsip for this Page €0
Magento
Dt Find what you're kooking fes? .
Try wsing Glokal Search, Save (Fancel
Basic Infarmation |
1= Requires itz |
Connecied App Homs ﬁiédgm'g
AP Name l Magento
Conines il [ gsipgmai com &
Coneact Phone: |
Logo mage URL.
Choose one of our sampie logos.
oo URLL [ |
Checse on of ouf SAMLE DOUE
Tt UIRL | |
Description .. [ |
v AP (Enable Ofuth Settings)
Enabie Ofaih Semings g

Enatig for Device Flow

Callaack URL

nttps Tmagealest-cev-ed develap ighEnng Jarce com

Uz dighal sigeatures

SETUP

Manage Connected Apps

Usa digital signatirss

0
¥

Selectad DAuth Scopes
!Amess Anahytics REST APl resources {wave_api)
\Accass Connact REST AP resources (chater_api) Add
|Accass Einstain GPT servicas {einstein_gpt_api) |»
!Amess Headless Forgot Password AP {forgot_password) ] f
\Access Headless Passwordlass Login AP (pwdless_login_api) | Rl —. o
!Accass:‘ dless Ragistration AP (usar_regi _api) | e
|Access Interaction AP resources (interaction_api)
|Accass Lighining apphications (lahtning)
!Accass Wistailoms applications (visualiorce) - -
Raquire Proof Key for Cods Exchange
(PKCE) Extenslon for Supported
Authorization Flows
Require Sacret for Web Server Flow
Require Secret for Refiesh Taken Flow
Enable Client Cradentials Flow (2]
Enabis Authorization Coda andc |7
Credentiols Flow 3
Enahle Token Exchange Flows [~
Enable Retresh Token Rotation O
Issue JSON Wob Token (T based s )
access tokens for nomed users =3
Introspect All Tokens: l_'
Comfigure 10 Tokens [
Engble Asset Tokens [ =

8) Click on Save.

9) Now Go to Set Up>Quick Find>App Manager
10) Click the Action drop-down and select “View” and click “Manage”.
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SETUR

Manage Connected Apps

Connected App Name
Magento

= Back 10 List: Cusiom Agps

Edit

Wersion
AP Namse
Craated Data

Contact Email
Contact Phona
Last Moditiad Diate

Description
Info URL

Desere | | Manage |

i

Magentn

V2024, 1200 AM
By Saiasfore Anmin
test@gmall com

22172024 12700 AM
By Salesfome Admin

Hetp far ihis Page @ [

¥ APl (Enable OAuth Settings)
Consurmar Kay and Secrat

Schuctad OAuth Scopes
Cailback URL

Enable for Device Flow

Racquita Proaf Key for Coda Exchange

(PRCE) Extension for Supported
Buthoriration Flows

Raoquire Secrat for Wab Server Flow

Raquire Sacrat for Refresh Trken Flow:

Enabie CBant Cradentials Flow:

Manage Consumer Details

Full access (full)

Nips fMmagentolesi-0ey-e0 0eveing Igninag force com

11) Click “Edit Policies” and make sure the Permitted Users option is selected as

“All users may self authorize” and IP Restrictions is selected as “Relax IP

restrictions” and save the changes.

ﬂ o

Connected App

Magento

Halp fur this Page @ =

Connectad App Edit

Basic Information

Start URL

Ohuth Policies

Pennitied Users | AN usars may selff-authar

Enable Single Logout

Session Policies

Timeout Value

Custom Connected App Handler
Apax Plugin Class

Opurst

Ol

Version 1
Description

Maobile Start URL

P Retaxation
Rufreeh Token Policy:

1 = Required Infarmation

|[Retax [P restictions

o

| @ immediatery expire retresn token

| O Hign assurance session requinsa
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12) Now Go to Set Up>Quick Find>App Manage and click the Action drop-down.
Select “View” and click on “Manage Consumer Details”. Share the Consumer
key and Consumer Secret as Client Id and Password with the Magento Admin
and also provide the Salesforce URL as custom domain URL; you can get the
URL from set up>My domain.

Example : https://magentopackagetest-dev-ed.develop.my.salesforce.com

Connected App Name

Magento
# Back to Manage Connected Apps
Consumer Details
Consumer Hey  3WIVGOH_KV=BVILIMSZyCSK2zFVAMFUGBITLpA TnZpjKZpel Gih lgxNHCSoEUCqnaesXKAGKNT ZirlsL
Copy |
Consumer Secret  AQ121EF2081A0B382480506A84E9120673CA4436301E1B172F3BF5BB4870AEDE
Copy |

Staged Consumer Details

Generate staged values for the consumer key and secret. When you apply the staged values, they replace the origingl consumer details

Staged Consumer Key  Not genarated
Staged Consumer Secret  Not generated

Generats Apphr | Cancel |

My Domain Settings et for i Fage €

My Domzin showcases your company's brand and keeps your data mote secure. The somains that Salssforce hosts for your arg Molade your company-specec My Domain nams:

Ny Domain Details | Edit

Current My Domaln URL L sl davalap. with h d domaing

My Domasin Name  magentopackagetest-dev-ed

Domain Sufiic Standard [~ my.salestorce.com)

Edit

Routing and Policies Edit
Selestorce Edge Network  Salesforos Edge Network apples to most provesioned and ceployed domains for thes org. See Salesforce Edge Network in Salesforce Help for details.

This 0ig uses Salesfone Edge Network | L

Login Policy 1T a My Domain change is in progress. your login policy also applies 10 the provisianed key Domain login URL
Prevent login from hittps. Vogin. saesforce.com | &
Prevent STAF AP KN Trom MBS ogin SHestorce com

13)Now go to Set Up> Quick Find> OAuth and OpenlID Connect Settings.

14) Make sure the “Allow OAuth Username-Password Flows” is enabled.
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5. Reports

As part of the package there are four Reports related to Synced Magento contacts.
You will need to grant access to the “Magento Reports” folder for users to access the

reports.
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