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Stronger together -
Imprivata FairWarning
for Cloud Solutions and

Salesforce Shield

Level up your user activity
monitoring with the power of
Imprivata and Salesforce.

Imprivata FairWarning for Cloud Solutions combined with Salesforce Shield, provides users with an enterprise-grade solution,
designed for security teams to utilize as a full user activity monitoring program. By combining Salesforce Shield, and Imprivata
FairWarning for Cloud Solutions, customers will have all areas within their user activity monitoring program covered.

Program area

Feature

Layer 1- Salesforce Shield

Layer 2 - Imprivata FairWarning for
Cloud Solutions

Data

Data Visualization

Provides data visualization

Full data visualization to eliminate
manual log file parsing

Data Translation and
Correlation

Limited features for data translation
and correlation

Translates raw log files into easy to
read, actionable insights

Data Retention

30 days of data retention

Retention of data for as long as
needed, can be multiple years

Data Limit by Record Count

50 million row data limit

Unlimited data by record count

User Activity
Monitoring

Supporting of hourly and
real-time feeds

User Activity Monitoring
Use Cases

Proactive Alerts and
Behavioral Analytics

Investigation Management

Limited abilities for user activity
monitoring use cases and proactive
alerts and behavioral analytics. Does
not support hourly and real time feeds
or investigation management

Fully supports all event monitoring
logs and real time streams. Allows
for user activity monitoring features
such as abnormal access to objects,
permission set changes, and data
exfiltration




Program area Feature Layer 1- Salesforce Shield Layer 2 - Imprivata FairWarning for

Cloud Solutions

Governance Fully supporting regulatory Does not help to support regulatory Fully supports regulatory compliance
compliance requirements compliance requirements with the ability to automate
compliance processes and provide
transparency into data access

Application Supporting multiple SaaS Does support Salesforce SaaS Supports 400+ applications
Coverage applications applications
Multi-Organization support Single-organization support Provides multi-organization support

Imprivata for Cloud Solutions provides an easier way to monitor user activity, parsing through log files in the background, and
transforming data into actionable alerts. With the ability to automate forensic investigations and out of the box reporting
capabilities, time can be saved, and risk can be acted upon faster. Salesforce Shield and FairWarning users will be able to have
a holistic user activity management program.
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Imprivata is the digital identity company for mission- and life-critical industries, redefining how organizations solve complex workflow, security, and
compliance challenges with solutions that protect critical data and applications without workflow disruption. Its platform of interoperable identity,
authentication, and access management solutions enables organizations in over 45 countries to fully manage and secure all enterprise and third-party digital
identities by establishing trust between people, technology, and information.

For more information, please contact us at 1781674 2700
or visit us online at www.imprivata.com
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