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1. System Requirements

Before you begin the installation, ensure that your environment meets the following requirements:

1.  Users must have the specified licenses and access permissions to utilize the full functionality.
e Service Technician Access (STA) License—Required for viewing data from Teamcenter.

¢ Salesforce License—Dependent on Service Cloud or Field Service.

User Licenses
Siemens Technician SLM for CRM (Basic)
Siemens Supervisor SLM for CRM Asset Manager (Basic)

2. Version compatibility matrix

The following matrix shows the compatibility between versions of the Salesforce app and specific
versions of Teamcenter. It is crucial to align these versions for proper functionality.

App Version SLM-Microservice Teamcenter

Teamcenter SLM 2512 2512 or latest patch 2512
2506 or latest patch 2506
2412.0001 or latest patch 2412
2406.0002 or latest patch 2406
2312.0005 or latest patch 2312

Note

Ensure you use the corresponding SLM Microservice (SLM-MS) and Teamcenter (TC) or Active
Workspace (AW) version based on the Salesforce app version you are installing.

Based on compatibility requirements, you can download the necessary SLM microservices from the
following link: SLM-MS

3. Theinstallation of the MFE Vis microservice is a prerequisite for enabling asset visualization within
the Teamcenter Service Lifecycle for SFDC application.

Note

The MFE Vis microservice is included as part of the Active Workspace kit.

4. For secure communication and data transfer, Active Workspace must be HTTPS enabled.

5. Teamcenter needs to be exposed to the internet to facilitate communication with Salesforce.
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2. Active Workspace Gateway configuration

This section outlines the necessary configurations for your Active Workspace Gateway.

Procedure

1.

If you have not already set up your gateway configuration, please follow the instructions provided via

this link.

You need to add specific attributes to your microservice gateway config.json file. Locate the
additionalCookieAttributes section and insert the following:

"addi ti onal Cooki eAttributes": [

{
"cooki eNanme": " XSRF- TOKEN",
"attributes": [ "Secure", "SaneSite=None" ]
I
{ _
"cooki eNane": " _csrf",
"attributes": [ "Secure","SaneSite=None" ]
%,
"cooki eNane": "JSESSI ONI D',
"attributes": [ "Secure", "SaneSite=None", " Max-
age=9999999999", " Expi r es=Sessi on" |
%,
"cooki eNanme": "TcSS-JSESSI ONI D',
"attributes": ["Secure","SaneSite=None"]
}
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Salesforce knowledge settings

3. App Installation and Configuration

Salesforce knowledge settings
Before installing the application, ensure that knowledge is enabled in the Salesforce org.

Procedure

1. Navigate to Setup.
2. Search for and select Knowledge Settings.

3. Enable Knowledge.

Install the application

You can install the application from the Salesforce AppExchange.

If you encounter any difficulties during this process, reach out to our support team using the contact
information provided in this documentation. We are here to assist you!

Create permission set

You need to create a new permission set, for example, named SLM Permissions, and assign the necessary
access levels.

Procedure

1. Assign full access to the following objects under Object Settings:
e Knowledge Asset Junctions
* Assets
2. Assign the following System Permissions within the permission set:
e Author Apex
e Customize Application

3. Assign all siemenssim namespace Apex classes under Apex Class Access.
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User management
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User management

User setup is crucial for the application's functionality. This involves creating an integration user and end
users.

Create integration user

To facilitate background communication with Teamcenter, create a user with the user license as Salesforce
Integration and the profile as Minimum Access - APl Only Integrations.

Procedure

1.  After creating the user license and profile, assign the Salesforce API Integration permission set
license to this user.

2. Assign the following permission sets:
¢ Integration Users Permissions

e SLM Permissions
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Create or update end user
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Create or update end user

Now, configure the actual users who will be interacting with the application. You can either create new
users or modify existing ones.

Procedure

1.  Technician user setup:

a. Create a new user.
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Set up connected app

Note
This user must be a Knowledge user.

b. Assign the Siemens Technician and SLM Permissions permission sets.

Tip

You can also apply these settings to an existing user.

2. Supervisor user setup:

a. Create a new user.

Note

This user must be a Knowledge user.

b. Assign the Siemens Supervisor and SLM Permissions permission sets.

Note

You can also apply these settings to an existing user.

Set up connected app

Create a connected app in Salesforce, for example, named SLM Connected App, with the following
configurations:

Procedure

1. Enable OAuth Settings.
Enable Device Flow.

Enable Client Credentials Flow.

d W N

Add the following OAuth scopes to the Selected OAuth Scopes column:

e Manage user data via APIs (api)

e Manage user data via Web browsers (web)

* Perform requests at any time (refresh_token, offline_access)

e Save the changes.

Go to Manage->Policies—>IP relaxation and set it to Relax IP Restrictions.
For Client Credentials Flow, choose Run As and select the integration user.

Save the changes.

© N oW

Open the connected app and navigate to Manage Consumer Details.
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9.

Add trusted URLs

Get the Consumer Key and Consumer Secret.

10. Save the Consumer Key and Consumer Secret in the microservices . env file as follows:

CONSUMER_KEY=<key>
CONSUMER_SECRET=<secr et >
DEV_MODE=0

SF_URL=<ny donmai n>

Tip

To find your Salesforce my domain, go to Salesforce Setup and search for domain—->my domain.

Add trusted URLs

Create two trusted URLs (one for HTTP and one for HTTPS) with the following configurations enabled:

e connect-src (scripts)

e font-src (fonts)

¢ frame-src (iframe content)

Configure custom settings

Procedure

1. Go to Setup.

2. Search for Custom Settings.

3. Click Manage for the TC_Settings row.

4. Click New.

5. Enter the following login URL details (These are dummy details for your reference):

a.

b.

Set AWC Path cto awc.

Set MS_Path_ctot ¢/ m cr 0. The microservice path, such as micro or sd, will be configured
according to the Active Workspace gateway config.json.

Set TC_SF _Route ctotc/ m cro/tcsl masset ngnt / coc. The microservice path, such as
micro or sd, will be configured according to the Active Workspace gateway config.json.

For TcX, set TC_SF Route ctotc/ m cro/tcsl masset ngnt/t cxcoc. The microservice path,
such as micro or sd, will be configured according to the Active Workspace gateway config.json.

Set TC_URL cto<Active Workspace gateway URL>.
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Update remote site settings

Example
https:/lalbsf-tc2312.eu-central-1.elb.amazonaws.com

Update remote site settings

Procedure

1. Go to Setup.

Search for Remote Site Settings.

Click the TeamcenterEnv row.

Remove the test URL from the Remote Site URL field.
Enter your Active Workspace Domain Name URL.
Click Save.

o n oW N

Knowledge setup for users

Procedure

1. Forall users who need access to Knowledge, navigate to their user profile and ensure they are marked
as a Knowledge user.

2. Search for Knowledge Setup, select it, and then follow the instructions.
3. Go to Object Manager (within Service Setup).

4. Open Knowledge (siemenssim_Knowledge kav).

5. Goto Fields & Relationships.

6. Open the Answer field.

7. Click Set Field-Level Security.

8. Select the Visible column for All and click Save.

9. Go to Page Layouts.

10. Open the Knowledge Layout.

11. Drag the Answer field to a position below the URL Name.
12. Click Save.
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Enable lightning web security

Enable lightning web security

Procedure

1. Open Setup.
2. Navigate to Session Settings.

3. Select the Lightning Web Security checkbox.
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Enable lightning web security
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4. Contact and Support

For technical support, you can email the following experts:
1.

Name: Bhupendrasing Patil

Email: bhupendrasing.patil@siemens.com
Name: Chetan Attarde

Email: chetan.attarde@siemens.com
Name: Ajay Dahibhate

Email: ajay.dahibhate@siemens.com
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