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Installation

Install Download Security Pro directly from the Salesforce AppExchange. Make sure to use the
option “Install for Admins Only”.

Install Download Security Pro

By
. Install for Specific
o Install for Admins Only Install for All Users Profiles...
Setup
Permissions

Assign the Permission Set “Download Security Pro — Administrators” to all System Administrators
Assign the Permission Set “Download Security Pro — User” to ALL Users

Since the application depends on custom object records that will be read by the User, all Users need
to have the Permission Set assigned for Download Security Pro to work properly. If a User does not
have the Permission Set assigned and tries to download a File, the download will be blocked and a
message will be displayed to contact the System Administrator to get the Permission Set assigned.

Permission Sets
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Download Security Pro - Overview
The File Download permissions are set and maintained by the System Administrator. The access to
Download Security Pro is handled by the Permission Set “Download Security Pro — System

Administrator”.

Open Download Security Pro from the App Launcher:

This will open up the Download Security Pro Settings tab:

B Q search N @e?2aa @

i1 Download Security ...  Download Security ProSetup  Violations v

-+ Download Security Pro Setup

Setup Org Default Settings

Setup the default File Download policy for your entire org.

Setup Profile Settings

Setup the File Download policy for specific Profiles

Setup User Settings

Setup the File Download policy for specific Users

In this screen, System Administrators can set the Download permissions for the entire Salesforce
Org, or make exceptions to that policy for specific Profiles or Users.

When a File is being downloaded, Download Security Pro check for the most specific settings for the
current User. This means, that if there are settings for the current User, those settings will apply. If
there are no settings for the current User, Download Security Pro checks if there are settings for the
Profile of the current User and uses those settings if they exist. If there are also no settings for the
Profile of the current User, Download Security Pro will use the settings for the Salesforce Org.

Download Security Pro does not use inheritance in this hierarchy. So, if a setting on the User level is
not set, but there is a setting on the Profile or Org level, Download Security Pro will not use those
settings. Instead, only the settings defined on the User level are enforced.
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Setting options

The following settings are available to allow or block File Downloads:
Block all Downloads

File Size

IP Address
File Type

Block all Downloads

In the General Settings screen, the Block all Downloads option can be enabled by toggling the
setting. Changes in the setting will be saved immediately.

General Settings for Organization

General Settings

Block all Downloads?

Enable Maximum File Size Filter? Maximun File Size (in bytes)
Max File Size Filter disabled

o
Once activated, all other settings will be hidden, because they no longer apply.
General Settings for Organization
General Settings
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File Size Filter

In the General Settings screen, the File Size fitter can be enabled by toggling the setting. Changes in
the setting will be saved immediately.

General Settings for Organization

General Settings

Block all Downloads?

Enable Maximum File Size Filter? Maximum File Size (in bytes)
Max File Size Filter disabled

Previous m

If activated, the field to enter the File size will become editable. In this field, enter the File size in bytes.
To accommodate the System Administrator, the File Size in KB, MB, GB, etc will be shown as well. Click
the Save button to save the Maximum File Size.

General Settings for Organization

General Settings

Enable Maximum File Size Filter? Maximum File Size (in bytes) 2500000
Max File Size Filter enabled
(25MB)
Save

In this example, dll Files that exceed a size of 2.5MB will be blocked from being downloaded.

Click Next to go to the IP Filter Settings.
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IP Address Filter

In this screen, IP Filtering can be enabled. IP Filtering can be used to block or allow File downloads
from certain IP ranges. This can be the company network or a specific region in the world.

IP Filter Settings for Organization

IP Filter Settings

Enable IP Filter?
1P Filter disabled

Use IP Filter as
blocklist? P Filter is allowlist

Enable IP Filttering by toggling the setting “Enable IP Filter?”. This will also enable the “Use IP Filter as
blocklist” setting. By default, the IP Filters are used as an allow list. This means that all IP ranges
defined will be allowed to download Files from Salesforce. If the User is on a different IP address,
the download will be blocked. If the setting “Use IP Filter as blocklist” is enabled, the logic will be
inversed and downloads from the defined IP ranges will be blocked.

If the setting “Enable IP Filtering” is turned on, but there are no IP ranges defined, downloads from
all IP addresses will be dllowed (even if “Use IP Filter as blocklist” is turned on).

IP Filter Settings for Organization

IP Filter Settings

Enable IP Filter?

IP Filter active,

Use IP Filter as
blocklist? 1P Filter is allowlist

IP Filters (Downloads from these ranges are allowed)

There are no IP Filters set. This means no filters will be applied.

(o]

Previous Next
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Click on “New” to define an IP range. This will open a form where the IP range can be entered.

Click “Save” to save the IP range.

IP Filter Settings for Organization

IP Filter Settings

Enable IP Filter? v @)
1P Fltor active

Use IP Filter as
blocklist? 1P Filter is allowlist

IP Filter details

“Start IP 0.0.0.0

“End P [ 0.0.01

IP Filters (Downloads from these ranges are allowed)

Cancel Save

Previous m

IP Filter Settings for Organization

IP Filter Settings

Enable IP Filter? v @)
1P Fiter active

Use IP Filter as.
blocklist? 1P Filter s allowist

IP Filters (Downloads from these ranges are allowed)

Name v | StartIP

IPFILTER-00000 0.0.0.0

v | EndIP v

0.0.0.1 v

Previous m
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Here’s an example of using the IP ranges as a blocklist:

IP Filter Settings for Organization

IP Filter Settings
Enable IP Filter?
1P Fiter active
Use IP Filter as v @)
blocklist? 1P Filter s blocklist

IP Filters (Downloads from these ranges are blocked)

Name v | StartIP v | EndIP v

IPFILTER-00000 0.0.0.0 0.0.01 v

Previous Next

Click “Next” to go to the File Type Filter Settings.
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File Type Filter

In this screen, File Type Filtering can be enabled. File Type Filtering can be used to block or allow File
downloads for certain File Types (jpg, pdf, xlsx, etc.).

File Type Filter Settings for Organization

File Type Filter Settings

Enable File Type Filter?
File Type Filter disabled

Use File Type Filter as
blocklist? File Type Filter is allowlist

Enable File Type Filtering by toggling the setting “Enable File Type Filtter?”. This will also enable the “Use
File Type Filter as blocklist” sefting. By default, the File Type Filters are used as an allow list. This means
that all File Types defined will be allowed to be downloaded from Salesforce. If the User tries to
download a File of a different type, the download will be blocked. If the setting “Use File Type Filter as
blocklist” is enabled, the logic will be inversed and downloading Files of the defined File Types will be
blocked.

If the setting “Enable File Type Filtering™ is turned on, but there are no File Types defined, downloads
from all File Types will be adllowed (even if “Use File Type Filter as blocklist” is turned on).

File Type Filter Settings for Organization

File Type Filter Settings

Enable File Type Filter?

File Type Filter active

Use File Type Filter as
blocklist? File Type Filteris allowist

File Type Filters (Downloads of these File Types are allowed)

There are no File Type Filters set. This means no filters will be applied.
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Click on “New" to define a File Type. This will open a form where the File Type can be entered. Click

“Save” to save the File Type.

File Type Filter Settings for Organization

File Type Filter Settings

Enable File Type Filter?
File Type Filter active

Use File Type Filter as.
blocklist? File Type Filter is allowlist

File Type Filter details

“File Type ipg

Cancel

File Type Filters (Downloads of these File Types are allowed)

File Type Filter Settings for Organization

File Type Filter Settings

Enable File Type Filter?
File Type Filter active

Use File Type Filter as
blocklist? File Type Filter s allowlist

File Type Filters (Downloads of these File Types are allowed)

Name v | File Type

FTF-00000 ipg

Here’s an example of using the File Types as a blocklist:

File Type Filter Settings for Organization

File Type Filter Settings
Enable File Type Filter?
File Type Filte active
Use File Type Filter as v @)
blocklist? File Type Filter i blocklist

File Type Filters (Downloads of these File Types are blocked)

Name v | File Type

FTF-00000 ipg

Previous Next

Click “Next” to close the wizard. You are now dll set and Downloads are now secured according to

the settings you've made.
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