mx + salesforce

Box for Salesforce

Boost mission success with secure collaboration and document management

Box for Salesforce Government Cloud centralizes critical case management, reducing
friction for your teams by empowering them to securely access and edit files, sign

documents, and collaborate with internal colleagues, external partners, and constituents.
Best of all? You can apply your native security compliance, and governance to all content

stored in Box.
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Streamline work with a secure single source of truth

Internal users and external stakeholders can review, update, and add files + folders
— all without leaving Salesforce.

Unlimited storage on Salesforce

Eliminate the need to worry about storage limitations and paying for storage
on Salesforce.

Work on-the-go securely from any device

Enable your staff to work faster, stay in sync, and access the files they need with
secure mobile access.

The Power of Box for
Salesforce Government
Cloud

Government Agencies and their
contractors face unique challenges:
managing multiple legacy systems,
rising customer expectations,
increasing cyber security threats,
and adhering to ever-changing
rules and regulations. All of

which makes compliant and
trustworthy processes and tools
for document management and
collaboration mission critical.

Box has a proven track record for
empowering organizations that
work in highly regulated sectors.
Salesforce’s built-in enterprise
grade security enables Box for
Salesforce users to collaborate,
protect private information,

and create onboarding and
training experiences for their
employees, service members,
citizens and partners — all

while ensuring content security,
compliance, and governance.



Compliant content management

Government agencies can further reinforce a zero trust security model. By combining Box and Salesforce within the framework of

zero trust, you can establish granular control over data access, implement continuous monitoring for potential threats, and maintain
a strong security posture across all collaborative activities with FedRAMP, IL-4, ITAR, CUI, CJIS, HIPAA, IRS-1075, and other highly

regulated data sets.
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Benefits of Box for Salesforce

Document management and collaboration capabilities
directly in Salesforce via Box

e Internal, external & cross-domain collaboration with
advanced permissions to enable secure content sharing
and access

e Secure shared links to folders and files

e |Invite collaborators into folders with 7 levels of
access control

e Preview 150+ file types directly in Box for Salesforce
without requiring content download

e Annotation and redaction on files

e Real-time collaboration and co-authoring across
Microsoft, Google and other platforms

Large file upload, preview and storage for rich media

e Up to 150GB per individual file size (video, images,
audio files)

e Unlimited storage included in Box license - no add on
fees/charges

Unlimited e-signature requests (Box Sign) via Salesforce

e No per envelope cost or additional cost per user
(requires Enterprise + license)

Technical components

Box for Salesforce Managed Package

e Easily integrate Box into your Salesforce environment
using our pre-built managed package

¢ No code required for the Box and Salesforce integration

e Comes with flow templates and permission structures
for easy set up

Advanced cybersecurity and threat detection

e  Visual and auto classification of Pll, PCI, custom terms by
file and folder

e Advanced sharing controls based on classification to prevent
malicious/negligent data exfiltration

e Advanced malware detection and malware scanning

e Anomalous activity alerts to identify threats

Retention lifecycle management and records management
capabilities

e Retention policies to comply with compliance requirements

e Legal holds

Document generation via Box

e  Pull fields from Salesforce to automatically fill Box
Sign Templates

Box for Salesforce Developer Toolkit

Further customize Box for Salesforce with our Developer Toolkit
Access APEX SDK calls designed for common use cases, such as
automatic sub-folder creation in record-associated Box folders.



