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Description:

The Guest User Access Report gives you a visual overview of all objects and permissions that the community guest users
have access to. Additionally, it outlines which public groups, if any, the guest user is a part of - which might impact sharing and
record visibility

After you install the managed package, you can quickly check your org's data security when it comes to community guest
users.

Note: This report can be run for force.com sites and Communities, but not   sites.﻿sites.com﻿

AppExchange Listing URL

﻿https://appexchange.salesforce.com/appxListingDetail?listingId=a0N3A00000FR6GaUAL﻿

Instructions for Use:

1.

2.

a.

i.

b.

i.

Install managed package into org with active communities. Select 'Install for Admins Only' during installation.

As a System Administrator, navigate to a Lightning App called “GUAR Admin”.  The app provides a list of all of your
Communities and  sites with instructions on how to configure and run the report for each.﻿force.com﻿

Grant the Guest User access to the Visualforce page called “guar.guestaccessreport”, inside the installed
package.  You can click on the Profile Name in the Guest User Profile Name column of the “GUAR Admin” app. 
Alternatively, see  .﻿Locate the Guest User Profile﻿

In the Visualforce Page Access section, add the guar.guestaccessreport page to the Enabled Visualforce
Pages section.

From a private browsing session, or one that you are not logged into the org where the package is
installed, navigate to the report link provided in the “Guest User Access Report Link column”.  You must
use a private browser or not be logged into the org to ensure you are running the report as Guest User.

Alternatively, you can construct the url to the report yourself as
such:   where the
[communityDomain] is your community’s  and [communityPrefix] is the path of your site, if you
have one configured, and that is the part that comes after the .com/.

﻿https://[communityDomain]/[communityPrefix]/apex/guar__guestaccessreport﻿
﻿force.com﻿

https://salesforce.quip.com/JODAEAtgNLn
https://quip.com/TMbAEAsKZ85
https://quip.com/JdZAEAZtXwS
http://sites.com/
https://appexchange.salesforce.com/appxListingDetail?listingId=a0N3A00000FR6GaUAL
http://force.com/
https://help.salesforce.com/articleView?id=rss_config_guest_user_profile.htm&type=5
http://force.com/


c.

d.

e.

f.

Optionally Bypass Apex Info Calculations: If your org has a high volume of apex classes and is not
completing, you can pass the url parameter “bypassApexInfo=true” to bypass the apex class info calculations.
This would prevent the report from displaying the apex info section, so you would have to manually ensure that
the guest user profile has access to the proper apex classes they require, and not access to further classes they
don’t need to have access to.

Optionally include specific objects by API name: The report by default shows objects that may be exposing
data, if you want to include objects that may not be exposing data necessarily or just are not on the report, you
can pass in a url parameter with comma-separated values of object API Names, like this
“includeObjects=Account,Custom_Object_1__c”, to force include these objects in the report.

IMPORTANT: Once you are finished running the report, revert the changes done for the guest user / public
access on your community/communities to revoke access to the “GuestAccessReport” visualforce page.

Screenshots:

NOTE 1: In the above screenshot, the “Securing Community Cloud” group has been renamed to “Securing Experience Cloud”.

NOTE 2: In the above screenshot, the “Give us the Green Light” button is an optional way to report to Salesforce that you’ve
secured your org and remediated any impact from these security updates. It does not affect the functionality of the report in
any way.  







Release Log

V3.16

URL:   ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002KmrB﻿
Notes:

●

●

Added the Event, Task, and EventRelation objects to display as part of the report

Added the ability to optionally pass in object API names (comma separated) to include in the report: Example:
guar__guestaccessreport?includeObjects=Account,Custom_Object_1__c

V3.14 (DEPRECATED)

URL:    ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002XFK9﻿
Notes:

●

●

●

Removed green light flow

Added help me secure this disclaimer

Added apex info bypass to bypass apex info calculations in the report for orgs that have high volumes of apex classes

V3.13 (DEPRECATED)

URL:    ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002XFJu﻿
Notes:

https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002KmrB
https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002XFK9
https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002XFJu


● Added section to show permission set / permission set group assignments, and some copy text updates (same code as
V3.12)

V3.12 (DEPRECATED)

URL:   ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002utoX﻿
Notes:

● Added section to show permission set / permission set group assignments, and some copy text updates

V3.11 (DEPRECATED)

URL:   ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002utoS﻿
Notes:

● Fix for issue while getting share counts for big objects that do not support aggregate functions 

V3.8 (DEPRECATED)

URL: ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002maik﻿
Notes:

● Fix for errors when querying a large volume of apex classes. Capped at < 11K classes.

V3.7 (DEPRECATED)

URL: ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002macW﻿
Notes:

● XHR Timeouts error handling fix

V3.6 (DEPRECATED)

URL:   ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002maNn﻿
Notes:

●

●

XHR Timeouts error handling

Added instructions for profile permission updates

V3.5 (DEPRECATED)

URL: ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002maMp﻿
Notes:

● Fixed issue in GUAR Admin app in construction of report url

https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002utoX
https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002utoS
https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002macW
https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002macW
https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002maNn
https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002maMp


V3.4 (DEPRECATED)

URL: ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002maMV﻿
Notes:

● Fixed issue in GUAR Admin app in construction of report url

V3.3 (DEPRECATED)

URL:   ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002maMQ﻿
Notes:

●

●

●

Fixed issue with guest user name / profile not populating for  sites.﻿force.com﻿

Fixed issue with  sites not displaying in the table of communities.﻿force.com﻿

Added a LEX app “GUAR Admin” to help construct the URL for the report for each site, with links to guest user profiles
to grant/revoke access to the VF page for the report.

V3.0 (DEPRECATED)

URL: ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000000A5qz﻿
Notes:

●

●

●

Fixes to address orgs with higher number of Objects / Apex Classes that were causing Apex CPU Limits

Support for up to 1000 Objects, thousands of Apex Classes

Added spinner overlay with progress logs to allow for asynchronous calls to complete.

V2.6 (DEPRECATED)

URL: ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000000A5e3﻿
Notes:

●

●

●

●

Added count for total records shared by ownership vs total records owned

Updated AuraEnabled-related yellow potential risk legend

Added display of package version on report

Updated user flow parameters

V2.3 (DEPRECATED)

URL: ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000000A5QD﻿
Notes:

● Bug fix for guest sharing rule counts

V2.2 (DEPRECATED)

https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002maMV
https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000002maMQ
http://force.com/
http://force.com/
https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000000A5qz
https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000000A5e3
https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000000A5QD


URL: ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000000A5PU﻿
Notes:

● Removed the Community feature requirement for installing the package.

V2.1 (DEPRECATED)

URL: ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000000A5Oq﻿
Notes:

● Resolved Apex List limitation of 1000 records for large volumes.

V2.0  (DEPRECATED)

URL: ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000000A5Ol﻿
Notes:

●

●

●

●

●

●

●

●

●

Updated copy text at the top of the report

Added links to trailblazer group and topic

Added Green Light Flow for customers to notify Salesforce of addressing all impact of security updates in their
production orgs and adhering to best practices

Added Legend section to explain color-coding

Added timestamp on report

Added section for impact of security updates

Under object access information section, added columns for manual/apex sharing counts, non-guest user rule share
counts, guest user rule share counts

Under object access information section, added “help me secure this” link to step-by-step flows for helping users secure
specific object configurations in their org

Added AuraEnabled apex class section to show impact of AuraEnabled apex class access check enforcement security
update

V1.8 (DEPRECATED)

URL: ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000000A5GH﻿
Notes:

●

●

●

●

Re-ordered sections: Object Access, Public Groups, Profile Permissions

Under Object Access, re-arranged columns. Is Exposing data moved up for more visibility.

Under Object Access, added a count of total number of records with manual share.

Under Public Groups, added “Groups / Queues” and a “type” column to show regular group vs queue.

V1.2 (DEPRECATED)

URL: ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000000yC3I﻿
Notes:

● Minor visual/cosmetic tweaks for when counts are 0

https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000000A5PU
https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000000A5Oq
https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000000A5Ol
https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000000A5GH
https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000000yC3I


V1.1 (DEPRECATED)

URL:   ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000000yBqp﻿
Notes:

● Updated bug with “Run Report” link to include namespace for visualforce page

V1.0 (DEPRECATED)

URL:   ﻿https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000000xhJs﻿
Notes:
Initial Release

https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000000yBqp
https://login.salesforce.com/packaging/installPackage.apexp?p0=04t4P000000xhJs

