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S3 Connector

Effortless Salesforce-S3 Integration: Streamline Data Management with Ease!

User manual to install app for Salesforce CRM users to integrate Salesforce
with AWS S3 to reduce storage costs.
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About S3 connector

Introducing the S3 Connector App, a comprehensive solution that seamlessly integrates
Salesforce, a leading CRM platform, with AWS S3, a powerful cloud storage service. This
app is specifically designed to meet the data management needs of businesses utilizing
Salesforce as their CRM platform and AWS S3 for cloud storage.

With the innovative Sync Bucket functionality, users can effortlessly synchronize S3
buckets with Salesforce, enabling smooth and efficient file transfer. It allows for
seamless file uploads from Salesforce to S3, ensuring data availability and accessibility
across teams. By assigning specific buckets to different teams, such as sales or
marketing, organizations can effectively organize and manage their files based on their
business needs.

Administrators can exercise granular control over file extensions and maximum upload
sizes, ensuring data security and compliance with organizational policies. Moreover,
users can conveniently access files through clickable URLs, enabling quick and easy file
retrieval. When files are no longer required, they can be promptly deleted from the
Salesforce organization, and it gets deleted from S3 bucket as well.

Additionally, the S3 Connector App enhances productivity by streamlining data
management workflows across multiple AWS S3 accounts. It provides an intuitive
interface that eliminates manual processes, reducing the likelihood of errors and
enhancing collaboration among teams. With this app, businesses can optimize their
data management practices, resulting in improved efficiency and overall operational
performance.
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How to download the app

Installation of S3 connector App from Salesforce App Exchange-

1. Connect your salesforce account to your Trailblazer.me profile.

1.1 In a new browser tab, open AppExchange.

1.2. Click your avatar to open your Trailblazer.me account menu, and then click
Settings.

1.3. Under the Salesforce Accounts header in the Connected Accounts section, click
Connect.

1.4. If you see the Choose a Username page, click Log in with a Different Username.If
you see a login page, skip to the next step.

1.5. Enter your Salesforce username and password, then click Log In.

1.6. Click Link Account.

2. Steps to Install Application to Salesforce Org-

2.1. Inanew browser tab, open AppExchange.

2.2. Search for S3 connector.

2.3. Click on Apply Filters button and choose Solution type as Apps to narrow down
search result.

2.4. Click on the S3 connector App Name.

2.5. Now click on the Get it Now button.

2.6. You will see 2 options Install in Production and Install in Sandbox.

2.7. InInstall in Production, you will see all the connected salesforce accounts.

2.8. If you can't find the username for the account in which you want to install, then
check Connect Your Salesforce Account to Your Trailblazer.me Profile i.e. section 1..
2.9. Choose the username and click Install in Production.

2.10. You will see a page where you can confirm your details.

2.11. Select the checkbox I have read and agree to the terms and conditions only ifyou
have read and agree to the terms and conditions.

2.12. Click on Confirm and Install, it will take you to the login screen.

2.13. If you want to Install in Sandbox, then click on Install in Sandbox button.

2.14. You will see a page where you can confirm your details.

2.15. Select the checkbox | have read and agree to the terms and conditions only ifyou
have read and agreed to the terms and conditions.

2.16. Click on Confirm and Install it will take you to the login screen.

2.17. Provide your login credentials and select for which users you want to install the
application.

2.18. After that application installation will start.

*We strongly recommend not to use any file that you receive from anyunauthorized
source, or any source not mentioned above.
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One time App setup before first use

Note: Please make sure you are not using Salesforce Classic Ul as our App is made to
work with Salesforce Lightning Experience.

How to configure session settings

Go to setup and type session settings. In the sessions settings uncheck the checkbox
under section Lightning Web Security and click Save.

ses bi anz
B Setup Home Object Manager
Q, sessio SETUP
Session Settings
o Security
S - — — — =
Session Management D Override Restriction on Accessing Email Templates in Salesforce Classic Using Internet Explorer| 3

. . Enable Stricter Content Security Policy | j
Session Settings

Lightning Locker API Version

Didn't find what you're locking for? Use security enhancements in API
Try using Global Search.

Lightning Web Security

D Use Lightning Web Security for Lighining web compenents (GA) and Aura components (Beta)|

XSS protection

Enable XSS protection

Content Sniffing protection

Enable Content Sniffing protection
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How to add AWS S3 File Uploader
Component to record detail page

This component is used to upload, view and delete files from any object’s record detail
page. It is important for the user to add the component to that object’s record detail
page from where they want to use file upload, view and delete functionalities.Without
this component, the app cannot be used. Follow the steps below to set it up.

1. Navigate to any object’s record page.

[ Q, Search..

Ar@me20P®

Chatter

Sales Home  Opportunities leads »  Tasks ~  Files ~  Accounts »  Contacts ~  Campaigns »  Dashboards ~  Reports Groups v  More ¥ 4

Opportunity
Burlington Textiles Weaving Plant Generator

ase ‘ New Note |v| !

Account Name Close Date

10/5/2020

Amount
$235,000.00

Oppertunity Owner

Burlington Textiles Corp of America 7'_" Dhiraj Koparkar £

Activity Details Chatter

[ Log a Call | v I New Task | ] New Event ‘ v I E Email | A l
Filters: All time - All activities « All types

Refresh « Expand All = View All

Related

Q Products (0)

v Upcoming & Overdue

Mo activities to show.
Get started by sending an email, scheduling a task, and more.

2. Click

component

3. Search  for fileupload_aws_s3bucket

B Notes & Attachments (0)

&, Upload Files

&

in

and select edit page.
the bar.

Search

fileupload_aws_s3bucket component can be seen on Custom section.

B v P—— ? vl

0 Desktop v | ShinkToVien v | €

I ¥ ington Texts Weaving Plan Gensatar

Cnmpcnenti Fields

fileupload_aws_s3bucket

0 a-

BB TTS T

v Standard (0)

V' Custom (0)

~ Custom - Managed (1) e m—
B oo

PR e —

fileupload_aws_s3bucket

| [ ot et 0

| B contcthotes

Analyze

Activation.. Save

Page

*Label

Opportunity Record Page

*API Name

Opportunity_Record_Page

*Page Type

Record Page

Object

Opportunity

Template

Header, Subheader, Right .. Change
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4. Drag and Drop the Component to the first row of Page Layout and Click Save.

im Lightning App Builder Opportunity Record Page
o x @ O Desktop w | Shrink To View v C Analyze Activation...

Page » fileupload_aws_s3bucket

Components Fields

n Textiles Weaving Plant Generator

fileupload_aws_s3bucket €@ | o~ o 4 s Set Component Visibility
[— S o S e | Filters
« Standard (0 L~ ) = e ¥ acarn
f— — iiter
- -
Actvity Dot Retsted
~ Custom (0) — —
~ Custom - Managed (1) - T & esaras | ovacpmis =
Aws Fles @ produce ) 2
[ fileupload_aw: .
[0) iotes & Arsschmens (©) -
[
5. The Component can now be seen on related tab
e [as ] A@mer20P@®
Sales Home Opportunities ~  Lleads ~ Tasks » Files ~  Accounts ~ Contacts » Campaigns v Dashboards » Reports v  Chatter More ¥ v
Opportunity
[ + Follow H Edit | MNew Case New Note ‘vl

Burlington Textiles Weaving Plant Generator
—
| |

Activity Details hatter Related

AWS 53 File Upload
9 ile Uploader E Products (0) E]

| & UploadFiles | Ordrop files | Upload

Select Bucket A4

Notes & Attachments (0)

AWS Files

Search AWS Files | &, Upload Files

& l | O drop files

File Name ~ | File Type ~ | File URL v

¥= To Do List
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Create a permission set

1. Go to setup and click Permission Sets and click on New

Setup Home  Object Manager

Q, perm -
Permission Sets

v Users

Permission Set Groups

Permission Sets ‘ 7

Permission Sets

30 this page you Can create, view, and MaNage permission s
+ Custom Code o page y reale, view 98 permissi

In addition, you can use the Sa

sforceA mobile app 1o assign permission sels 1o a user
Custom Permissions

All Permission Sets v | Edi | Delete | Create New View

=
Didn't find what you'ra looking for v |63 uiwlo|dlalelalelélsltilal 315 ileldlolalals SISl dlalelale] g e Oher ]
Try using Global Search.
Actian Permission Set Label T Description Lisense

0 Clone Buyer Allows access fo the siore. Lets users see products and B28 Buyes Permission Sel One Seat -

0 Clone Buyer Manager Includes all Buyer capabiliies. and alows access foma..  B28 Buyer Manager Pemission Sel One Seat

0 Glone CRM Use Denotes hat the user is 5 Sabes Cloud or Servios Cloud u.. CRM User

[ clone Commerce Admir Allow 8ccess 1o commerce Bdmin features. Commerce Admin Permission Sel License Seats

[ Clone Contact Centar Admin Manage Senice Cloud Viice confact cenfers thal use Am... Service Cloud Voice User

0 Clone Contact Center Agent Access agent features in Service Claud Voice contact cent . Service Cloud Voice User

0 Glone Gontact Center Sypervisor Access supervisor features i Service Cloud Voice contact. . Service Cloud Volce User .

2. Add Label and click Save.

SETUP

Permission Sets

Save| | Cancel

Enter permission set information 1 = Required Information

tabel ' AWS sales User |

ARIMame | AWS_sales_User R

Description

Session Activation Required [

Select the type of users who will use this permission set
Who will use this permission set?

~Choose '-Nons-' if you plan o assign this parmission set to multipie users with different user and permission st licenses
-Choose a specific user license if you want users with only one licnse type fo use this permission se
~Choose a specific permission st license if you want this setlicense d with the set

Mot sure what a permission set license is? Leam more here.

License

one-

T~

Save| | Cancel

3. Once permission set is created, now go to object settings .

SETUP
Permission Sets

Permission Set

AWS sales User Video Tutorial | Help for this Page @

|Q Find Settings ® |\ Clone | Delete | | Edit Properties | Manage Assignments

Permission Set Overview

Description APIName  AWS_sales_User

Namespace Prefix  Advanz101_AWS
Created By dhir;

License

Session Activation Required

| koparkar, 11/5/2023 1:51 PM
Last Modified By  dhiraj koparkar. 11/5/2023 1:51 PM

Apps

Assigned Apps
Settings that specify which apps are visible in the app menu

Assigned Connected Apps
Settings that specify which connected apps are

ble in the app menu

Object Settings.
Permissions to access objects and fields, and settings such as tab availability

App Permissions
Bermizainn

Fnrm ann_snarific acfinns surh ac "Manans Call Cantars”
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4. Go to User External object.

SETUP I
Permission Sets

Permission Set

AWS sales User

] 2 user extemal credentia % || [ctone | Detete| Edit Properties | manage Assignments

Video Tutorial | Help for this Page @)

Permission Set Overview > Object Settings | «

Object Settings

‘Object Name Object Permissions Total Fields Tab Settings
Accounts No Access 40
Al Insight Reasons No Access -
41 Record Insights No Access -
Alternative Payment Methods No Access 24
AP1 Anomaly Event Stores No Access 14
App Analyfics Query Requests Mo Access -
Application Usage Assignments No Access -
Appointment Invitations No Access 17

5. Tick the checkbox to give Read, Create and Edit permissions.

SETUP
B Permission Sets

Permission Set

AWS sales User

Q, Find Sefiings % || [clone

Video Tutorial | Help for 8

| | Edit Properties | Manage Assignments

Pemmission Set Overview = Object Settings | w | User External Credentials «

User External Credentials /s;l Cansel
Object Permissions
Permission Name Enabled
Read
Create
Edit
Delete O
View All O
Modify Al [ -

6. Click on manage assignments.

SETUP
Permission Sets

Permission Set

AWS sales User

|C{ Find Settings ® ‘ | | Glone || Delete | | Edit Properties || Manage Assignments

Permission Set Overview > Obiect Seftings | v | User Extern, edentials| v

User External Credentials Edit

\ideo Tutorial | Help for tnis Page @

Object Permissions
Permission Name Enabled
Read
Creats
Edit
Delete
View All

Modify All
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7. Click on Add Assignment.

« > SETUP > PERMISSION SET "AWS SALES USER’
AWS sales User

Add Assignment

Current Assignments

8. Assign permission set to the System Admin user.

SETUP
Permission Sets

Halp for this Page @

Assigned Users

AWS Permission Set

« Back to: Permission Set
|
Al/B|ICIDIE|IFIG|H JIKILIMIN[QIPIQIRISIT|U|VIW[X|Y | Z|Other LAl
Add Assignments | | Remove Assignments
D Action Full Name + Alias Username Rale Active Profile Expires On
D Edit Koparkar. Dhiraj DKopa dhiraj ki@ empathefic-impala-3fgf3f.com CEOQ v System Administrator l
Add Assignments || Remove Assignments /

10
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Profile Settings for giving access to
specific profiles:

By default S3 Connector app’s and objects access are given to all the profiles but it is
advisable to keep access for only specific profiles.

Revoke access of S3 Connector app for all the profiles as it is advisable that only
System admin have access to the app.

1: Uncheck the S3 Connector app checkbox from custom app settings

. Search Setup E\ A2 4 A g.\‘

5 Setup Home  Object Manager
v Embedded Service .
Messaging for In-App Profiles
and Web User
Verification
v User Interface Custom App Settings
Action Link Templates Visivle Default pefaut

All Tabs (standard_AlTabSet)
Actions & Recommendations

Analytics Studio (standard_insights)
App Menu
Custom Lzbels
Density Settings

v Global Actions

Global Actions

AN R N T N

publisher Layouts

Lightning App Builder

2: Give 'Lightning Experience user’ access as this component works in Lightning
Experience mode.

SETUP
Profiles

FHES LONNSCT LIoUd 33ISSTOFCE ANYWNEre On MoDlle
Give Recognition Badges in Salesforce Mobile App: Native
Experience Builder Sites scrolling on webviews
Hide Option to Switch to Salesforce Schedule Reports

Classic

Hide the Seen By List Select Files from Salesforce v
Import Custom Objects Send announcement emails
Invite Customers To Chatter v Send Custom Notifications

IP Restrict Requests Send Outbound Messages v

Lightning Console User v Share Files with People in v
Experience Cloud sites
Lightning Experience User Share internal Knowledge articles
externally
Manage All Private Reports and Show App Launcher in Experience
Dashboards Cloud Sites

Manage Auth. Providers Show Company Name as Site Role v
Manage Eilling Subscribe to Dashboards
Manage Business Hours Holidays Subsecribe to Dashboards: Add
Recipients
Manage Call Centers Subscribe to Dashboards: Send to
Groups and Roles

Manage Categories Subscribe to Reports .4
Manage Certificates Subscribe to Reports: Add

3: Revoke 'Read, Create, Edit and Delete’ access to AWS Key, AWS Buckets and AWS
11
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File object and keep ‘Read, Create, Edit and Delete’ access to AWS File object only on

those profiles through which you want to use file upload functionality.

SETUP
Profiles

IMOrYIouans

Invoices

Leads g v v v

Custom Object Permissions

Read Create Edit Delete  View All  Modify All
AWS Files / 1/ 1/ 1/ Dr
oy iR e Diro|
AWS Keys Dn

12
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How to Create S3 bucket and configure it

Sign in to the AWS Management Console and open the Amazon S3 console at

https://console.aws.amazon.com/s3/.

aws

Sign in as IAM user

Account ID (12 digits) or account alias

1234567

Amazon Lightsail

IAM user name
Lightsail is the easiest way
to get started on AWS

xyz

Password

......... Learn more »

Remember this account

Sign in using root user email

Forgot password?

In the left navigation pane, choose Buckets.

Choose Create bucket.

Buckets ¥ Account snapshot View Storage Lens dashboard

Access Grants Last updated: Jan 3, 2024 by Storage Lens. Metrics are generated every 24 hours. Metrics don't include directory buckets. Learn more [7}

Access Points

Object Lambda Access Points Total storage Object count

59GB 25k
Multi-Region Access Points
Batch Operations Average object size You can enable advanced metrics in the
1AM Access Analyzer for 53 24MB ‘default-account-dashboard” cenfiguration.
Block Public Access settings for General purpose buckets Directory buckets

this account

¥ Storage Lens
General purpose buckets (4) iafo Create bucket
Dashboards

Buckets are containers for data stored in S3. Learn more [

Storage Lens groups

1 @

AWS Organizations settings

Name A | AWS Region v | Access v | Creation date v
Feature sootliaht @I v

The Create bucket page opens.
For bucket name, enter a name for your bucket.

For Region, choose the AWS Region where you want the bucket to reside.

13
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Amazon 53 » Buckets » Create bucket

Create bucket i

Buckets are containers for data stored in 53. Learn more [4
General configuration

AWS Region

I Asia Pacific (Mumbai) ap-south-1 I v ‘

Bucket name  Info

I aspl-salesforce I

Bucket name must be unique within the global namespace and follow the bucket naming rules. See rules for bucket naming [4

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

Format: s3:/ fbucket/prefix

7. Under Object Ownership, choose ACLs enabled.

Object Ownership info

Control ownership of objects written to this bucket from other AWS accounts and the use of access control lists (ACLs). Object ownership
determines who can specify access to objects.

(O ACLs disabled (recommended) © ACLs enabled
All objects in this bucket are owned by this account. Objects in this bucket can be owned by other AWS
Access to this bucket and its objects is specified using accounts. Access to this bucket and its objects can be
only policies. specified using ACLs.

/\ We recommend disabling ACLs, unless you need to control access for each object individually or to have the
object writer own the data they upload. Using a bucket policy instead of ACLs to share data with users
outside of your account simplifies permissions management and auditing.

8. Uncheck Block all public access and check that warning ( | acknowledge that the
current settings might result in this bucket and the objects within becoming pubilic.)

] Block all public access
Turning this setting on is the saghe as turning on all four settings below. Each of the following settings are independent of one another.

I ] Block public access to buckets and objects granted through new access control lists (ACLs)
53 will block public access permissions applied to newly added buckets or objects, and prevent the creation of new public access
ACLs for existing buckets and objects. This setting doesn't change any existing permissions that allow public access to 53 resources
using ACLs.

I~ [] Block public access to buckets and objects granted through any access control lists (ACLs)
53 will ignore all ACLs that grant public access to buckets and objects.

I~ [] Block public access to buckets and objects granted through new public bucket or access point policies
53 will block new bucket and access point policies that grant public access to buckets and objects. This setting doesn't change any
existing policies that allow public access to 53 resources.

' [] Block public and cross-account access to buckets and objects through any public bucket or access point
policies

53 will ignore public and cross-account access for buckets or access points with policies that grant public access to buckets and
objects.

A Turning off block all public access might result in this bucket and the objects within becoming public
AWS recommends that you turn on block all public access, unless public access is required for specific and
verified use cases such as static website hosting.

| acknowledge that the current settings might result in this bucket and the

objects within becoming public.

9. Save

14
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After saving navigate to permission section, then add bucket policy and CORS setting

Bucket Policy

Go to bucket policy section, click edit and copy the following code and paste and click

Save.

"Version": "2012-10-17",

"Id": "Policy1669638526723",

"Statement”: [

{

"Sid": "Stmt1669638523478",
"Effect": "Allow",
"Principal™; "*",
"Action": "s3:*",

"Resource": "arn:aws:s3:::your Bucket Name/*"

Amazon S3 x

Buckets

Access Grants

Access Points

Object Lambda Access Points
Multi-Region Access Points
Batch Operations

IAM Access Analyzer for S3

Block Public Access settings for
‘this account

¥ Storage Lens

Dashboards

Bucket policy

The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket
more [

{
"Version™: "2012-10-17",
"Id": "Policy1669638526723",
"Statement": [

"Sid": "Stmt1669638523478",
"Effect™ "Allow",

Cross-origin resource sharing settings

Edit Delete

policies don't apply to objects owned by other accounts. Learn

Go to CORS settings, edit and copy the following code and paste in your CORS section

and Save it.

Note: Add your organization URL in AllowedOrigins

"AllowedHeaders": [

nin

1
"AllowedMethods": [

16
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"HEAD",
"GET",
"PUT",
"POST",
"DELETE"

1,
"AllowedOrigins": [

//Add here your org url

Ex - "https://sample-dev-ed.lightning.force.com/"

],

"ExposeHeaders": [
"ETag",

"x-amz-meta-custom-header"

-
Amazon 53 X
Cross-origin resource sharing (CORS)
Buckets
Access Grants
) 1
Access Polnts "AllowedHeaders": [
Object Lambda Access Points -
Multi-Region Access Points L
“AllowedMethods"; [
Batch Operations "HEAD",
IAM Access Analyzer for S3 “GET",
"PUT",
"POST",
Block Public Access settings for "DELETE
this account L
“AllowedOrigins™: [
Storage Lens “https://de ning.force.com”,
“https://fcL 3 2 lightning.force.com”|
Dashboards 1
Storage Lens groups "ExposeHeaders": [
AWS Organizations settings ETag",
“x-amz-meta-custom-header”
1
Feature spotlight (@) }
u
1

The CORS configuration, written in JSON, defines a way for client web applications that are loaded in one domain to interact with resources in a different domain. Learn mare [

A

17
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How to connect your AWS account with
Salesforce

Step 1: Authenticate using secret key and access key.
1. Open S3 Connector app from App Launcher.
. Search Setup

'SE Setup Home  Object Manager

Dae2aa®

E=xal

o l ETUP

[ Q s
iome

| Apps

s
of < s3 comnector
¢ ltems
view all
e D

H

Real-time Collabol

Release Updates
Mobile Publisher

Get Started with Einstein Bots

Launch an Al-pow

ADMINISTRATION
> Users Most Recently Used

> bata 10 items

<. [a s i @mer e @

132 S3 Connector

AWS Keys
nAIIv ¥

0 items « Sorted by AWS Key Name « Filtered by Al aws keys « Updated a few seconds ago
v | Access Key | Named Credential v

AWS Key Name T | SecretKey

3. Enter your Access Key and Secret key and click Save.

R Q seart | @e?aa @

AWSKeys ~  SyncBuckets AWSINFOS v AWSFiles w

231 53 Connector
amazon
webservices™

Amazon S3 Configuration

Enter your Access Key

IIAKIAI Gow | ]

Enter your Secret Key

[Ing+ zkwsl ]
Save

18
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4. After successful authentication you will be redirected to record detail page.

Q_ Search..

AWSKeys ~  Sync Buckets

Related

Details

AWS INFOS

AWS Files

° Success

Auth Keys added Successfully

AWS Key Name
AWS-Key-0000025

Access Key
AKY DW £
Secret Key
g Kwe e

Named Credential

Created By

#3 dhirs) kaparkar. 26/12/2023 10:09 AM

Owner

# dhiraj koparkar

Last Modified By
# dhiraj koparkar. 28/12/2023 10:09 AM

Step 2: Edit External Credential and add Principle

[x[+)

Note: We have provided five Named credentials in this package so you can add up to five

AWS accounts.

1. From Setup, enter Named Credentials in the Quick Find box, then select Named

Credentials.

2. Click any one Named Credentials.

search Setup

FNea? =P

i3I Setup Home  Object Manager ~
Q. named SETUP I
Named Credentials
« Security

Named Credentials

Named Credentials Exter

Didn't find what you're looking for?

6 items - Sorted by Label
Try using Global Search.

Credential

redential2
amedcredential3
NamedCredentiald
AWSNamedCredentials

namecredential

nal Credentials

v | Type
Secured Endpoint
Secured Endpoint
Secured Endpoint
Secured Endpoint
Secured Endpoint

Secured Endpoint

3. Click on External credential

» S

Setup Home  Object Manager

earch Setup

URL

https://s3.amazonaws.com
https://s3.amazonaws.com
https://s3.amazonaws.com
https://s3.amazanaws.com
https://s3.amazonaws.com

https://s3.amazonaws.com

External Credential

AWSExternalCredential
AWSExternalCredential2
AWSExternalCredential3
AWSExternalCredentiald
AWSExternalCredential5

Awseredential

Laa

Q named

~v Security

SETUP > NAMED CREDENTIALS
AWSNamedCredential2

Edit Delete l

Named Credentials
Label
AWSN dCredential2
Didn't find what you're looking for? ameatredentis
Try using Global Search. URL
https://s3.amazonaws.com

Enabled for Callouts

Authentication

External Credential
AWSExternalCredential2

Client Certificate

MName

Advanz101_AWS__AWSNamedCredential2

19
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4. Click on Edit

. Q search Setup E] D 7?0 P '.

sse .
22 Setup Home  Object Manager v

Q. Quick Find SETUP » NAMED CREDENTIALS Edit | Delete
AWSExternalCredential2 I /

Setup Home

Service Setup Assistant

Label Name
AWSExternalCredential2 Advanz101_AWS__AWSExternalCredential2

Multi-Factor Authentication Assistant

Hyperforce Assistant
Authentication Protocal

Release Updates AWS Signature Version 4
Lightning Experience Transition Service fegion
Assistant s3 us-east-1

salesforce Mobile App AWS Account ID

Lightning Usage

Optimizer Temporary Access
ADMINISTRATION Obtain Temporary |AM Credentials via STS
» Users

5. Add your Region, AWS Account Id and click Save.

Edit AWSExternalCredential2

* Label Name

AWSExternalCredential2 AWSExternalCredentisl2

* Authentication Protacal

AWS Signature Version 4
*Service \;R:Q;M
53 r—
AWS Account IO
334678459357
OChbtain Temparary 1AM Credentials via STS

Cancel

6. Click New on principal, add access key and secret key (through which you have
authenticated in first step) and IAM Role IRN and click Save.

Create Principal

* Parameter Mame - Sequence Number

AWSPrinciple 1

Key ‘\AL ces:

VAKIAU3ZZDEAPO4QZHTGOW

LAM Role ARN

gauray|

Cancel
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Step3: Add Named credential name in AWS Key record

1. Copy the name of the named credential in which you have configured external credential
in previous step.

e Fmae?»af@
i1 Setup [ Toma | obiectmunson
@ Named

SETUP > NAMED CREDENTIALS

AWSNamedCredential2
« security

Named Credentials
Label Mame
Didn't find what yourre looking for? AWSNamedCredential2 / Advanz101_AWS_AWSNamedCredential2
Try using Global Search. URL
https://s3.amazonaws.co m

Enabled for Callouts

Authentication

External Credential

AWSExternalCredential2

2. Go to AWS Key record created in first step, edit it and paste the name of the Named
credential and click Save.

Q, Search..

s )
=== 53 Connector AWSKeys ~  SyncBuckets  AWSINFOS ~  AWSFiles ~

AWS Key
AWS-Key-0000025

Related Details

AWS Key Name Owner
| Aws-key-0000023 & chiraj koparkar £

Access Key
AK ow 4
Secret Key

vgF+ KW6 s

ed Coedentiz)
IAdvanz101_AWS_AWSN3medCredentiaI I s

Created By Last Modified By
£ dhiral koparkar. 28/12/2023 10:09 AM &3 dhira] koparkar. 28/12/2023 10:23 AM
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Step 4: Add External credential Principal in External Credential Principal Access in Permission
Set

1. Go to the permission set you created during one time setup and click on External
Credential Principal Access

22 Setup Home  Object Manager
Q, permiss SETUP
E Permission Sets
v Users
Permission Set Groups AWS Permission Set ) T .
Permission Sets [ @ Find Setiings % || [Clone | Detete | | Ecit Properties || Manage Assignments

« Custom Code o N
Permission Set Overview

Custom Permissions Description APIName  AWS_Permission_Set
License i Sales User Namespace Prefix
Session Activation Required Created By  Dhiraj Koparkar, 6/15/2023, 2:44 AM

Didn't find what you're looking for?
LastModified By  Dhira Koparkar, 6/15/2023, 2:44 AM

Try using Global Search.

Apps

Object Settings
Permissions {o access objects and fields, and seffings such as tab availability

App Permissions
Permissions to perform app-specific actions, such as "Manage Call Centers™

Flow Access
Settings that apply to Salesforce apps, such as Sales. TSR ()
custom apps buill on the Lightning Platform

Learn More xternal Credential Principal Access
Permissions fo authenticale with extemal credential principal mappings

2. Click Edit and add External credential which you configured in step 2 and click Save.

- Search Setup

Setup Home Object Manager ~

Q, permiss SETUP
Permission Sets

~ Users

Permission Set Groups

Permission Sets

~  Custom Code

External Credential Principal Access Save | | Close
Custom Permissions
Available External Credential Principals \ Enabled External Credential Principals
Didt find what you're looking for? AWSCredential - Advanz101_AWS__test_sales_ ~ AWSExtemalCredential2 - AWSPrinciple =
AWSExternalCredential - Advanz101_AWS__AV

Try using Global Search.

Add

(U]

4
Remove
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Step 5: Fetch and add buckets in Salesforce using Sync Bucket functionality

1. Go to S3 Connector Application in Salesforce

2. Click on Sync Buckets tab

3. Select AWS Key.

4. Choose the maximum file size limit.

5. Select file extensions you want to allow and click on Sync Buckets.

e Q seh | A@e?2ae @

331 S3Connector  Awskeys \/| Sync Buckets Imswzos v AWSFiles v ’

g Sync Buckets

B AwsinFos

Click on Button to Sync AWS Buckets into Salesforce

| AWS Key File Size Limit(MB)
o
AWS-Key-0000025 v . %
Extension Type
t multiple Extension Type v

[T xT]

6. After getting the success message click on AWS Info to check whether the buckets
present in AWS are added to salesforce or not.

= [« seorcn. J es2aa®
'EE S3 Connector AWSKeys ~  SyncBuckets | AWSINFOS ~ | AWSFiles 4
AWS INFOS
Allv ¥
4 items « Sortedl by AWS INFO Name « Fitered by Al aws infos - Updated a few saconds 20 Q Search this st
| | [] AWS INFO Name | Internal Bucket v | Region v | SeeretKeyld v |
1 O [aws-0000121 aspl-demo ap-south-1 AWS-Key-0000025
[ [aws-0000122 aspl-salesforce ap-south-1 AWS-Key-0000025 ®
3 [ Jaws-0000123 2p-south-1 AWS-Kay-0000025 ®
4 [ [aws-0000124 ap-south-1 AWS-Key-0000025 &3]
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Share specific bucket’s access to specific
user or group of users

To use file upload functionality for any user other than System Admin you will need to give
‘Read’ access of bucket record to a specific role, user or group of users manually.

1: Go to the AWS Info tab and select the desired bucket record for sharing and click on the
Sharing button.

<. (o sern Fl@mer2ea @
i3 S3Connector  AWSKeys v SyncBuckets A\.\JSFME; v ’

AWS INFO

AWS-0000121

B Related Details Update Bucket Configuration

Extension Types
AWS INFO Name File Size Linit

AWS-0000121 50

I Select Allowed Extension Types -

Internal Bucket File Extension @
aspl-demo pdfipng pdf X| |png X
Region
ap-south-1 File Size Limit in MB
12000
Secret Key Id
[ ] 50
AWS-Key-0000025
Created By Last Modified By

B9 dniraj koparkar. 28/12/2023 10:27 AM ¥ dhiraj koparkar . 28/12/2023 10:27 AM

2: Select the user, role or group of users with whom you want to share access and click on
Save.

Note: Only give Read access while sharing as it is sufficient and secure.

In the sample image we have selected the Marketing Team role so now all the users having
role as Marketing Team will get access to upload file on this specific bucket.

Search

E Marketing Team >

* AWS INFO Access Level

| Read Only -

Shared with 1 group of users. Edit
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Upload, view and delete file using File
upload component

1. Open the record detail page of the object on which you added the file upload component

o (o semn I e 22 P®
-E Sales Home  Opportunities leads ~ Tasks ~  Files v  Accounts »  Contacts ~  Campaigns v  Dashboards ~  Reports v  Chatter More ¥ v
Opportunity low di
Burlington Textiles Weaving Plant Generator [ + Follow H Fdit | Mew Case ‘ New Note ‘ v l
| |
Activity Details hatter Related
AWS 53 File Uploader
@ P E Products (0) E]
[ Select Bucket Yl I o, Upload Files | Or drop files
: B Notes & Attachments (0) E]
Ll AWSFiles
Search AWS Files &, Upload Files
[ b l : Or drop files
File Name ~ | File Type ~ | File URL v
| - — —
¥= To Do List

2. Select the bucket name on which you want to add files and then select a file by clicking
on the Upload file icon and click on Upload.

Note: File name should not contain '+’ character.

. l Q, Search..

L L)
- Sales Home  Opportunities Leads ~  Tasks ~  Files »  Accounts »  Contacts v  Campaigns ~  Dashb
Opportunity
Burlington Textiles Weaving Plant Generator
AcTvity Uetals Cnartter

@ AWS 53 File Uploader
l advanz-marketing-bucket Vl : A, Upload Files | Or drop files

1| AWS Files

Search AWS Files
(2 l
File Name ~ | File Type ~ | File URL w
1 file-sample_100kb.doc application/msword https://advanz-marketing-bucket.s3-e... E]

o
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3. The file will be uploaded to S3 bucket as well as a record of that file will be created in
Salesforce containing the URL to access that file.

@ AWS S3 File Uploader
aspl-salesforce - 1, Upload Files Or drop files

AWS Files

Search AWS Files

Filet\l}‘ ~ | File Type ~ | File URL ~

1 apex_assignment.pdf application/pdf https://aspl-salesforce.s3-ap-south-1.... -
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Other Apps by Advanz101

e MergeEase
Merge multiple service contracts.

e PartEase
User can select Contract Line Items available in Service Contract and Renewonly selected
Contract Line Items
e MoveEase
Transfer asset from one account to another

e AutoSplit
Split Service Contract into multiple contracts

e CaseAutoMail
Transform Case Communication with CaseAutomail

e EaseQuotePdf
Automate Quote PDF Generation on Status

e Split Ease
Split Service Contract into multiple contracts manually to avoid large carterrors.

Hope you find our S3 Connector App useful. We would love to hear about our app from you.
In case of any query or further clarification please feel free to reachus at
info@advanz101.com

Please keep following us as many new apps are under development. Follow us at
www.advanz101l.com
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About Advanz101

ADVANZ101 Business Systems Inc. is a registered Salesforce partner providing best-
in class solutionsfor global business houses and brands. Our team is equipped to
meet the SaaS demands of modern enterprises with due diligence in today's
business landscape of hybrid IT.

For additional information, please feel free to connect with us at
info@advanz101.com
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