£ GOAT Email

Phishing in Salesforce Email-to-Case:
The Risk of Trusting Emails Too Early

Email-to-Case was built for speed. Phishing exploits that speed.

Salesforce Email-to-Case is designed to do one thing extremely well: convert
incoming emails into cases as fast as possible. That works - until it doesn't.
Because the moment an email is trusted automatically, it becomes part of your
operational workflow. And that includes phishing.

The Hidden Problem

Most organizations don't lack security tools. They have email gateways, filters,
and detection systems in place. The real issue is simpler - and more dangerous:

Phishing detection happens too late in the process.
By the time an email reaches Salesforce:

e [tisalready treated as a legitimate customer request
e |tbecomes a case automatically

e [tentersagent queues

e [tisopenedunder time pressure

e [t can be acted on before being verified

At that point, the damage is not theoretical anymore.
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What This Looks Like in Practice

Across industries - banking, insurance, manufacturing, SaaS - the same pattern
appears:

e Phishing emails enter Salesforce before being flagged
e Agents are expected to identify threats manually

e Malicious emails become part of case history

e Reporting is inconsistent or handled outside Salesforce
e Security teams receive incomplete or delayed signals

e Audit trails are fragmented

This creates a gap between security systems and operational reality.

And that gap sits directly inside your service team.

The Real Design Decision

Most teams think the questioniis:

“How do we detect phishing in Salesforce?”

That'’s the wrong question.

The real questioniis:

When do you trust an email enough to turn it into a case?

That decision defines your entire risk posture.
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Two Ways to Handle Phishing in Email-to-Case

% Standard Email-to-Case @ GOAT Sync
(Automatic) + GOAT (Manual Review)
* @ Customer Email * @ Customer Email
* E—‘h@ Auto Case Creation [ @ GOAT Inbox
* ‘v.g Email Thread Attached to Case ) & Review & Analyze
Review Case Thread A Flag as Phishing
A Label as Phishing - GOAT ﬁ Case Not Created

Email Thread is transferred to

responsible team to act
Not visible to Agents anymore

* Automatic Processing » Controlled Case Matching
* Quick Case Creation  Security-First Approach
 Label Phishing Afterwards * Review Before Creation

Approach 1: Automatic Email-to-Case (Reactive Model)
How it works:

Email arrives

Case is created automatically

Email thread is attached to the case
Agent reviews the content

Email is flagged as phishing (if detected)
Thread is removed or reassigned
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Why teams choose it:

e Fastand frictionless
e No change to existing processes
e |mmediate case creation

Where it breaks:

e Phishing emails already exist inside Salesforce
e Agents are exposed to malicious content

e Links and attachments may be opened

e Cleanup happens after exposure

e Highreliance on human judgment

Bottom line:

This model optimizes for speed - but accepts risk.

Approach 2: Controlled Review Before Case Creation (Preventive
Model)

How it works:

Email arrives

It enters a controlled inbox

It is reviewed and analyzed

If phishing is suspected — flagged, no case created
Only trusted emails become cases

N

Why enterprise teams move here:

e Phishing is stopped before entering workflows
e Agents never interact with malicious emails

e (Case data stays clean andreliable

e Security teams get structured, early signals
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e Full audit trail from the start
Trade-off:

e Slightly more controlled entry point
e Less “instant automation,” more intentional processing

Bottom line:

This model prioritizes control, security, and data integrity.

Why This Matters More Than It Seems

Thisis not just a security issue.
It's an operational one.
When phishing enters Salesforce:

e [t pollutes your case data

e [tdistortsreporting and analytics
e [tincreases handling time

e |texposes frontline teams to risk
e |t weakens compliance posture

Over time, it becomes part of how your organization works - quietly, but
consistently.

What GOAT Email Changes

GOAT Email doesn't replace Email-to-Case.
It gives you control over when emails are trusted.

With GOAT, organizations can:

e Keep automatic Email-to-Case where speed matters
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e Introduce controlled review where risk is higher

e Flagand route phishing consistently

e Maintain clean, structured email data inside Salesforce
e Build a clear, auditable process for email handling

This flexibility is critical for enterprise environments where:

e Not all emails are equal
e Not all processes carry the same risk
e Not all teams should operate under the same assumptions

What Changes in Practice

For Agents

e (lear visual guidance
e lessguesswork
e Safer interaction with emails

For Security Teams

e Earlier detection
e Better-quality incident data
e Consistent reporting

For the Business

e Reduced phishing exposure

e (leaner Salesforce data

e Stronger compliance posture
e Fewer operational disruptions
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Final Takeaway
Phishing in Salesforce is not just about detection.
It's about designing the moment of trust.

Most organizations only realize the problem after phishing is already inside their
system.The ones that get ahead of it make a different choice:

They decide which emails are trusted - before those emails become work.
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