Key Steps -

1. _Google Cloud Console
a. Create Project
b. API Enable
c. Create Credentials
d. Auth 2.0Client Id
e. Service Account - download
i. Key-P12
ii. Key—JSON
2. Salesforce
a. Convert the P12 File to JKS File
b. Identity Provider - Enable
c. Certificate and Key Management - Import from KeyStore - JKS File
3. Salesforce With Google Drive
a. Salesforce - AUTH Provider
b. Google Cloud - Credential - OAuth 2.0 Client IDs
i. Callback URL
c. Salesforce - Named Credential Authentication
i. Update the Certificate
d. Salesforce Custom Metadata Update with Google Drive JSON File
i. Private Key
ii. Client Email
. Salesforce - Trusted URL
f. Google Drive - Main Folder
i. Google Drive - Main Folder Share with Client Email
ii. Google Drive - Main Folder - General Access - Anyone with This Link
g. Add your domain in APl Restriction to secure your domain
4. Salesforce - Custom Metadata
a. Update Main Folder Id
b. Update the Client Email Field with Google JSON
c. Update the Private Key Field with Google JSON File




e Goto - https://console.cloud.google.com/

Google Cloud

Welcome Selena Thomas!

Create and manage your Google Cloud instances, disks, networks, and other resources in
one place.

Selena Thomas
selenathomas594@gmail.com SWITCH ACCOUNT

Terms of Service

[ 1 agree to the Google Cloud Platform Terms of Service [4, and the terms
of service of any applicable services and APls.

AGREE AND CONTINUE

e Click on —Select a Project —> Click on New Project —> Enter Project Name - > Create

» C % le.cloud.google.
Google Cloud Select a project I [ Search (/) for resources, docs, products, and more | Q_ Search l Eﬁ ﬁ' (£ 4
Welcome, Selena Thomas .

Try Google Cloud with $300 in free credits ~ cvererie

Train and deploy ML models and Al applications with

/ Access to Google Cloud products and services Vertex Al free tier.
TRY VERTEX Al
/90 days to spend your credits
. Configure Google Cloud for scalable, production-ready
+ Nobilling during trial enterprise workloads.

GOOGLE CLOUD SETUP
-



Select a project

Search projects and folders

3 NEWPROJECT

Q|

RECENT STARRED
Name

B Mo organisation

CANCEL

= Google Cloud File CollabApp w | | Search (/) for resources, docs, products and more search | [BY ja) H
g p -
Cloud overview > DASHBOARD ACTIVITY RECOMMENDATIONS #' CUSTOMISE
2% Productsand solutions >
'® Project info H APL APIs i & Google Cloud Platform status

PINNED PRODUCTS Project name Requests (requests/sec) Al services normal

File Collab App

0

APT  APlsandservices % > Project number

622785266743 o = Goto Cloud status dashboard
& Billing » Project ID .

file-collab-app-410006 ~ g
© AMandadmin @ B > +e Loading graph data o =3 Monitoring H

'ADD PEOPLE TO THIS PROJECT
\-Q_-, Marketplace 'y 0 Create my dashboard

i Set up alerting policies
{&f ComputeEngine % > > Goto project settings 1115 130 11:45 ‘
Create uptime checks

@  KubernetesEngine & >
= © Resources : => Goto APIs overview
=  Cloud Storage r > @ eioauery View all dashboards

[ERPRORMMIES  \ow viewing project File Collab App  in organisation 'No
@ BigQuery > organisatior’ .

saL - Goto Monitoring

Managed MysQL, PostgreSQL, SOL Server
I vPCnetwork L ey =

Go to - APIs and services



FINMED PRODUCTS Project name
File Collab App

APT  APls and services & >

Enabled AFls and services

Billing a Library

. Credentials 110006
IAM and admin B >

OAuth consent screen
0 THIS PROJE
Marketplace

Page usage agreements

& e @

Compute Engine | 3 || — Goto project settings

e Enabled APIs and SERVICES

= Go gle Cloud o File Collab App + l l Search (/) for resources, docs, products and more

API APIs and services APls & Services -+ ENABLE APIS AND SERVICES

<%  Enabled APIs and services

i Library

o=  Credentials Traffic =~ :
H4 Oauth consent screen

Sa Page usage agreements

A Nodata is available for the selected time frame.

T T
UTC+5:30 18:00 2 Jan 06:00 12:00



e Search For - “Google Drive API’ and ‘Enable’ it —

& APILibrary

*
Welcome to the API Library [ J
The API Library has documentation, links and a smart search experience.
X
.
Filter Maps VIEW ALL (23)
Filter 11 results

Google Drive API
Visibility ~ Google Enterprise APl @
Public @ With the Google Drive API, you can access resources from Google Drive to create files, manage file sharing, search for files and folders, and more.
Catego ~ X .

aory Google Drive Activity API

Analytics @ Google Enterprise API @

With the Google Drive Activity API, you can retrieve information about a user's Google Drive activity. This provides additional functionality on top

3)

Big data @ the Google Drive AP for your app to display activity on a users files, track changes to specific files or folders, or alert a user to new comments or

changes tofiles
Databases @
Developer tools @

Drive Labels API
Healthcare 0] Google
Google Enterprise APIs ©) Use the Drive Labels API 1o defi metadata to organize, find, /. and support business processes on Google

& Product details

Google Drive API

Google Enterprise AP

Create and manage resources in Google Drive.

@ TRY THIS API (2

OVERVIEW DOCUMENTATION SUPPORT RELATED PRODUCTS

e Go to Credential and Click on CREATE CREDENTIAL Button

API APIs and services APIs & Services - ENABLE APIS AND SERVICES

<«  Enabled APIs and services Thour 6hours 12hours « 1day 2days 4days 7days 14days 30days

o Ubrary

OAuth consent screen

Sa  Page usage agreements

A Nodata is available for the selected time frame. A Nodatais available for the selected time frame.

UTersa0 1800 2dan 0600 1200 uTCHs30 100 2dan 0000 1200

Median latency




e Create an API Key Credential

= GoogleCloud File Calab App ~ | | Search () forresources, docs, products and more | Qsearch | Bt o : @
API APIs and services Credentials \~ RESTORE DELETED CREDENTIALS
< Enabled APIs and services AP! key
& Create credentials to ac ||dentifies your project using a simple AP! key o check quota and access
m Library OAuth client ID
A Remembert Requests user consent so that your app can access the user's data. CONFIGURE CONSENT SCREEN

o Credentials
Service account
Enables server-to-server, app-level authentication using robot accoun

OAuth consent screen AP keys

% Page usage agreements [ Name Help me choose Restrictions Actions

Mo 2P keys o displa. 254 2 e questions o helpyou decide which type of credentil o use

OAuth 2.0 Client IDs

[ Name Creation date < Type Client ID Actions

No OAuth clients to display

Service Accounts Manage service accounts
[0 Email Name 4 Actions

No service accounts to display

API APIs and services Credentials + CREATECREDENTIALS @ DELETE i~ RESTORE DELETED CREDENTIALS

& Enabled APIs and services Create credentials to access your enabled APIs. Learn more %

W Ubrary
i
A Rememberto configure the OAuth consent screen with information about your application. CONFIGURE CONSENT SCREEN
o Credentials e
OAuth consent screen APl keys
Page usage agreements 0O Name Creation date Restrictions Actions

O A aPikey1 2 Jan 2024 None SHOWKEY §




Google Cloud

API APIs & Services

Lol Enabled APIs & services
i Library

©+  Credentials

¥ OAuth consent screen

S Page usage agreements

File Collab Review v l

Search (/) for resources, docs, products, and more

‘QSearch] + T E 20

&«

Edit API key (¥ REGENERATE KEY W DELETE

- Name *

APIkey 1

Key restrictions

Restricting where and for which APIs this key can be used helps prevent unauthorized use. Leam more

e

Set an application restriction

Application restrictions limit an API key's usage to specific websites, IP addresses, Android
applications, or i0S applications. You can set one application restriction per key.

() None

(®) Websites

() IPaddresses

() Android apps

() i0S apps

Website restrictions

Restrict key usage reguests 1o the s

A If left blank, your AP key will accept requests from any website.

ADD
= Filter Enter property name or value 7]
O swts Website Edit
] hitps://blucursord-dev-ed.develop lightning force.com, s

APl restrictions

AP restrictions specify the enabled APIs that this key can call

() Don't restrict key
This key can call any AP

(8) Restrict key

TAFI v

Selected APIs:
Google Drive API

Note: It may take up to 5 minutes for settings to take effect

m CANCEL

Additional information

- AP1 Key

Additional information

- API Key

‘ ALzaSyA7095tr28e25GRaaymSh2HveA]J1fSI3g (5]

Use this key in your application by passing it with key=API_KEY parameter.

Creation date March 15, 2024 at 7:21:20 PM GMT+5

How do | restrict my API key to specific websites?

Use a website to restrict the URLs that can use an APl key. Learn more (%
Here are some examples of URLs that you can allow fo set up a website:

= Any URL in a single domain with no subdomains: hitps://example.com
Any URL in a single subdomain: https://sub.example.com

Any subdomain in a single domain, using a wildcard asterisk (*);
https:/* example.com

A domain and all its subdomains, using a wildcard asterisk ()
= hitps:/example.com
= hitps:/*.example.com

= AURL with a non-standard port: http://www.example.com:8000

Note: query parameters and fragments are not currently supported; they will be ignored if
you include them in a website.

AIlzaSyA7Q95tr28e25GRaaymSh2HveAjJ1T5I3g

Add the API Key — Custom Metadata of Salesforce ‘googleDrive -> Field Name -’ Google API Key’)

e (Create an OAuth Client ID Credentials



API APIs and services Credentials + CREATECREDENTIALS W DELETE = RESTORE DELETED CREDENTIALS

APIkey

< Enabled APIs and services -
Greate credentials o ac!  |gentifies your project using a simple API key to check quota and access

W LUbrary OAuth client ID
A Remembert |Requests user consent so that your app can access the user's data. CONFIGURE CONSENT SCREEN

©r  Credentials
Service account

Enables server-to-server, app-level authentication using robot accounts

OAuth consent screen APl keys
S»  Page usage agreements O  Name Help me choose stions. Actions
Asks a few questions to help you decide which type of credentialto use .
O A APikeyt q ! ' SHOWKEY §

OAuth 2.0 Client IDs

[ Name Creation date Type Client ID Actions

No OAuth clients to display

e Click on Configure Consent Screen and Click on External

& Create OAuth client ID

A client ID is used to identify a single app to Geogle's DAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 2 for more
information. Learn more [ about GAuth client types.

A To create an OAuth client ID, you must first configure your consent screen CONFIGURE CONSENT SCREEN

OAuth consent screen

Choose how you want to configure and register your app, including your
target users. You can only associate one app with your project.

User Type

Internal @

Only available to users within your organisation. You will not need to
submit your app for verification. Learn more about user type [4

@® External @

Available to any test user with a Google Account. Your app will start in
testing mode and will only be available to users you add to the list of test
users. Once your app is ready to push to production, you may need to
verify your app. Learn more about user type [4

Click on Create and you will navigate to Edit app registrations page. Enter the App Name, User support
email, enter the Authorized domain as “salesforce.com”. Also enter the required email field in the end
and click on Save and Continue button



Edit app registration

@& oOAuth consentscreen — E)» Scopes — EP Testusers — € Summary

App information

This shows in the consent screen, and helps end users know who you are and contact

you
App name *
File Collab App ]

The name of the app asking for consent

com | -~ ]

jazmincrown@gma

t User support email *

For users to contact you with questions about their consent. Learn more 3

App logo

This is your logo. It helps people to recognise your app and is displayed on the OAuth
consent screen.

After you upload a logo, you will need to submit your app for verification unless the app
is configured for internal use only or has a publishing status of “Testing’. Learn more 5

Logo file to upload BROWSE ]

Upload an image, not larger than 1 MB on the consent screen that will help users
recognise your app. Allowed image formats are JPG, PNG and BMP. Logos should be
square and 120px by 120px for the best results

App domain

To protect you and your users, Google only allows apps using OAuth to use Authorised
Domains. The following information will be shown to your users on the consent screen

Application home page ]

Provide users a link to your home page

Application privacy policy link ]

Provide users a link to your public privacy policy
[ Application Terms of Service link ]
Provide users a link to your public Terms of Service

Authorised domains @

When a domain is used on the consent screen or in an OAuth client's configuration, it must be
pre-registered here. If your app needs to go through verification, please go to the Google Search
Console to check if your domains are authorised. Learn more [ about the authorised domain
Timit_

Authorised 1 ]
[ salesforce.com ]

+ ADD DOMAIN

Developer contact information

Ema -
[ jazmincrown@gmail.com € ]

These emall addiesses are 107 Google Lo Notify you about any changes to your project.

SAVE AND CONTINUE CAMNCEL

e After Click on Save and Continue -> Click on ADD OR REMOVE SCOPES



X Update selected scopes

Only scopes for enabled APIs are listed below. To add a missing scope to this screen, find and enable
the API in the Google AP Library or use the Pasted Scopes text box below. Refresh the page to see any
new APIs you enable from the Library.

= Filter Enter property name or value 2]

O ama Scope User-facing description

a /auth/userinfo.email See your primary Google Account email address

O .../auth/userinfo.profile See your personal info, including any personal info you've

made publicly available

O openid Associate you with yaur personal info an Google

] BigQuery .../auth/bigquery View and manage your data in Google BigQuery and see
API the email address for your Google Account

O sigauery Jauth/cloud-platform See, edit, configure and delete your Google Cloud data and
API see the email address for your Google Account.

O BigQuery .../auth/bigquery View your data in Google BigQuery
API readonly

O sigauery Jauth/cloud-platform View your data across Google Cloud services and see the
AP .read-only email address of your Google Account

O BigQuery fauth/devstorage Manage your data and permissions in Cloud Storage and
API full_control see the email address for your Google Account

O  eiguery /auth/devstorage View your data in Google Cloud Storage
API read cnlv

e (Click On Update Button at the End

After selecting all the scopes, the screen will look something like this. Make sure you have selected all
drive scopes and click on Save and Continue

e Your non-sensitive scopes
e Your sensitive scopes

e Your restricted scopes

e  Gmail scopes

Once everything is filled you will be able to see Back to Dashboard as shown in the screenshot below

API APIs and services Edit app registration
Al _reag-ony aa0ress or your GCOgIe ACCOUNT
«f»  Enabled APIs and services BigQuery _../auth/devstorage Manage your data and permissions in Cloud Storage and see the email
AP full_control address for your Google Account
# Library
BigQuery _../auth/devstorage View your data in Google Cloud Storage
or  Credentials AFl read_only
BigQuery .../auth/devstorage Manage your data in Cloud Storage and see the email address of your
E2 OAuth consent screen AP _read_write Google Account
Su  Page usage agreements Rowsperpage: 10w 1-100f40 < >
Test users EDIT
0 users (0 test, 0 other) / 100 usercap @
T Filter Enter property name or value [2]
User information
No rows to display
<l

e Go Back to Credentials and select OAuth Client Id



API APIs and services Credentials CREATECREDENTIALS | @ DELETE  »~ RESTORE DELETED CREDENTIALS

APl key

% Enabled APIs and services Create credentials 10 3¢ |dentifies your project using a simple AP key to check quota and access
i wibrary [oAuth client ID
APl keys Requests user consent so that your app can access the user's data
0r  Credentials -
0O Name Service account stions Actions
& oauthconsent soreen O A apikey; Crobles servertosener pplevel suthentication using robot accounts showker
i Page usage agreements Help me choose
OAuth 2.0 Client | Asks a few questions to help you decide which type of credential to use
[0 Mame Creation date - Type Client 1D Actions

No OAuth clients to display

e Select the Application type as Web Application and Click on Create Button

€ Create QAuth client ID

A client 1D is used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 [4 for more
information. Learn more [} about OAuth client types.

Application type *
[ Web application - |

Name *
[ Web client 1 |

The name of your OAuth 2.0 client. This name is only used to identify the client in the
console and will not be shown to end users.

The domains of the URIs you add below will be automatically added to
your QAuth consent screen as authorised domains [4.

e C(Click on Create button and Dialog box will appear with Client ID and Client Secret



OAuth client created

The client ID and secret can always be accessed from Credentials in APIs &

Services
OaAuth access is restricted to the test users [© listed on your
OAuth consent screen
Client ID 622785266743
JeocggudiBjrdmfinltncm52s6tlfcav.apps.
googleusercontent.com n|
Client secret GOCSPX-mp_srsJFgTasjkg-
MJI2Zhd38Q0oVZi n]
Creation date 2 January 2024 at 13:12:56 GMT+5
Status & Enabled
¥ DOWNLOAD JSON
oK

Copy the Client Id and Client Secret and go back to Salesforce Org. Enter both the keys in Auth Provider.
Enter Client Id in Consumer Key and Client Secret key in Consumer Secret in Auth Provider in Salesforce

o Create an Auth Provider in Salesforce from Setup
o Enter Auth Provider in Setup
o Click New
o Select ‘Google’ in Picklist



. Search Sewp

Setup Home  Object Manager

Q Auth SETUR
E Auth. Providers

Multi-Factor Authentication Assistant

~ Apps
Auth. Provider Edit Save | | Save & Mew | |Cancsl
+ Connsctsd Apps
P

OAuth Custom Scopes

Authortzs Endpolnt URL [ hitps //accounts google comiaioauth2/auth s
OAuth and OpeniD Connect Token Endpaint URL [ hifps flaccounts qoogle comiaioatnd/ioken I
Settings

User o Enapaint URL s i googleapis. convoauth2ivaiuseninfo I

Uss Broor ey for Cote Exchangs [PKCE) .
Edensian

Didn't find what you'rs locking for? et sop [,
Try using Globsl Sesrch,

Include Cansumer Secrst In SOAP AP
Responsss C

custom Eror URL [ ]

custom Logout URL [ ]

Automatically create 3 registration handler tempgiate
] E—
e

Icon URL.

Chooss one o our samgle icans
Use Salestorce MFA for fnis S5O Provider [

Save | [savaa New| [cancal

Add Auth Name - ‘ Google_Auth’

URL Suffix -  Google_Auth’

Consumer Key — From OAuth Client Id

Consumer Secret — From OAuth Client Secret

Authorize Endpoint URL -

https://accounts.google.com/o/oauth2/auth?access type=offline&approval prompt=fo

7

rce

O O O O O

o Token EndPoint URL - “ https://accounts.google.com/o/oauth2/token’

o User Info Endpoint URL - * https://www.googleapis.com/oauth2/v3/userinfo ’

o Default Scopes - ‘ openid email profile https://www.googleapis.com/auth/drive ’

o Include Consumer Secret in SOAP APl Responses — Checkbox Checked
o Click to Save Button

Auth. Provider

Auth. Provider Detail Edit | |Delete | | Clone

Auth. Provider ID 0502t000000gcyX
Provider Type  Google
Name  Google Auth
URL Suffix  Google_Auth
Consumer Key

Consumer Secret  Click to reveal

Authorize Endpoint URL hitps:/ ts.google. fi th2/auth?access_type=offine&approval_prompt=force
Token p URL  hitps: .google. it th2/token

User Info Endpoint URL  hifpsffwww.googleapis.com/oauth2/v3/userinfo

Use Proof Key for Code Exchange 3
{PKCE]) Extension
Default Scopes openid email profile hitps:/iwww.googleapis.com/authidrive

Include Consumer Secratin SOAP [
APl Responses

Custom Error URL


https://accounts.google.com/o/oauth2/auth?access_type=offline&approval_prompt=force
https://accounts.google.com/o/oauth2/auth?access_type=offline&approval_prompt=force
https://accounts.google.com/o/oauth2/token
https://www.googleapis.com/oauth2/v3/userinfo
https://www.googleapis.com/auth/drive

Now Go back to Salesforce Org and Navigate to Setup -> Auth Provider -> Google Auth

And copy the Callback URL

SETUP
Auth. Providers

NI F0Y  14 UUY 15 G2, W 11 b ¥

Use Proof Key for Code Exchange 3
(PKCE) Extension

Default Scopes  openid email profile https:/wwv.googleapis.com/authidrive

Include Consumer Secret in SOAP 1 [
API Responses

Custom Error URL
Custom Logout URL
Registration Handler

Execute Registration As

Portal
lcon URL

Use Salesforce MFA for this S50 i
Provider

Salesforce Configuration

Test-Only Initi URL  hitps: 3-dev-ed.develop.my r gle_Auth
Existing User Linking URL  hitps /flestabccom3-dev-ed develop.my salesforce. com/services/authilink/Google_Auth
OAuth-Only Initiali URL  https: 3-dev-ed.develop.my rvi gle_Auth
Callback URL  htips:iftestabccom3-dev-ed.develap.my rvi _Auth

Single Logout URL  hiips-/flestabccom3-dev-ed.develop.my. T

Edit | |Delete | | Clone

Callback URL - https://testabccom3-dev-ed.develop.my.salesforce.com/services/authcallback/Google Auth

Authorised Javascript origins - https://testabccom3-dev-ed.develop.my.salesforce.com

Enter the URL till salesforce.com as shown in screenshot below

Authorised redirect URIs - Enter the Same copied URL

e Add the Trusted URL Side for in Salesforce

o URL - https://www.googleapis.com

Q URL sep
ﬂ Trusted URLs

© Unified Messaging

v Branded Domain

Trusted URLs Halp forthis Page @
URL Shortening Domain
— Speciy he URLS inatyou rust o nferact with your users and nework.You can use Conlent Security Polcy (CSP) irecives to contol e fypes of resources tha Lightning components, nrd-parly APIs, and WebS ocket
v User Interface connections can load from each trusted URL. If you enabled the Permissions-Policy HTTP header in Session Setiings, you can control which URLS can access browser fealures from Salesforce.
v Sites and Domains 1 lici
Custom URLs Content Security Policy (CSP). Use CSP directives to specify whether Lightning components. your CSP-secured Aura or LWR sites, third-party APIs, and WebSockets connections can load scripts, fonts, images, media, or
Siyesheets o ach sied URL. The main abjecie of GSP s 10 elp reven 1035 3 Scrping (K35 and aner cods mecion stacks
© Securi
Security Permissions Policy. Control access {o browser features such as cameras and microphones. To use this poliy, enable the P HTTP header under i Session Sefings
L Trusted URLs

Trusted URLS for Redirects
View: (RI%] Geare tew Veu

AI8ICIDIEIF(GH1[J/KILIM[NIOIPIQIRISITIUIVIWIX Y| Z Cther Al

Dicin't find what you'e looking for?
Try using Global Search

sted URL
Aoton  APIName URL Active  CSP Context Created By Created Date LastModified By Last Modified Date
i[Ol GooaiedBi Pitpa fiwow googlaspis com v A Eune 2410272026, 11:25 pm Eune 2110272024, 11:31 pm


https://testabccom3-dev-ed.develop.my.salesforce.com/services/authcallback/Google_Auth
https://testabccom3-dev-ed.develop.my.salesforce.com/services/authcallback/Google_Auth
https://www.googleapis.com/
https://www.googleapis.com/

Q ur
E Trusted URLs

+ Branded Domain

Trusted URL Edit save | [save s ow | [cancet

URL Shorening Domsin
N Trusted URL Information

User Interface

apiuame - [DRL

| | URL - [hitps com
Descripion
Cusmam vas
securey 4
seme

Trusted URLs

Trusted URL

for Regiracrs Content Security Policy (CSP) Setfings

To help prevent cross-site scripting (XSS) and ofher cod injeckion sitacks. the Lightning component framework uses CSP to impose restrictions on content. To control which pages can load content from this trusted URL. select the (
Yien't find what you're locking for? e
fy using Global Sea

CSP Dirsctives

‘Seleot the directives that Lightning components, third-party APls, and WebSocket connections can load from this trusied URL. Each CSF = a Ligheri Joad the resources wit
‘ecured Aua o LWR sites.

o us the Sslesiorss Cansols Integration Tealki fom within s trusied USL, ssiect the connsct-arc (serits) dirsctive. Than 333 the rusisd URL in the Security sstings of Experiznce &
Lignining 19 this Tusted URL can uss e J2uasenpt menods In e 1okt OManiss, you 230t 1223 JSVESErt resaurses Fom 2 trS-2any, sven I 15 2 rusied URL. To use 3 Javasen
= Static reSoUrce 1o Your companent

- for your Visusorcs sitss Ween you s
ioeary from 3 tird-party, 3dd the furd-pany

connect:arc {scripts)

font-src fronts)

img-arc (image

meata-arc (suslo and vigso)

® (o to Google Drive Console — OAuth Client Id - > Add Authorised JavaScript Origins
and Redirect URIs

< > C console.cloud.googl pis/credential hclient/584759333041-mdteo874heb97mhns60qbsjSpn2i3bgc.app: I ontent.com? izationld=0
Google Cloud 0 MyProject 20432 ¥ [ Search (/) for resources, docs, products, and more | Q_Search ]
API APIs & Services 4 Cclient ID for Web application I DELETE

@ Ensbled APls & ser

Additional information

Name *
Library Web client 1
The name of your Oauth 2.0 dlint. This name is anly used 1 the client in Clignt 10 20874heb97mhns60qbsi o

o T=mn sole and will not be shown to end use

Creation date 23336 PM GUT+S

OAuth cansent screen

The demains of the URIs you 2dd below will be automatically added 1o
Fage usage zoreements yeur QAuth consent sereen as suthorized domains (2.

Client secrets

1f you are in the process of changing client secrets, you can manually rotate them without do

Authorized JavaScript origins @ Client secret

Creation date

Status

+ ADD URI

+ ADD SECRET

Authorized redirect URIs @

For use with requests from

~+ ADD URI

Note: It may teke 5 minutes to a few hours for seftings to take effect

e o



Authorised JavaScript origins @

For use with requests from a browser

URIs 1+
[ htips://testabccom3-dev-ed.develop.my.salesforce.com

-+ ADD URI

Authorised redirect URIs @

For use with requests from a web server

URIs 1+
[ https://testabccom3-dev-ed develop.my.salesforce.com/services/authcallbac

4+ ADD URI

e Go back to Google Drive and Click on Create Credentials -> Service Account

API APIs and services Credentials + CREATE CREDENTIALS @ DELETE w~ RESTORE DELETED CREDENTIALS

APl key

% Enabled APIs and services Create credentials to ac  |dentifies your project using a simple API key to check quota and access

M Library OAuth client ID

API keys Reguests user consent so that your app can access the user's data.
©r  Credentials
D Name Service account stions
i OAuth consent screen O A APlkey ] Enables server-to-server, app-level authentication using robot accounts
Sa Page usage agreements Help me choose
OAuth 2.0 Client |  Asks a few questions to help you decide which type of credential to use
D Name Creation date Type Client ID
O Web client 1 2 Jan 2024 Web application 62278526

e Enter the Service account Name and Click on Done.



€ Create service account

@ Service account details

Service tname
[ File Collab ]
Display name for this service account

[ Service account ID *

file-collab X C ]

Email address: file-collab@file-collab-app-410006.1am.gserviceaccount.com rﬂ

[ Service account descr ption ]

Describe what this service account will do

CREATE AND CONTINUE

Grant this service account access to the project
(optional)
|
© Grant users access to this service account (optional)

Once you have configured all the things correctly the credentials page will look like this.

API Keys
OAuth 2.0 Client IDs
Service Accounts

APIs and services Credentials + CREATE CREDENTIALS W DELETE \~ RESTORE DELETED CREDENTIALS

Enabled APIs and services Create credentials to access your enabled APIs. Learn more (3

Library

IAPI keys
Credentials
O  Name Creation date & Restrictions Actions
OAuth consent screen O A arikey 2 Jan 2024 None SHOWKEY 3

Page usage agreements

OAuth 2.0 Client IDs

0O  Name Creationdate b Type Client ID Actions

O  webclient1 2Jan 2024 ‘Web application 622785266743-3eoc. .. P 4

Service Accounts Manage service accounts

O  emai Name Actions

O  filecollab@file-collab-apg 06.iam gser com File Collab Pl

e Now Click on Service Account - > Email - > KEYS



Go::gle Cloud o+ File Collab App « | [ Search (/) for resources, docs, products, and more

B IAM & Admin & Service Shared Drive
DETAILS PERMISSIONS KEYS METRICS LOGS
2 1AM —_—
©  Identity & Organization Keys
9, Policy Troubleshooter Service account keys could pose a security risk if compromised. We recommend you
Federation [£. You can learn more about the best way to authenticate service accoun
=4 Folicy Analyzer
Add a new key pair or upload a public key certificate from an existing key pair.
B  Organization Policies P P P & grevp

Block service account key creation using organization policies (.
-2 i o . - o N
°3  Service Accounts Learn more about setting organization policies for service accounts [2

E  Workload Identity Federat... ADD KEY ~

= Workforce |dentity Federa... Create new key

Key Key creation ¢

¥ Labels Upload existing key ¢ 10n50720a7a2d470376122789946302256303 Aug 4, 2023

e Now Create a new Key — Create Two Files JSON and P12 Files and Save the Password of P12
File

Create private key for "Service Shared Drive"

Downleads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type
@® JsoN

Recommended

Q P12z

For backward compatibility with code using the P12 format

CANCEL CREATE

e ON JSON File — You will get — Private Key, Client Email (Note — Please Do not Share this anyone)
e Salesforce — Update the Private Key, Client Email from JSON File, Download from OAuth Client
2.0 Id in Custom Metadata ‘GoogleDriveSetup’ of Salesforce



. Search Setup E‘

Setup Home  Object Manager

Q_ Custom Metadata SETUP
Custom Metadata Types

v Custom Code

Custom Metadata Types

GoogleDriveSetup

Didn't find what you're looking for?
Try using Global Search.

GoogleDriveSetup Detail Edit | |Delete | Clone

Label  googleDrive

GoogleDriveSetup  googleDrive

1JhnLS| pal 'FAHSYb-
areacrve@iie-collt.app am -
MIIEVAIBADA QEFAASCEKYwggSiAGEAAOIBAGDGZICH1iMPE1 IKinFxDbPMUA1/a4hSqUCApHe +wJ4Z4miPSv+aarg JkLe/VVpA+

Access Token
Scope  hitps:/www.googleapis. com/authidrive
audToken  hitps;

viw.googleapis.com/oauth2/vditoken
Created By  Rahul Dusaj, 06/07/2023, 12:47 pm

Edit | | Delets | | Clone

e OnP12File-
1. On Download Section — Click on P12 File
1.

file-collab-app-41ccc56f2327.p12

blob:null/72e90768-9f0f-4d86-b791-dbf385de3b28

Show in folder

2. Select Local Machine

Q, Ssean x

£# Certificate Import Wizard
Yesterday

Welcome to the Certificate Import Wizard

fr) This wizard helps you copy certificates, certificate trust lists, and certificate revocation
9 lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is @ confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location x
o (@) Current User

u (O Local Machine

To continue, dlick Next.,

February 2, 2

- Mext Cancel



3. Click on Next Button

2 sean
€ £¢ Certificate Import Wizard

erday

File to Import
Spedify the file you want to import.

. _ﬁ File name:

Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (,PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P7E)
D Microsoft Seriglized Certificate Store {,55T)

ruary 2, 2

Cancel

=l

Show in folder



Now Type the Password of P12 File Which is came at download P12 File and Click on
Next

£ Search for tools. help. and mare (Alt + Q)
*

wview W - ] J Comme
€ L¥ Certificate Import Wizard ;

A Sy

Private key protection
To maintain security, the private key was protected with a password.

Type the pazsword for the private key.

Password:

| nomsecreﬂ

Display Password

Import options:

Enable strong private key protection, You will be prompted every time the
private key is used by an application if you enable this option,

[IMark this key as exportable, This will allow you to back up or transport your
keys at a later time,

Protect private key using virtualized-based security{Non-exportable)

[ Indude &ll extended properties.

MNext Cancel



5. Click on Finish Button

Search for tools. helo. and more (Alt + Q)
x

Review W 1 Commer

€ ¥ Certificate Import Wizard
A A A

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘You have specified the following settings:

=111l e gt w =k Automatically determined by the wizard

Content PFX

File Mame C:\Users\Divyanshi\Downloads\file-collab-app-41ccc56f2327.
< >

Finizh Cancel

6. Now P12 File Will View in your local system
1.
_Té;file-collab-a;le-xi‘IcccSE\fBET‘ 14-02-2024 12:04 PM Personal Information Exchange

7. If You Have JDK in your system you are ready to go in next step

(System Should Have JDK Environment If not install JDK and Set in Enviroment
Variables - https://www.oracle.com/in/java/technologies/downloads/#jdk21-

windows)

8. Command — Run this command Where You Have downloaded your P12 File - >
To Convert P12 File to JSK File

keytool -importkeystore -srckeystore ./yourP12FileName.p12 -destkeystore

yourP12FileName.jks -srcstorepass notasecret -srcalias privatekey -
srcstoretype pkcsl2 -deststoretype jks -destalias yourP12FileName -
deststorepass notasecret

KB


https://www.oracle.com/in/java/technologies/downloads/#jdk21-windows
https://www.oracle.com/in/java/technologies/downloads/#jdk21-windows

BN C:\Windows\System32\emd.exe

sPC » Downloads v D Search
Name Date nTD(|IfI;(\ Type Size

~ Today (1)

7PM JKS File 5KB

o

| file-collab-app-41ccc56f2327 jks

Create a Folder in Google Drive and Share the Folder with client Email and
Update the Folder Id in Custom Metadata - “ of Salesforce

% drive.google.com/drive/folders/1JhnLSH9furpgF82Wa8hMwdX3VFAHSyb-

14
TI1|-

Q, Search in Drive

My Drive » MY FILECOLLABAPP-1.. ~ =2

|. Type ~ || People ~ H Modified ~ ‘
Folders T
B Contact B case B Account

h me



Share "MY FILE COLLAB APP - 14-02-
2024"

@ ©

|rdd people, groups, and calendar events

People with access

o Nikk Sem (you)
nikk.semO1@gmail.com

service-shared-drive@file-collab-app.iam.gse
g rviceaccount.com
service-shared-drive@file-collab-app.iam.gserviceace

ount.com

General access

O Anyone with the link
Anyone on the internet with the link can view

& Copy link

Editor w

Viewer

0, Custom Met

Custom Code

Custom Metadata Types

idn't find what you're looking for?
y using Global Search.

SETUP

GoogleDriveSetup

Custom Metadata Types

GoogleDriveSetup Detail [t ] [Detste]| [cione |
Label  googlelrive
GoogleDriveSetup  googleDrive
Name
1JhNLSHORpaFB2WaShMwdX3VFAHSyE-
Client Email s&ny hared-gri collab- iam i com
Private Key QEFAASCBKY, i QDGZICD1jMPE1IkinFxDoPMUA1/24hSqUCADNe+w
Access Token
ScOpe hitps/Awww.googlespis. com/auth/drive
audToken https-/fwww googleapis com/oauth2vé/token
CreatedBy  Rahul Dusaj, 06/07/2022, 12:47 pm

10. Now Go to Salesforce -

() (i) (com]

1. Enable Identity Provide from Setup Side
2. Go to Certificate and Key Management from Setup



Click on Import from Key Store — Upload your JKS File — Type the P12 Password

Q Certi SETUP
Certificate and Key Management

« Security

Certificate and Key Management .
Certificate and Key Management el for s Page €

Didnt find what you're looking for?

Manage your certificates to authenticate single sign-on with an external website, use your org as an identity provider, of verify requests to external sites from Salesforce orgs
Try using Global Search.

Create. update, and archive your keys based on your organization's security needs.

For increased security, specily a certificate to use as your org's API client certificate. The API client certificate is used by workflow outbound messages, the AJAX proxy, some PageReference
Apsx methods, and delegated authentication HTTPS callouts.

alslclplelrlelnlilslkiLiminiolplalrls|TIUIvIWIX|Y|z|one A

Certificates Create Self-Signed Certificate | | Greate CA-Signed Certificate | Export to Keysmrel Import from Keystore

oo Aetwe KeySae  ExpratonDae  Crestdbwe Exportable Prvate Key
Edit | Del filecollabapp Self-Signed v 2048 31/12/9999 14/02/2024, 12:08 pm v
Edit SelfSignedCert 22Dec2023 063514 Self-Signed v 2048 221212024 2211212023, 12:05 pm v

[ @  vouve crested 2 non-expired certfcates out o 3 it of 50

Go to Named Credential from Setup -> Click googleDrive Named Credential —
Edit -> Add the Auth Provider -> Check the checkbox of Generate Authorization
Header —> Save

Scope -

‘openid https://mail.google.com/https://www.googleapis.com/auth/calendar
https://www.googleapis.com/auth/drive’

SETUP

Named Credentials

Edit | Delete

Label  googleDrive
Name  googleDrive

URL:  biips/iwew googleapts com/driveivd

Certificate
Identity Type . Named Principal
Authentication Protocol & OAuth 20
Authentication Provider  Google Drive
Scope  epanid hitos:/mail google.com/ https:/iwww.googheapis com/authicalendar hitps:www.googleapis. com/auth/drive
Status A as 110508291084000541831

Generate Authorization Header v
Aliow Merge Fields in HTTP Header
Allow Merge Fields in HTTP Body

Qutbound Network Connection

After the on save button - Follow - Step 7



Named Credential — DeleteNamed — Add the JKS File Certificate on Certificate
Section -> Add the Auth Provider -> Unchecked the checkbox of Generate
Authorization Header in Callout Options

Scope - openid
https://mail.google.com/https://www.googleapis.com/auth/calendar
https://www.googleapis.com/auth/drive

Named Credential: DeletNamed
Specify the callout endpoint's URL and the authentication seftings that are required f

« Baok to Named Credentisls

Labsl  DeketNamed
Mams  DeletNamed
URL  hitps:/ivsesw poogleapis comidrve/vfiles

e 00000000
Cortests  poogleiisiie
idsntity Typs.. Named Principal
autnsntication Protocol  QAuth 2.0
authanfication Provitsr  Google Auth
scops  openid hitps:imail google.com/
Authenticstion Status  Authenticated 25 110508201064008541831

v Callout Options.
Generate Authorization Header
2llow Merga Fisids In HTTE Heater
ANow Mergs Fisids In HTTR Boay

Qutnouna Network Connaction

After Save Button - Follow Step -7

Named Credential - “Service_Drive” -> Click Edit -> Add Certificate Generate
Authorization Header -> Add the Auth Provider -> Check the Chekbox of
Generate Authorization Header

Scope -

openid https://mail.google.com/https://www.googleapis.com/auth/calendar
https://www.googleapis.com/auth/drive



https://mail.google.com/https:/www.googleapis.com/auth/calendar
https://mail.google.com/https:/www.googleapis.com/auth/calendar
https://www.googleapis.com/auth/drive

SETUP

Named Credentials

Edit| | Delete

Label  Service Drive
Name  Serwvice_Drive
URL

Certificate  gogglaiksfie
Identity Type: Named Principal
Authentication Protocelt  OAuth 2.0

Authentication Provider  Gocgle Drive

Scope BB google

Status. i as 110508291084008541831

Generate Authorization Header v
Allow Merge Fields in HTTP Header
Allow Merge Fields in HTTP Body

QOutbound Network Connection

7. Enter your Google Drive Email Id and Password

G Sign in with Google

Signin

to continue to salesforce.com

Email or phone

Forgot email?

To continue, Google will share your name, email address,
language preference, and profile picture with
salesforce.com.

8. Click on Advance — Click on Go to Salesforce.com (Safe) - Continue


https://www.googleapis.com/auth/drive
https://www.googleapis.com/auth/drive

nore modern look and feel

salesforce.com wants additional
access to your Google Account

o nikk.sem01@gmail.com

salesforce.com already has some
access

See the 4 services that salesforce.com has some
access to.

Make sure you trust salesforce.com

You may be sharing sensitive info with this site or app. You
can always see or remove access in your Google Account.

Learn how Google helps you share data safely.

See salesforce.com’s Privacy Policy and Terms of Service.

Cancel Continue

9. Now You are Redirect to Salesforce and Check Authenticated Status should be
like this

SETUP
Named Credentials

« Back to Named Credentials

| Edit| | Delete
|
Label  DeletNamed
Name  DeletNamed
URLG  hitps:ifwww. leapi idriveiv3ifiles
¥ Authentication
Certificate  filecollabapp
Identity Type: Named Principal
Authentication Protocol OAuth 2.0
Provider Google Auth
Scope openid hitps://mail.google.com/ hitps:iwww.googleapis. fauth, hitps:/fwww.googleapis. fauth/dri
Status thenticated as 110506291964006541631

10. Now please do same process for further two named credential as well
11. Go to Remote Site Setting -> Enter the URL - https://www.googleapis.com



https://www.googleapis.com/

12. Now Drop the File Collab Component — Go to App Launcher -> Select Object ->
Record -> Click on Edit Page -> Drop ‘CustomFileUploadLWC’ From Search Box



