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Cybersource Contact Information
For general information about our company, products, and services, go to http://www.cybersource.com.

For sales questions about any Cybersource Service, email sales@cybersource.com or call 650-432-7350 or 888-330-2300
(toll free in the United States).

For support information about any Cybersource Service, visit the Support Center: http://www.cybersource.com/support

Copyright

©2026 Cybersource Corporation. All rights reserved. Cybersource Corporation (“Cybersource”) furnishes this document
and the software described in this document under the applicable agreement between the reader of this document (“You”)
and Cybersource (“Agreement™. You may use this document and/or software only in accordance with the terms of the
Agreement. Except as expressly set forth in the Agreement, the information contained in this document is subject to change
without notice and therefore should not be interpreted in any way as a guarantee or warranty by Cybersource. Cybersource
assumes no responsibility or liability for any errors that may appear in this document. The copyrighted software that
accompanies this document is licensed to You for use only in strict accordance with the Agreement. You should read the
Agreement carefully before using the software. Except as permitted by the Agreement, You may not reproduce any part of
this document, store this document in a retrieval system, or transmit this document, in any form or by any means, electronic,
mechanical, recording, or otherwise, without the prior written consent of Cybersource.

Restricted Rights Legends

For Government or defence agencies: Use, duplication, or disclosure by the Government or defence agencies is subject
to restrictions as set forth the Rights in Technical Data and Computer Software clause at DFARS 252.227-7013 and in
similar clauses in the FAR and NASA FAR Supplement.

For civilian agencies: Use, reproduction, or disclosure is subject to restrictions set forth in subparagraphs (a) through (d)
of the Commercial Computer Software Restricted Rights clause at 52.227-19 and the limitations set forth in CyberSource
Corporation's standard commercial agreement for this software. Unpublished rights reserved under the copyright laws of
the United States.

Trademarks

Authorize.Net, eCheck.Net, and The Power of Payment are registered trademarks of Cybersource Corporation.
Cybersource, Cybersource Payment Manager, Cybersource Risk Manager, Cybersource Decision Manager, and
Cybersource Connect are trademarks and/or service marks of Cybersource Corporation. Visa, Visa International,
Cybersource, the Visa logo, and the Cybersource logo are the registered trademarks of Visa International in the United
States and other countries. All other trademarks, service marks, registered marks, or registered service marks are the
property of their respective owners.

Confidentiality Notice

This document is furnished to you solely in your capacity as a client of Cybersource and as a participant in the Visa
payments system.By accepting this document, you acknowledge that the information contained herein (the “Information”)
is confidential and subject to the confidentiality restrictions contained in Visa's operating regulations and/or other
confidentiality agreements, which limit your use of the Information. You agree to keep the Information confidential and not
to use the Information for any purpose other than its intended purpose and in your capacity as a customer of Cybersource
or as a participant in the Visa payments system. The Information may only be disseminated within your organization on a
need-to-know basis to enable your participation in the Visa payments system. Please be advised that the Information may
constitute material non-public information under U.S. federal securities laws and that purchasing or selling securities of
Visa Inc. while being aware of material non-public information would constitute a violation of applicable U.S. federal
securities laws.

Revision: September 2026
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1. Introduction

The Salesforce Order Management app brings together tools that help you manage orders while
delivering seamless, omnichannel commerce experiences to your customers. It is integrated with B2C
Commerce and natively supports Service Cloud to provide a single view of order and service history.

With Salesforce Order Management:

e Consumers can submit orders from any commerce channel and then track and manage their
orders throughout the order lifecycle.

e Merchants can manage order fulfilment, shipping, payment capture, invoicing, and service
by using integrated and customizable business processes and workflows.

e Service agents can access a master repository of all order-related information to see a global
view of the entire order lifecycle, and process cancellations and returns.

e Merchants can utilize the newly added Order on Behalf Of (OOBO) flow to Authorize a
payment on behalf of a customer and save the card details for future use.

2. Release Notes
Version 2.10

e Added Response MLE support
e JWT Authentication migration

e Enabled Request MLE by default across all services and removed related configuration
settings.

Version 2.9

e Added support for capture and refund operations for PayPal v2 and Venmo

Version 2.8

e Order on Behalf Of (OOBO) to support Authorization

e Supports Payment Card capture mechanism using Microform v2

e Request Message Level Encryption (MLE)

e Token Management System (TMS) to support create, update and deletion of card tokens
e Salesforce APl Upgrade

e Klarna Capture Support

Version 2.7

e Removal of null values from the Capture & Refund payloads

Version 2.6

e Enhancement in Set Payment Configuration (Visible Rest Key Id and Masked shared secret).
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Version 2.5

e Bug fix for Capture service for PayPal payment method

e Bug fix for Refund service for PayPal payment method

e HTTP header changes as per Cybersource mandate

e Changed Merchant Credentials setting (Payment Configuration) for security reasons

Version 2.1.0

e Capture for Klarna payment method
e Refund for Klarna payment method

Version 2.0.0 (May 15, 2022)
e Capture for PayPal payment method
e Refund for PayPal payment method

Version 1.1.0
e Multi-capture capabilities for credit card, Apple Pay and Google pay

Version 1.0.0

e Capture for credit card, Apple Pay and Google Pay
e Refund for credit card, Apple Pay and Google Pay

3. Configuration and Setup

If you are new to Cybersource and would like to start using Cybersource managed package quickly,
begin by signing up for a Sandbox Account.

You will also need to create an API Key and API Shared Secret Key that you can use to authenticate
requests to our sandbox server. Follow the same steps to generate the Production key and shared
secret. In addition, you will need to createa .pl2 certificate link to support message level
encryption.

Follow the below steps for configuration and setup.

To integrate with Salesforce B2C Commerce, follow these steps:
e C(Click on "Setup"
e In the search bar, type in "B2C Commerce Connections".
e Select "New Connection".
e Enter a connection name and the B2C instance ID.
e C(lick "Save".
e Login to Commerce Cloud and navigate to "SFCC > Administration > Global Preferences >
Salesforce Order Management".
e Set the integration state to "Active".
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e To allow connection types, enable "Allow Tenant Linkages" in the organization.
e Under "Connection Types", add "Order Integration", "Cart and Checkout Data".
e C(lick "Save".

You will receive a confirmation email after completing these steps.

Step 1: Payment Gateway Provider

Creating Payment Gateway Provider is currently NOT available within the Ul and should be done
through workbench by connecting to your organization:

1.

2.

{

Endpoint to be used - (MD/ToolingAPI):
/services/data/v58.0/tooling/sobjects/PaymentGatewayProvider

Payload:

"ApexAdapterld": <ID of PTS_PaymentAdapter.cls apex class>,
"DeveloperName": "Cybersource_Provider",

"MasterLabel": " Cybersource_Provider ",

"IldempotencySupported": "Yes",
"Comments": "Comments"

}
Step 2: Named Credential

The Package comes with a default named credential — Payment that points to Cybersource’s Test endpoint
https://apitest.visaacceptance.com nd Payment_Live that points to Cybersource’s Production endpoint

https://api.visaacceptance.com

Step 3: Payment Gateway

Create a Payment Gateway Record by following these steps:

1
2
3.
4

Click on App Launcher > Payment Gateways.

Click New.

Enter the required details.

Click Save.

Field

Description/Value

Payment Gateway Name

Cybersource_Test (for test)
Cybersource_Live (for production)

Payment Gateway
Provider

Name of your payment gateway provider created in Step
1
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Merchant Credential Payment (for test)
Payment_Live (for production)

Status Set to Active to enable

External Reference This value will be the Processor ID from your Salesforce
commerce cloud instance. You can see your processor ID
by navigating to Merchant Tools > Ordering > Payment
Processors in your Salesforce commerce cloud instance.

For payment methods, navigate to Merchant Tools >
Ordering > Payment Methods. To see which payment
processor is associated with the payment method, click
on the payment method, and scroll down to see the
payment processor associated with it.

NOTE: If you are using different payment processors,
then you need to create different payment gateway
records for each payment processor each having a
unique payment processor ID on the External
Reference field.

Comments Any comments that you want to assign.

Table 1: Field name and description for Payment Gateway record

& Q search ‘B2222 0

.:5 Order Management Payment Gateways v [§ New Payment Gateway X

New Payment Gateway

* = Required Information
Payment Gateway

* Payment Gateway Name

( J

Payment Gateway Provider

Search Payment Gateway Providers. Q

Merchant Credential

Search Named Credentials Q

* Status

--None-- v

External Reference

Comments

Fig 1: Sample Image of Payment Gateway

Step 4: Permission Set Assignment
Admin User
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Permissions need to be added to the Admin User for our app to function

1. Click Setup > Users
2. Select Admin user and click Edit Assignments on Permission Set Assignment
3. Add Payment Configuration Access permission set to Admin User.

Step 5: Activate Create Invoice and Ensure Funds flow
Click Setup.

=

2. In the quick find box, enter Flow.
3. Search and select and open Activate Create Invoice and Ensure Funds flow.
4

. Click Activate.

Step 6: Upload p12 Certificate

1. Convert the p12 certificate to .pem format in open ssl using this below command.
openssl pkcs12 -in test.p12 -out test.pem -nodes
2. Upload the generated pem file in static resources.
i Click Setup
ii. In the quick find box, enter the Static Resources
iii. Click on New button iv. Enter a unique name and upload the .pem file.
iv.  Click Save

Step 7: Payment Configuration

1. Click App Launcher > Set Payment Configuration.
2. Click New.
3. Enter the required details:
4. Click Save.
Field Description/Value
Store Name Select the name of the store the configuration is going to be applied to
Merchant ID The transacting Merchant ID (MID) assigned to you by Visa Acceptance
Solutions.
End Point Choose TEST or PRODUCTION (LIVE)
REST Key ID The Key from your REST API Shared Secret Key. Generated in Section 3.
REST Shared Key The Shared Secret from your REST API Shared Secret Key. Generated in
Section 3.
Developer ID Enter NONE
Allowed Card Set the accepted card networks. If no value is set, VISA will be allowed as
Networks default. Applicable only for OOBO
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Enable Save Card Check this checkbox to allow your customers to save their cards for future
transactions. Additional steps are required to support this in your B2B/D2C
store. Please see Tokenization for details. Applicable only for Order on
Behalf Of (OOBO)

MLE Certificate MLE Certificate (keyFileName): Add the name of the static resource given
when uploading the certificate in Step 6.

Max Wait Time The Default value is set to 2 seconds.
(Seconds)

Table 2: Payment Configuration record

Step 7.1: Message Level Encryption
Message Level Encryption (MLE) uses certificates that ensures each message is securely encrypted and tied
to the sender’s verified identity, without needing to share secret keys in advance. This provides stronger

authentication, easier key management, and better protection against fraud or tampering.

A shared secret uses the same key for both sending and receiving messages, meaning both parties must
securely exchange and protect that key in advance. While it can be simpler, it offers less identity verification
and can be more vulnerable if the key is compromised.

Step 7.1.1: Platform Events
Ensure that platform events have been created with the Channel Names as ‘Encrypt Payload’ and ‘Decrypt
Payload’

SETUP I
Platform Events

Platform Events Help for this Page @

Use platform events to define the data to be delivered in custom notifications. Monitor the publishing and delivery usage for platform events and change events.

Event Allocations

Item Usage Allocation
High-Volume Platform Event Hourly Publishing Allocation 0 50,000
High-Volume Platform Event and Change Event Daily Delivery Allocation 0 10,000

Custom Events New Platform Event

Action Label Deployed Description
Edit | Del DecryptPayload v
Edit | Del EncryptPayload e

Fig 2: Platform Events

Step 7.1.2: Create Order Summary Lightning Record Page

Create Lightning record page for order summary. Add the LWC component by following steps:

1. Open any Order Summary record
2. Click on setup and select Edit page
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Setup Menu x

!3} Setup

Setup for current app

Totals ‘ E3 3%26152-”2‘%? | + Follow I New Conta e | v |

222 Order Management Order Summaries v Loading... v X 200014206 |Order.. ~ X

Subtotal UsD 0.00
Order Adjustments USD 0.00 - BX service Setup
Shipping USD 0.00 Account Ordered Date Status Billing Address
. John Smith 8/28/2026, 5:03 AM Waiting to Fulfill 3977 chicago ave ¢ Salesforce Go
Tax usD 0.00 Riverside, CA 92!
Total USD 0.00 us 2 oeveioper console
| Edit Page
R L Summary Related Details Feed
E & _— Edit Object | Edit Paga
Fig 3: Order Summary Record Page
3. From the left standard panel, select orderManagementMLE custom component.
Drag and drop above the Actions & Recommendations section.
ha1 3 Desktop - Shrink To View - | C Analyze Activation... I
Components  Fields Page
[ Q search.. “Label
L Order Summary Record Page I
&) siack o [ ) | -apiName
i Tableau Pulse . o - - (| [ order_summary_record_page ]
1 Tableau View 5 Actons 8 Ascommendtons armery el o L
Tabs actioms  Hstary [} Orclar Dalbvary Geoups () - : | “Page Type
[ orics TE— [| | recorapage
S T R T T .
rending Topics Hame | ouantny T e |
B8 visualforce e | Obiect
..... ° 0000 Order Summary
v Custom (4) JR— , Template
n customSettingData L 2] Shipping Addresses (1) -l Header and Left Sidebar | Change

A cordermanagementMLE (=]

- e - | Daescription
n Payment Compe¢ orderManagementMLE {cybs) o - e v ca ozsan ® |
Supported form factors: desktop i
u savedPaymentMethods. T B ceom r
“
[5) oraer Paymant summarias (1) ralo

Fig 4: Add custom component to Order Summary Record Page

4. Click Save.
5. Click on Activation and select the options based on the requirement. If no specific

requirement, select Assign as Org Default.
Step 7.1.3: Create Fulfillment Orders Lightning Record Page
Create Lightning record page for Fulfillment Order. Add the LWC component by following steps:

1. Open any Fulfillment Orders record
2. Click on setup and select Edit page

i1 Order Management  Order Summaries Loading... v X = 00014206 | Order.. v X Setup Menu x
= 00014206 | Ord.. % FO-06.. v X X setwp
Fulfillment Order XX service Setup !
A FO-0627 + Follow New Conta e | v
- @ Salesfarce Go
Order Re:jp\em Etahle Fulfilled 7-0 Address Fulfilled Location Created Date E Developer Console
John Smith Fulfilled 3977 chicago ave warehouse 8/28/2026, 5:04 AM
Riverside, CA 92507
us | Edit Page

Edit Ob| Edit Page

Fig 5: Fulfillment Orders Record Page
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6. From the left standard panel, select “orderManagementMLE” custom component.
Drag and drop above the Activity section.

il Lightning App Builder | [ Pages v

Fulfiliment Order Record Page ? Help
9 2 Desktop v ShinkToview v |C Analyze ‘ Activation |m

Components  Fields

Page
3 %oloezs - -
[ —_— e Bate * Label
Q search | B | S S Fied a0 50 A

Fulfillment Order Record Page

@ st Related Detai Activity Chatte * APl Name
- o Fulfillment_Order_Record_Page
i3 Tableau View - Fusfliment Grde Infarmatian . - . . ‘

Tabs - * Page Type

Topics

Record Page
Trending Topics

U3, et Object
BB visualforce
+ Shipping informatian Fulfillment Order

~ Custom (4) vaside, CA 52 N Template
customSettingData P Header and Right Sidebar Change
orderManagementMLE =

. Description
Payment Compone| orderManagementMLE (cybs) "%

Supported form factors: desktop o
savedPaymentMethods 7

usD 2400

Fig 6: Add custom component to Fulfillment Orders Record Page

7. Click Save.

8. Click on Activation and select the options based on the requirement. If no specific
requirement, select Assign as Org Default.
Note:

e If a plain-text request is sent instead of an encrypted request, increase the Max Wait Time

(Seconds) setting to avoid potential timeout issues.
Step 7.1.4: Enable Response Message Level Encryption

Response Message Level Encryption is optional. Merchants may choose to enable response encryption if
required by their security policies or compliance obligations.

To enable message level encryption for response, configure the below required details.

Field Description/Value

Enable Response MLE Check checkbox to enable.

Table 2.1: Payment Configuration Record to enable Response MLE
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Order Management Order Summaries v Loading... v X = 00014206 | Order ... v X

see
see

Merchant ID * Store Name

[ wiproltd ‘ I RefArch USD v ]

Developer ID Endpoint

[ 0sF ] I TEST -

REST Key Id REST Shared Secret

[ 15d0fb9a-9deb-dee3-Gaed-1 0 J [ J

Allowed Card Networks.

Available Selected

VISA
MASTERCARD

" AMEX
CARTESBANCAIRES
DINERSCLUB

DISCOVER

[#] Enable Save Card
Enable Response MLE
*MLE Certificate Max Wait Time (Seconds) @

wiproltd ] l 3

Fig 7: example image for Payment Configuration record

e Payment_Confg__c custom object has been deprecated from “Cybersource for Lightning
Order Management v1.4”.

e ‘Payment Configuration’ custom metadata has been deprecated from “Cybersource for
Lightning Order Management v2.0”.

Step 8: Platform Cache

SETUP
Platform Cache

requests. | Request Trial Capacity a

Org's Current Cache Usage Org's Capacity Breakdown Partition Allocation

KB | MB Recalculate

(Last: 6/18/2025, 5:27 AM)
New Platform Cache Partition
Action Namespace Prefix * Name Label Default Partition Allocated Capacity Created By  Created Date Last Modified By Last Modified Date
Edit | Del = cybs AccessToken AccessToken 3 mawt 713172024, 412 AM rrawt 7/31/2024, 412 AM

v

Ensure that a Platform Cache partition has been created with Partition Name as ‘AccessToken’ and
‘AllowedCapacity’ value as 3.

Fig 8: Platform cache
If the platform cache does not exist, create new platform cache. Create Platform Cache by following Steps:
1. Click Setup
2. In the quick find box, enter platform cache
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3. Create New
4, Set the label as — AccessToken
5. Allocate Session Cache as 2 and Org Cache as 1.

Note: Create platform cache only if it does not exist

SETUP
Platform Cache

Namespace Prefix  cybs
Label |l AccessToken ]
Name. AccessToken

Detault Partition. (=)

Description ‘ 1

(=) capacity (MB)

Fig 9: Platform Cache

Step 9: Order on Behalf of (OOBO) Configuration
To configure Order on Behalf of (OOBO), follow the steps below.

Step 9.1: Create Actions & Recommendations
Create Actions & Recommendations by following steps:

1. Click Setup
2. In the quick find box, enter Actions & Recommendations
3. Click New Deployment

. Q. Search Setup El ﬁ ') 0] ‘.' 0

EEE Setup  Home Object Manager

Q, actions & recomme
SETUP

Actions & Recommendations

v User Interface

Actions & Recommendations

. Actions & Recommendations Deployments
2 items New Deployment

Fig 10: Actions & Recommendations

Didn't find what vou're looking for?

4, Enter Label and APl name as Cybersource Order on Behalf Of and click Next
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New Deployment

Set up the basics

Give us a few details about your deployment.

= Label

Cybersource Order on Behalf Of ] Guidance to Show ©

* Select at least one
= API Name @

[ Cybersourceorderonbehalfof 1 [] Flows and quick actions

[] Recommendations

Back [ o - - -

Fig 11: Actions & Recommendations

5. From the Available objects, select ‘Account’ and click Next

New Deployment

Select objects

Select up to 10 objects to use as context. When a user opens a record page for a selected object, the list includes object-specific quick actions and recommendations.

Available Objects Selected Objects - 1/10

Account

Back ° ) o . .

Fig 12: Actions & Recommendations

6. Search for Cybersource order on Behalf of — Flow. Drag and drop in Action &
Recommendation and click Next
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Back 4

Need more actions? Head to Flow Builder and create some flows. Or, learn how to create new quick actions. (If you create new ones, you'll need to refresh this page.)

New Deployment

component is otherwise empty.

Chat Phone Default

All Actions « 34 items

E Actions & Recommendations

‘Qcybe

o

[J Auto-launch @

l i Cybersource Order on Behalf Of - Flow

’ Top Pinned @

l D Cybersource Order on Behalf Of - Flow

Removable

(]

° (o]

Fig 13: Actions & Recommendations

7. Select Only Cybersource order on Behalf of and click Save

1 Oo00ooooo®oon.o

Create Fulfillment Orders for One Location
Create Fulfillment Orders for One Location Clo...
Create Invoice and Ensure Funds

Create a Case

Cybersource Order on Behalf Of

Deploy Data Kit Components

Email

Field Service Mobile: Create Leads and Opport...
Find Contact Associated with Messaging Session
Generate Payment Link

Log a Call

New Account

Autolaunched Flow
Autolaunched Flow
Autolaunched Flow
Screen Flow

Screen Flow
Autolaunched Flow
Quick Action

Field Service Mobile Flow
Individual-Object Linking Flow
Screen Flow

Quick Action

Quick Action

New Depl

oyment

cybs_Create_Fulfillment_Orders
cybs_Create_Fulfillment_Orders_for_One_Loca...
cybs_ Create_Invoice_and_Ensure_Funds
setup_service_experience_Create_Case
cybs_ Cybersource_Order_on_Behalf_Of
sfdatakit_DeployDataKitComponents
cybs_ SendEmail

sfdc_fieldservice_ CreateLeadAndOpp
setup_service_folmessaging__MSContact
runtime_payments__GeneratePaymentLink
cybs__LogACall

cybs_ NewAccount

ke A

Global

Global

Global

P

(]

Fig 14: Actions & Recommendations

9. Open any Account record

10.

Click on setup and select Edit page
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Create Lightning record page for account. Add the Actions & Recommendation created in Step 8.1
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*~ B2 2?2 A

drder Management Accounts v i Final Testing 2.8 | Ac... ~ X Setup Menu

2= AW NN NS U == WU NN\ 7 VNS U 777 === WU L NNNN IR TN T ZzZ5== U U SN /it ]
Ll setup

I

Phone Website Account Owner Account Site Industry B service Setup
pkg.user £
B Salesforce Go

Developer Console
ated Details Card Details Activity CH

Edit Page

' We found no p ial dupli of this A E Actions &

Edit Object

Actions  History

Fig 15: Account Record Page

11. From the left standard panel, Select Actions & Recommendations. Drag and drop
above the Activity section

12. Select Cybersource order on Behalf of in the Actions & Recommendations
Deployment search bar.

| | m oo et s 2 e

‘ 9 ‘ X I E'" 3 Desktop v || Shrink To View v l ¢ ] Analyze ‘ Activati
Components ~ Fields lm;h"}“ﬁ"ﬂs 777777 - 747 = = e 7‘ 7' I: Page > Actions & Recommendations
lQSeavc» Hxa ‘ o i
V Standard (51) =2 Related Details Detsis | Aciviy Chatter
e e Actions & Recommendations Deployment o
4 Contat Porat Ao 2 | I Cybersource Order on Behalf OF ”
Fig 16: Add Actions & Recommendations
13. Select Related Tab section and from the right-side panel, click Add Tab
14. Select Custom from the options. Provide the custom label as Card Details and click
Done
3 Desktop w || Shrink To View v ‘ c | | Analyze H Activation.
Page > Tabs
Irsasfficient permissions ‘ Label @
‘ ‘ 1 - o 8 Actions & Recommendations ‘ b |
R T e ——— | T Defaut Tab
I I Prem————— - ‘ Related C|
B} Contact Point Addresses (2) =
Tab Label o labs
dations: [ = = p——— ICustom :l = Related
*Custom Label
= Details
| Card Details |
| B contsas @ »/ Set Component Visibility ‘E
(3 opportunies ® Filters ‘ Add Tab
+ Add Filter

0 cses@

‘ Bone | v Set Component Visibility

Fig 17: Tab Creation
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15. New tab with name Card Details will be added

16. From the left side panel, search for pTS_savedPaymentMethodsSOM. Drag and drop
in the Card Details tab.

il Lightning App Builder | [ Pages | Account Record Page

|‘D [Xa @‘ £ Deskiop v | ShinkToView ¥ E| ’ Analyze ](Activamn«.

Components ~ Fields e wting 287 | e ] i | s [ Page > pTS savedPaymentMethodsS..
o o Wi Ao::::,ru Kot oy v Set Component Visbilty
; 3 = 7 == Filters
V Standard (0) Reted Dol Card Details |1 [ Actons & Recommendations + AddFiter
: Adions  Huory
v Custom (1) m ¢ L4 Eplss O4/2028 Wil e 1
pTS_savedPaymentMethodsSOM ! } [t»:rmr.r.';muunarr.u'ct 1;7]

Fig 18: Add component in Card Details Tab

17. Click Save.

18. Click on Activation and select the options based on the requirement. If no specific
requirement, select Assign as Org Default.

Activation: Account Record Page
(D) Arp defautt page assignment, i specified, overrides the org defauit

B App. record type, profile assignments override org and app defaults.

Learn more about Lightning page assignment.

ORG DEFAULT APP DEFAULT APP, RECORD TYPE, AND PROFILE

Set this page as the org default to display it for all Account records, except when app default or app, record type, or profile-specific assignments are
defined.

© In standard Salesforce apps, some objects have a system app default record page. For those objects, if you assign a custom org default page, it
doesn't display to users. To enable a custom org default page to show up in respective apps for those objects, assign a custom page as the app
default. Check your assignments.

Assign as Org Default

Fig 19: Activation & Save
Step 9.3: Create Contact Point Address and Delivery Methods records
Create Contact point address and Order delivery method records by following steps:

1. From Account record, go to Related List tab
2. Click on New for creating contact point address records.
3. Create contract point address records for both Billing and Shipping address type.
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EEE Order Management Accounts v fm Final Testing 2.8 | Ac... v X M» Recently Viewed | Or... v X

fifz Final Testing 2.... = Cybersour... v X

lype Phone Website Account Uwner

) oxgu.. 2

Account Site Industry

Related Details

We found no potential duplicates of this Account.

n Contact Point Addresses (2) New ‘
Name Address Type Is Default Address Address
Billing 3977 chicago ave @
Shipping (v]

3977 chicago ave

(«

Fig 20: Create Contact Point Address records

4. Click App Launcher
5. Select Order Delivery Methods and click on New

Note: Order Delivery Methods records must reflect the same shipping address as specified in the B2C
instance that is integrated with our salesforce org.

aw = @e20a®
i1 Order Management  Order Summaries < 00007601 v x 200007603 v %X 200007901 v X | M Recently Viewed|.. v X

|

App Launcher X

[ Q_ order deliver| 0]

= | Q search this lst [a- ‘ cH 1 ‘ s ‘

No results v | Last Modified Date v | Last Modified By v | Product v
Koms 8/1/2024, 2:29 AM rrawt Worn Gold Necklace
Order Delivery Methods

View All

Fig 21: Create Order Delivery Method records

Step 10: Configure the Payment Method (Optional)

To configure PayPal, Venmo and Klarna, please refer to Steps 1 to 7 in Section 3. For Klarna, ensure that you
also follow the supplementary steps provided below.

Create Custom Payment Method for Klarna: -

Refer to the Salesforce Order Management Developer Guide, page 128, for more information about creating
a custom payment method.

1. To configure a custom payment method as an AlternativePaymentMethod, create a RecordType for the
AlternativePaymentMethod object and name it Klarna.

2. Endpoint to be used - (MD/Tooling API): -

/services/data/v51.0/sobjects/RecordType
Payload:

Salesforce Order Management Technical Installation Guide



https://resources.docs.salesforce.com/230/latest/en-us/sfdc/pdf/order_management_developer_guide.pdf

{
"Name": "KLARNA",

"DeveloperName": "klarna",
"SobjectType": "AlternativePaymentMethod"
1

For information on creating record types, refer Create Record Types (Salesforce.com)

1. Creating Payment GtwyProvPaymentMethodType record is currently NOT supported from the Ul and
should be done through Workbench by connecting to your organization
2. Endpoint to be used - (MD/Tooling API): -
/services/data/v58.0/sobjects/GtwyProvPaymentMethodType
Payload:
{
"DeveloperName": "Klarna",
"MasterLabel": "Klarna Payment",
"GtwyProviderPaymentMethodType": "KLARNA",
"PaymentGatewayProviderld":<ld of PaymentGateway Provider>,
"PaymentMethodType": "DigitalWallet",
"RecordTypeld":<ID of Record type in Alternate Payment Method if PaymentMethodType is
AlternativePaymentMethod>
}
3. Make sure the following flows are active,
e Cybersource Create Fulfilment Orders for One Location
e Cybersource Create Order Summary Flow

Flow Definitions

All Flows ~ | x|
50+ ftems - Sorted by Flow Label - Filtered by All flow definitions - Updated a few seconds age
Flow Label T ~ | Process Type “~ | Active “ | Te... ~ | Package State

Create Tax Transaction Autolaunched Flow o Managed-installed
Create Waitlist Salesforce Scheduler Flow ) ) Managed-installed
Create Work Crder from Case Screen Flow o Managed-installed
Cybersource Create Fulfillment Orders for One Location Autolaunched Flow ] Managed-Beta
Cybersource Create Order Summary Flow Autolaunched Flow ] Managed-Beta

Cybersource Order on Behalf Of Screen Flow ] Managed-Beta

Fig 22: Flows

4. Assign the created Klarna record type to the 'Order Management B2C Service' permission set
by following these steps:
e Click Setup
e Search ‘Permission sets’ and select. Open ‘Order Management B2C Service’ permission set.
e Select Object Manager and search ‘Alternative Payment Methods’
e Click edit and assign ‘Klarna’ record type
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SETUP

Permission Sets

mission Set

ESrrder Management B2C Service

[ Find Seflings

% | | [Clene| [Edit Froperties | Manage Assignments || View Summary

Permission Set Overview w = Object Settings | w | Alternative Payment Methods| -

=

Alternative Payment Methods Edit

Tab Settings

Available

Record Type Assignments

Record Types
KLARMA

Visible

Assigned Record Types

Fig 23: Record type Assignment for Permission set

Set the GtwyProvPaymentMethodType fields as described here: -

Field

Description/Value

Comments

Optional description

Developer Name

The unique APl name of the record

Master Label

A human-readable name for the record

Gateway Provider Payment
Method Type

The name of the payment method in the storefront. This value
must exactly match the payment method ID used in B2C
Commerce

Payment Gateway Provider ID

Reference to the Payment Gateway Provider record associated
with the payment processor for the payment method

Payment Method Type

Can use AlternativePaymentMethod, CardPaymentMethod or
DigitalWallet. To use AlternativePaymentMethod, first create a
corresponding RecordType record

Record Type ID

This value is a reference to the RecordType record of
AlternativePaymentMethod

Table 3: Field name and description for GtwyProvPaymentMethodType record

5. Ensure that Read and Edit access is provided for the B2C_Payment_Type__c field on the DigitalWallet

object within the B2C Order Management Service permission set. Verify whether this access is
currently available; if not, grant the necessary permissions.

e C(Click Setup

e Search ‘Permission sets’ and select. Open ‘Order Management B2C Service’ permission set.
e C(Click object settings and select DigitalWallet object
e Check the checkbox of B2C_Payment_Type__c field on DigitalWallet object.
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Permission Sets

Order Management B2C Service

|O\ Find Settings... * || Clone | | Edit Properti Manage Assi View Summary

Permission Set Overview * Object Settings | w | Digital Wallets| -

Digital Wallets Edit|

Tab Settingz

Available

Visible

Object Permissions
Permission Name
Read
Create
Edit
Delete
View All Records

Maodify ANl Records

Enabled

Fig 24: Order Management B2C Permission set Access

SETUP
Permission Sets

Field Permissions

Field Name
Acocount

Audit Email
Auto Pay

B2C Payment Type
Billing Name
Comments
Company Mame
Crested By
Created Date
Custorner 1D

Extended Payment Method
Type

Gatewsy Token

Gatewsy Token Details
Gateway Token Encrypted
IF Address

Field APl Name
Accountld
AuditEmail
IsAutoPayEnabled
cybs__ B2C_Payment Type_c
BillimgMame
Comments
CompanyMame
CreatedByld
CreatedDate
Customer

ExtendedPaymentMethodType

GatewsyToken
GatewayTokenDetails
GatewayTokenEncrypted
IpAddress

Read Access Edit Access

Fig 25: Read, Edit access of B2C_Payment_type in Permission set

4. Order on Behalf Of (OOBO) - Flow

For Order on Behalf of (OOBO), Payment Card Authorization and Tokenization are supported.

4.1 Authorization
For Authorization flow, please follow the below steps:
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1. Select Cybersource Order on Behalf Of from the Actions & Recommendations in
account page

Type Phone Website Account Owner Account Site Tndustry
B ekou. £
Related Details Activity Chatter
i
We found no potential duplicates of this Account. E Actions & Recommendations
Actions  History

n Contact Point Addresses (2) :
Name Address Type Is Default Address Cybersource Order on Behalf Of
John Smith Billing 3977 chicago ave E]

mith Shipping 3977 chicago ave [{]

View All

Fig 26: Cybersource Order on Behalf of

2. Select the store name and click Next

g Final Testing 2.8 |... = Cybersou... v x

Cybersource Order on Behalf Of
Select a store
*Store
RefArch USD v
Fig 27: Store selection

3. Select the products and click Next
EEE Order Management Accounts v | FaFinal Testing 28| Ac.. v X
[ Final Testing 28 |... Z Cybersou... v x

Cybersource Order on Behalf Of

i Add products to the order
L)
Name v | SKU v | Unit Price V| Quantity v | Line Subtotal v
Nikon F700 Digital SLR Camera (bod...  nikon-f700-bodyM USD 1,15430 1 USD 1,154.30 E]

Fig 28: Add products to the order

4, Enter the shipping address details and click Next
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Cybersource Order on Behalf Of

Provide a shipping address

*Recipient Name
1 John Smith
*Shipping Address
*Street

3977 chicago ave
*City * State/Province
‘ Riverside H cA
*Zip/Postal Code *Country
| 92507 H us

Fig 29: Provide a shipping address
5. Select the delivery option. The Order delivery methods we created in section 3 in

Step 8.3 will get populated and click Next

Cybersource Order on Behalf Of

Select a delivery option

Type Price

(®) Order received within 7-10 business days

— oo

Fig 30: Select a delivery option

6. Review all the product details with amount and click Next
EEE Order Management Accounts v i Final Testing 2.8 | Ac.. v X
s Final Testing 2.8 |... = Cybersou... v x

Cybersource Order on Behalf Of

Order preview
Name v | SKU v | Unit Price v | Unit Adjusted Price v | Quantity v | Adjusted Line Subtotal

Nikon F700 Digital SLR Cam... nikon-f700-bodyM USD 1,154.30 USD 1,154.30 1 USD 1,154.30

Fig 31: Order preview

7. Provide all the payment details as required and click on next to make a payment.

Salesforce Order Management Technical Installation Guide
Public

i



Public

Cybersource Order on Behalf Of

Enter billing information

() saved Cards
@® Credit Card
*First Name *Last Name
| Enter First Name Enter Last Name
*Email
username@example.com
*Card Number ‘ow
Enter Card Number I [
* Expiration Month * Expiration Year
| Select an Option v ‘ Select an Option -

*Billing Address

| Select a Billing Address

[] save Card?

Fig 32: Payment component

4.2 Tokenization
Token Management capabilities have been added to Order Management. Users can now manage their
tokens, including
e Save for future use
o Delete
For tokenization flow, please follow the below steps:
e  When Enable Save Card checkbox is enabled in Set Payment Configuration, TMS support will be
activated and the option to save a card will be available in checkout.

o Q semreh A@e?20a @

i1 Order Management  Accounts v 200007601 v X 00007603 v % 200007901 v % | M:Recently Viewe.. ~ X Loading... v X

Merchant ID * Store Name
wiproltd [ RefArch v l
Developer ID Endpoint
QOsF [ TEST hd I
REST Key Id REST Shared Secret
62f70187-2adb-4e7c-953e-b78298ed9557 ] [ ]

Allowed Card Networks @
Available Selected

CARTESBANCAIRES VISA

cup B MASTERCARD .
DINERSCLUB
DISCOVER

Jce

MAESTRO

[+] Enable Save Card
["] Enable Message Level Encryption

Fig 33: Set Payment Configuration component
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e When placing or creating an order using OOBO, select the Save Card checkbox after entering the
card details
e If Save Card? is selected when making a payment, the card details will be saved for future use.
e To use a saved card for a new payment, select Saved Cards on the checkout screen to select a card.
e The saved cards will be displayed in the card details section of the related account page,
from where you can now delete the saved cards

. [(a searn. A me2ea®

i:1 Order Management Accounts v #£000076.. v x = 000076.. v X £ 000079.. v X MiRecentl. ~ X Loading.. v % WaMLEAc.. ~ X  More ™

Account
X <+ Follow New Contact | New Case New Note A I

L) MLE Account (&)

Type Phane Website Account Owner Account Site Industry

a pkg u.. £

Related Details Card Details Activity Chatter

VISA searassanuas 1111 Expires 03/2034 Gopichand test E Acti &R
-

***4444 Expires 04/2027 John Smith Actions History

Fig 34: Saved card in Account page

e Note: Verify below custom labels are available

SETUP
Custom Labels

All Help fortis Page @

Custom labels enable developers to create multilingual applications by presenting information (for example, help text or error messages) to users in their native language. A custom label is a
custom text value that can be accessed from Apex classes, Visualforce pages, and Lightning components. If Translation Workbench is enabled for your Salesforce org, you can translate these
labels into any of the languages that Salesforce supporis. You can create up to 5,000 custom labels, and each label can have up to 1,000 characters

View: [All v| Create New View

A/B/C/IDIE|IFIGIHIIJIKIL/IMIN|IO|/P|/Q|/R|SIT|U|VIW|X|Y|Z]| Other FAN
New Custom Label
Action Name * Categories Short Description Value Language
Edit | Del ) Delete Customer Payment URL Delete Customer Payment Bgfle Customer Payment Instrument https://apitest.cy English
8 Delete Customer Payment Delete Customer Payment Instrument fapi S
Edit | Del [\ Delete Customer Payment Instrument URL Prod Instrument URL Prod https://api English
B) o Delete Customer Payment 2 S ;
Edit | Del payment instruments Instrument payment-instruments Ipayment-instruments/ English

Fig 35: Custom Labels

5. Ready to Go Live

Follow the below steps to go live:

1. Install the managed packaged in Production Org.
2. Create a new Payment Gateway Provider record in your Production Org by following steps in

Step 1.
3. Create a new named credential - “Payment_LIVE” in your Production Org by following steps

in Step 2.
4. Create a new Payment Gateway record in your Production Org by following steps in Step 3.
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5.Create a new Payment Configuration custom setting record in your Production org by
following steps in Step 6 If you support multi-site configuration for different Merchant ID, then
create separate records for each Merchant ID and each sales channel. Make sure the Endpoint
field is selected PRODUCTION.

6. Upgrade Package

Follow the standard Salesforce process to upgrade the “Cybersource for Lightning Order
Management” package. Please refer to this link for more details.

7. Troubleshooting

e Ifthe store name is not visible in the Set Payment Configuration screen while attempting to update,
the reason could be that only the user who created the store has visibility or access to it.
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