CRMREP®SAPI

A Governance-First Approach to Excel,

Distribution and Audit Readiness.

1. Executive Summary

Excel remains one of the most widely used formats for financial
and operational reporting. However, for regulated organizations,
Excel introduces material risk when reports are manually
formatted, inconsistently labeled, insecurely distributed, or poorly
logged.

CRMReposAPI eliminates these risks by enforcing system-level
governance over Salesforce report exports—without relying on
user behavior or custom code.

CRMReposAPI automatically:

. Applies standardized headers and footers to every page

. Logs every report execution and distribution event

« Optionally encrypts Excel files using Microsoft-native AES-
256

. Enforces “least privilege” distribution through recipient-level
controls

. Embeds audit evidence directly into the report itself

The result is Excel reporting that meets SOX ICFR
expectations, supports audit scrutiny, and remains usable by
business teams.
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2. The Compliance Problem with Traditional Excel
Reporting

Auditors do not object to Excel as a format—they object to how
Excel is handled.

Common audit findings include:

« Manually edited headers and footers

« Missing report identification or run metadata

« Untraceable report distribution

« Over-disclosure via shared spreadsheets

« Inconsistent or missing confidentiality labeling

« Lack of durable audit evidence once files leave Salesforce

CRMReposAPI was designed specifically to address these risks
through automation and governance, not policy enforcement or
training.

3. CRMReposAPI Compliance Design Philosophy

Compliance Is Enforced by the System — Not the User

CRMReposAPI applies controls at the document and process
level, ensuring:

« Users cannot bypass required compliance elements
. All outputs are consistent, repeatable, and auditable
« Controls operate continuously and automatically

This approach aligns with modern audit expectations:

« Preventive controls over detective reliance
« System-enforced governance over procedural guidance
« Deterministic outputs over discretionary formatting
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4. Standardized Headers & Footers (Embedded Governance)
What CRMReposAPI Enforces

Every Excel file generated by CRMReposAPI includes non-
removable, system-applied headers and footers on every page.

Header content typically includes:

« Company / Organization name
. Report name

 Salesforce Org identifier

« Executing user

« Execution date and time

« User time zone

« Page XofY

Footer content typically includes:

«+ Classification of Confidentiality
« Legal or disclosure disclaimer
« Optional policy-specific language

Why This Matters

. Ensures completeness and accuracy

« Preserves traceability after downloading, printing, or
forwarding

. Eliminates “shadow Excel” risks

. Provides durable audit evidence inside the file itself
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5. Report Logging & Audit Traceability
Universal Logging

CRMReposAPI logs every report activity without exception,
including:

« Salesforce exports Uploaded
« Salesforce-executed reports
« Encrypted outputs

« Slice & Dice distributions

Each log captures:

« Report name and type
« Salesforce org

« Executing user

« Date and time

« Processing outcome

Audit Value

. Establishes a complete execution trail
« Supports SOX completeness and accuracy assertions
- Enables historical audit review independent of file storage
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6. Controlled Distribution with Slice & Dice
Least-Privilege by Design
Slice & Dice allows a report to be:

. Executed once
« Automatically segmented by recipient email

« Delivered as individualized Excel files

Dual-Layer Logging
CRMReposAPI maintains:

- Parent logs for the master report execution

. Recipient-level logs for each distributed file

Recipient logs include:

« Recipient email

« Record count

+ File name

« Encryption status

« Delivery outcome

Compliance Impact

« Prevents accidental over-disclosure
« Provides recipient-specific audit evidence

« Supports disclosure control and accountability requirements
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7. Optional Native Excel Encryption
Encryption Characteristics
When enabled, CRMReposAPI applies:

« Microsoft-native AES-256 encryption
« Protection before storage or distribution

« No embedded or logged passwords

Encryption status is explicitly logged at:

« Report level
« Recipient level (Slice & Dice)

Regulatory Alignment
Supports:

« SOX data protection expectations
« SOC 2 confidentiality principles

 Financial data handling standards
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8. SOX ICFR Alignment (High-Level)

CRMReposAPI supports SOX ICFR objectives by enforcing:

SOX Objective [CRMReposAPI Enforcement

Authorization Salesforce permission sets
Completeness Page numbering, logging
Accuracy System-generated outputs

Confidentiality  ||[Optional AES-256 encryption
Auditability Embedded metadata + logs
Disclosure Control|Slice & Dice recipient isolation

Controls operate continuously and do not rely on manual
intervention.
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9. Why Auditors Accept CRMReposAPI Outputs

Auditors typically challenge Excel when it 1s:

« Manually manipulated

« Poorly labeled

« Untraceable

« Inconsistently protected

CRMReposAPI neutralizes these concerns by:

« Automating governance
. Embedding evidence in the file
. Logging execution and distribution

. Enforcing consistency across all reports

The result is defensible, repeatable, and reviewable reporting

evidence.

10. Executive Compliance Statement

CRMReposAPI enforces standardized, auditable, and secure Excel
reporting by automatically applying governance-driven headers
and footers, maintaining comprehensive execution and distribution
logs, and optionally encrypting sensitive data. These controls
ensure Salesforce-based reports remain traceable, protected, and
SOX-aligned throughout their lifecycle—without reliance on

manual user Pprocessces.

iS@IvIT 8/9



CRMREP®SAPI

SOX ICFR Control Flow —
From Salesforce to Audit-Ready Excel

Excel is often cited as a SOX risk—not because of Excel itself, but
because of manual handling, weak controls, and missing audit trails.

That's exactly the gap CRMReposAPI was built to close.

Authorized report execution
(Upload or Run)

Mandatory system logging
for every report

Standardized, non-removable
Excel headers & footers

Optional native Excel
AES-256 encryption

Slice & Dice distribution
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Durable audit evidence
embedded directly in the file

Every report is traceable,
classified, protected, and
audit-ready—even after it leaves
Salesforce.

This is how Excel reporting can
meet SOX ICFR expectations
without sacrificing usability.

SOX ICFR CONTROL FLOW - CRMReposAPI
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Durable Audit Evidence

« Embedded Headers & Footers
« Comprehensive Logs Retained

#SOX #ICFR #Audit #FinancialReporting #Salesforce #Compliance
#InternalControls #DataGovernance #CRMReposAPI
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