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SecureAuth IdP
Single Sign-On

Convenient Single Sign-On for Applications Limitless Capabilities

SecureAuth provides revolutionary Single Sign-On (SSO) capabilities without any SecureAuth IdP SSO can be enabled for any of your
thick clients or third-party programs. Not only can SecureAuth IdP enable SSO to web corporate applications, whether they are in your
applications;italso provides user SSOfor cloud and mobile apps. And all of this occurs network or on your external devices. Uniquely,

without additional coding requirements. SecureAuth supplies SSO to native mobile applications.

This allows users to utilize browser or touch-based

SecureAuth works as an Identity Provider (IdP) that serves up a user identity token to mobile applications that they already understand.

the resource, which is a Service Provider (SP).
Having one login for all programs is not only user-
friendly, but it also increases protection. The less that
is required from applications, the more secure they
become; and by abstracting the authentication, it
simplifies and secures the application deployment
lifecycle.

After a user is authenticated by our multi-factor system, SecureAuth creates an SSO
token to the relying party, be it web, network, cloud, or mobile-based. Furthermore,
the SecureAuth IdP system can authorize SSO into additional applications, or require
stronger authentication to obtain access.
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Identity and Access Management for SSO One Password; Any

Application

All functions and features of SecureAuth IdP are exceptionally easy to manage because it is
all accomplished from the same console. Administrators can effortlessly navigate through an

The list of application protocols with which we
already-coded GUI where preferences are made through drop-downs and wizards. pp P

operate is massive. Through SecureAuth IdP,
Companies have complete control over SSO. You can choose to disregard it all together, oryou  your business can continue to work with all of
modify it by specific users, groups, apps, or devices. Settings can be enabled, edited, orremoved ~ your favorite programs as well as the new ones
for any facet quickly without third-party assistance. that you will incorporate into your day-to-day.

SecureAuth IdP makes revoking access for users and devices hassle-free as well. Ifan employee ~ With all of the options that we offer, security
leaves the company or if a device is compromised, admins can quickly and completely disable ~ employment and management has never been
access with just one action. more convenient.

Tel: +1 949-777-6959 www.secureauth.com




Enable access to ALL resources with SecureAuth IdP Single Sign-On.

SSO from SecureAuth IdP to: Generates SSO Token:
Cloud Applications « Security Token Services (STS)
Mobile Applications + GUI Selected
Web Applications
Network Resources App-to-App SSO:
- Web App -- Web App
No Coding Required: . Web App - Cloud App
« No APIs, No Agents + Cloud App -- Cloud App
- ID Assertion via SAML, « Web App -- Mobile App
+ OpenlD, WS-Trust, etc. « Cloud App -- Mobile App

- Mobile App -- Mobile App
No Thick Clients Required

Transparent SSO and 2-Factor Authentication for a complete, secure solution.

Integration with Popular SaaS Apps: SSO Enabled by:
Salesforce . Indiv.idu§l User, group
Google Apps » Application, Device
WebEx Comprehensive Identity Management
SuccessFactors « Fully Configurable
Workday, and more « 1-Touch Revocation
« User Self-Password Reset
Web Apps: « User Profile Management
NET + Help Desk Management
J2EE
SharePoint

WebSphere, and more

Mobile Apps:

iOS, Android
Windows, Blackberry

& SECUREAUTH

2-Factor Access Control for the Mobile Enterprise
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