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DIGIPASS as a Service for Salesforce

The world’s most popular CRM program protected by the world’s best security.
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PROTECT YOUR SALESFORCE ACCOUNT FROM HACKERS
Salesforce is the market leading cloud-based CRM program, used
by sales professionals to gather and manage information about
customers and sales.

Information contained in a company’s Salesforce account
is valuable not only for employees but also for competitors
and cybercriminals. There have been registered phishing
attacks on Salesforce accounts to retrieve passwords and
access online account data, as well as online how-to guides
for Salesforce hackers. Therefore, the protection offered by
static passwords is no longer considered sufficient by many
organizations. Salesforce takes many security precautions
to properly secure customer data. However, the quality of
user authentication is the responsibility of the Salesforce
account owner. Salesforce recommends that companies consider
implementing two-factor authentication.

SECURE AUTHENTICATION WITHIN EVERYONE’S REACH

The most important aspect of a company’s online security is
authentication of its users. No matter how much is invested in
other security measures, static passwords remain the weakest
link in any security infrastructure. With this in mind, VASCO
developed DIGIPASS as a Service to offer a strong authentication
option for companies who desire the flexibility of a cloud-based
model to secure their mission-critical data.

CLOUD-BASED MANAGED AUTHENTICATION
DIGIPASS as a Service is VASCO’s cloud-based, managed
authentication service that allows a company to outsource
authentication and focus on its core business.

FEATURES

e Strong authentication with integrated support for Salesforce in
a hosted back-end

e Ability to support strong authentication for other SaaS and web
applications

¢ Redundant and scalable infrastructure to support as few as 5
and as many as several millions of users

e Provisioning of DIGIPASS hardware and/or software
authenticators

e Administration of accounts via a web portal

e Fulfillment and branding

e Professional services

BENEFITS

¢ No capital infrastructure costs

e | ogistical and operational burdens are significantly reduced

e Back-end software installation and management are non-
existent

e Subscription-based service model and administrative tools
make it easy to add and delete users on-demand

VASCO OFFERS SECURE PROTECTION FOR SALESFORCE USERS
VASCO is the leader in securing online banking applications and
serves an impressive list of enterprise customers for corporate
security. Salesforce customers benefit from banking-level security
that has been deployed worldwide.

DIGIPASS as a Service offers Salesforce customers:

e Proven protection against password hacking, phishing, and
other cyber attacks on Salesforce accounts

e Reduced helpdesk costs as a results of forgotten/ lost
passwords issues

e Enhanced user experience

e The burden to safely store and remember passwords is no longer
placed on end-users

The world’s leading software company specializing in Internet Security



ENHANCED USER EXPERIENCE

Salesforce accounts simply need to be configured to use the
DIGIPASS as a Service platform as the authentication server.
During login, the user enters their Salesforce username, a PIN
and the one-time-password provided by DIGIPASS. The platform
will handle all authentication requests coming from Salesforce.
Users no longer have to remember their static password.

VASCO offers a wide range of software and hardware-based
DIGIPASS devices, each designed to give the best end-user
experience, including a choice of several hardware models,
mobile versions (iPhone, BlackBerry, Android, Java) and DIGIPASS
for Web.
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In addition to securing access to Salesforce, the same DIGIPASS
device can be used to secure access to other online applications,

a corporate network and even a VPN.

With DIGIPASS as a Service for Salesforce, VASCO offers a
standard, secure way to protect your customer information with

an easy-to-deploy cloud-based infrastructure.

Request your demo kit and a free 30-day trial

at vasco.com/sfdc.
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About VASCO

VASCO is a leading supplier of strong authentication and e-signature solutions and services specializing in Internet Security applications and transactions. VASCO has
positioned itself as global software company for Internet Security and designs, develops, markets and supports patented DIGIPASS®, DIGIPASS PLUS®, VACMAN®,
IDENTIKEY® and aXsGUARD® authentication products. VASCO’s prime markets are the financial sector, enterprise security, e-commerce and e-government.

Wwww.vasco.com

FINANCIAL HQ

ZURICH

phone: +41 43 555 3500
email: info-europe@vasco.com

INTERNATIONAL HQ
CHICAGO

phone: +1 630 932 8844
info-usa@vasco.com

CALIFORNIA
phone: +1.650.378.1202
email: info-usa@vasco.com

BOSTON
phone: +1.508.281.6670
email: info-usa@vasco.com

OPERATIONAL HQ

BRUSSELS

phone: +32.2.609.97.00
email: info-europe@vasco.com

SINGAPORE
phone: +65.6323.0906
email: info-asia@vasco.com

SYDNEY
phone: +61.2.8061.3700
email: info-australia@vasco.com

VACMAN®, IDENTIKEY®, aXs GUARD®, and DIGIPASS® are registered trademarks of Vasco Data Security. All trademarks or trade names are the property

of their respective owners. VASCO reserves the right to make changes to specifications at any time and without notice. The information furnished by
VASCO in this document is believed to be accurate and reliable. However, VASCO may not be held liable for its use, nor for infringement of patents or

other rights of third parties resulting from its use. © 2011 VASCO. All rights reserved.
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