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Requirements 
1. Enable My Domain 

If you would use the Lightning version, you have to active your Domain 

 

 

I) Installation 

II) Uninstallation 

III) Use of Service 

IV) Confirmation message and Error message 

V) Compatibility 

VI) Screenshot 

VII) Report Reader 
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I) Installation 

 

1) Login to your administrator salesforce account 

2) In security control  

a) Add the soap API authorization by adding this URL:   
 https://your-domain.my.salesforce.com 

When your-domain is the domain or of your organization. 

Name the remote: “SOAP_API”. 

 

b) Add the Difenso Web Service authorization by adding this URL: 

https://dcs-proto.difenso.com/api/v1.0/process 

  Name the remote: “Difenso_Web_Service” 

 

 

 

 

 

 

 



 

Copyright Difenso 2018  3 | P a g e  23-Apr-18 

DIFENSO FOR SALESFORCE 

 

3) Install the package (Install for All Users) 

 

When the installation is complete, click on Done 

 

4) Keep your email client open. 

You will receive emails regarding the confirmation of the installations of the 

encryption procedures for each object. 
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5) Go to the Tabs of Salesforce 

 

 

6) Choose the tab Identification Service 
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7) Click on New and fill the fields 
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- Administrator Name: Your name 

- Private key: The private Key should be in RSA's PKCS #8 (1.2) Private-Key 

Information Syntax Standard form. The value cannot exceed 4 KB. 

- Reference of the Key 

- Set the key to be Active (Only one key could be Active) 

 

And press Save. 

 

 

 

 

 

 

8) Go back to the Salesforce Tab and choose Difenso Encryption Service 

https://apj.emc.com/emc-plus/rsa-labs/standards-initiatives/pkcs-8-private-key-information-syntax-stand.htm
https://apj.emc.com/emc-plus/rsa-labs/standards-initiatives/pkcs-8-private-key-information-syntax-stand.htm
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You will see this page: 
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9) In this page select the tab Manage database 

 

 

10) Choice Add Data and Press the button OK to Add encryption 

information(metadata) 

The status should be: The data has been added to the database 

 

11) In this page select the tab Manage objects encryption 

 

12) Adding Encryption process 
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Choose your object that you want to encrypt and press Choose the Object 

You have to do the following actions for each object to be encrypted. 

 

13) A list of the possible fields will appear 

 

 

 

Check them and press Save. 

When you will press the save button, you will have to wait for a confirmation 

email before proceeding to the next step 

 

 



 

Copyright Difenso 2018  10 | P a g e  23-Apr-18 

DIFENSO FOR SALESFORCE 

14) Configuration of the visual for the button decrypt 

If your version is classic: 

a) Go to the layout of your object and add the Decrypt Data Classic Button 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

If your version is lightning: 
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a) Create a new Action on your object and link it to our Decrypt Component 

for Lightning. 

Label Name should be: Decrypt Data Lightning 

 

 

b) Add this Action to the layout of your object 
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15) Manage users profile: 

The Data Storage Object, the Identification-Service Object and the Difenso 

Encryption Service Page must be visible and editable only for the 

administrator.  

The user will use the key to call the Difenso Web Service without observe, 
read or modify it. 

This key will be used to authenticate this one with our service, it is not for the 
encryption procedure. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

II) Uninstallation 
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1) Login to your administrator salesforce account 

2) Keep your Email client open 

You will receive emails regarding the confirmation of the uninstallation of the 

encryption procedures for each object. 

 

3) You have to do the following actions for each encrypted object 

If you are in classic version 

a) Go to the layout of your object and remove the Decrypt Data Classic 

button 

If you are in lightning version 

a) Remove the Action Decrypt Data Lightning (Button)from your layout 

b) Delete the Action Decrypt Data Lightning 

 

4) When you have finished to do the step 3 for each object, go to the next step 
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5) Go to the page Difenso Encryption Service (From the salesforce Tab) 

 

6) In this page select the tab ‘Manage objects encryption’ 

 

7) Removing the encryption process for each object: 

a) Choose the Object and press Choose the Object 

b) A list of the possible fields will appear, uncheck them and press 

Save 

c) When you will press the save button, you will have to wait for a 

confirmation email before proceeding to the next step 

 



 

Copyright Difenso 2018  15 | P a g e  23-Apr-18 

DIFENSO FOR SALESFORCE 
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8) When you have finished to removing the encryption procedure for each 

object, go to the next step 

9) In this page select the tab Manage database 

 

10) Choice Remove Data and Press the button OK to remove encryption 

information(metadata) 

 

The Status should be: The data has been removed from the database 

11) Uninstall package 
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III) Use of service 

Encryption 

The use is transparent to the user. 

When a user creates a new record / update an existing record and press the button 

save of Salesforce, the fields which should be encrypted are replaced by the word: 

 

1) “Encrypting…” 

When it is a new record 

2) “Updating…” 

When the user updates an existing record 

3) “Error” 

When an error has occurred. 

You will receive a mail with the error description 

 

When the data is ready (the encryption process is done), an update of the encrypted 

fields will happen. 

Decryption 

When you consult a card with encrypted fields you will have a button to decrypt 

these data. 

If your version is the classic salesforce version, you will have a JavaScript button that 

will open a popup with the decrypted data. 

If your version is the lightning salesforce version, you will have an Action button that 

will open a Lightning component with the decrypted data. 
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IV) Confirmation message and Error message 

 

Errors Messages 

 

Event: Add the process of encryption on an object x 

Error: Unauthorized endpoint 

Hi, 

There was a problem to add the encryption process on the object: x 

Error: IO Exception: Unauthorized endpoint, please check Setup->Security->Remote site 

settings. endpoint = https://your-domain.my.salesforce.com/services/Soap/m/38.0  

If the problem persists please contact us. 

Thank you 

 

Event: Add the process of encryption on an object x 

Error: General error 

Hi, 

There was a problem to add the encryption process on the object: x  

Do the manipulation again.  

If the problem persists, please contact us. 

Thank you 

 

Event: Add the process of encryption on an object x 

Error: There is no information or missing information in the database about this object: x 

Hi, 

There was a problem: There is no information or missing information in the database about 

this object: x 

You have to add the metadata to our database "data_storage" 

Go to the Salesforce tab "Difenso Encryption Service" and then inside choose our tab 

"Manage database" 

Select the option Add the data and press OK 

If the problem persists please contact us. 

Thank you 
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Event: Remove the process of encryption on an object x    

Error: Unauthorized endpoint 

Hi, 

There was a problem to remove the encryption process on the object: x 

Error: IO Exception: Unauthorized endpoint, please check Setup->Security->Remote site 

settings. endpoint = https://your-domain.my.salesforce.com/services/Soap/m/38.0 

If the problem persists please contact us. 

Thank you 

 

 

Event: Remove the process of encryption on an object x    

Error: The decrypt button is somewhere in a layout of this object 

Hi, 

There was a problem to remove the encryption process on the object: x  

Error: Error occurred processing component x.Difenso__DecryptButtonData. The custom 

button or link you have tried to delete is currently being referenced elsewhere in Salesforce. 

Please delete the reference before deleting the button or link. (DELETE_FAILED). 

If the problem persists please contact us. 

Thank you 

 

Event: Remove the process of encryption on an object x    

Error: There is an encryption process according to the meta database but there are no 

components installed. Anyway, the database has just been cleared of the problem 

Hi, 

There was no encryption process on the object: x 

If the problem persists please contact us. 

Thank you 
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Success messages 

 

Event: Add a process of encryption on an object x 

Hi, 

The encryption process on the object: x, was added successfully 

Thank you 

 

Event: Remove the process of encryption on an object x 

Hi, 

The encryption process on the object: x, was removed successfully 

Thank you 
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V) Compatibility 

The service supports all fields that are longer than 40 except the following fields that 

are not accepted: 

EMAIL, ID, BOOLEAN, REFERENCE, PICKLIST, INTEGER, DOUBLE, CURRENCY, DATE. 

However, if you want to encrypt a special field such as the email field, you can create 

a new custom email field without limitation (without validation check) and then 

activate the encryption procedure on it. 

For this version, the encryption service is working only for the following Objects: 

Account, Contact, Opportunity, Custom Object Test 
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VI) Screenshot 

 

Screenshot Classic version 
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Difenso secure view for the classic version: 

 

 

 

Screenshot Lightning version 
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Difenso secure view for the Lightning version: 
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VII) Report Reader 

 

 

 

In this section you could read your saved report even if some fields are encrypted. 

 

To read your report follow these steps: 

1) Go to the Salesforce tab report 

2) Generate your report and press Save 

3) Go to the tab Report Reader Difenso 

4) Write the exactly name of your report (The name is unique) and press ok 

5) You will see your report, all the fields should be decrypted 

 

 


