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Salesforce Shield For Cloud Lending Solutions
Unparalleled Protection of your Cloud Lending Solutions’ Data

Salesforce Shield is an add-on set of point and click tools that works with Cloud Lending Solutions applications,
designed to add an extra level of security to meet internal and regulatory compliance. Salesforce Shield includes
Platform Encryption, Event Monitoring and Field Audit Trail. Salesforce Shield is the best way to provide for end-to-end
encryption of your lending data in the event of a data breach.

Benefits

Recover data that’s been corrupted by unauthorized activities or human errors
Keep audit changes to key business elements (KBEs) like, name, address, email, phone, and communication
preferences
Encrypt key documents and manage access 1o files to safeguard the customer Pll data
m  (Gives security personnel additional insights to suspicious activity

Platform Encryption Event Monitoring
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Prevent and Protect. Allows your company to confidently Monitor and Prevent. Event Monitoring will allow you

requirements, and contractual obligations for handling
private data.

Field Audit Trail Easy to Install
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Retain and Audit. Your data is stored and recoverable for Fast and easy installation during or after implementation.

up to 10 years with Shield vs 18 months with Salesforce.



CLS Security Best Practices: Coding Standards, Testing and Certification, SOC

Salesforce Shield: Event Monitoring, Field Audit Trail, Platform Encryption
salesforce

Access Security: Logon, Roles, Profiles, Permission Sets

ISO 27001/27018
SSAE 16/ISAE 3402

Data Security: Object, Field, Record Level, Folder, Encryption

282 ; Network Security: Firewalls, Spam Filters, Intrusion detection, HTTPS, ...
SOC 3 Physical Security: Secure Data Centers, Network, Disaster Recovery, Backups, Security Monitoring
PCI-DSS
TRUSTe Certified Privacy Seal “
CSA STAR
Features
Unparalleled Protection: You own part of the encryption key, keeping your data under your control
Insights: Turn usage logs into actionable insights
Visibility: Visibility into how sensitive data is being accessed
Tracking: Track printing of a page, edits of a record, changes in ownership or export of customer data
Encrypt: Encrypt sensitive application data — contained within fields, files, and attachments — at rest
Forensics: Create a forensic field-level audit trail to support industry regulations
Industry Standards: FIPS certified 4096-bit RSA asymmetric keys and 256 AES symmetric keys in Cipher Block
Chaining mode
Time Machine: See the state and value of data on any date, at any time
Industry Regulations: Monitor user activity to ensure regulatory compliance

Cloud Lending Solutions’ Applications

CL Originate™ CL Marketplace™ CL Collections™

The Cloud Lending Solutions' platform is a cloud-based, end-to-end lending solution with applications that support the
entire loan cycle, including origination, underwriting, servicing and collections for loans, leases and marketplaces.
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Built on Salesforce Single System of Record 360° Customer View
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Cloud Lending Solutions is a financial services technology company offering a cloud-based, end-to-end lending platform to deliver innovation to the global lending community. Unlike legacy
technology platforms that are expensive to maintain and prevent agile response to market conditions, Cloud Lending Solutions’ clients take back control of their business by quickly implementing,
extending, and digitizing the entire lending lifecycle. Cloud Lending Solutions’ single system of record is the market leading cloud solution supporting both consumer and commercial lending that
scales for the needs of lenders of all sizes. Clients include banks, traditional finance companies, online lenders, and marketplace platforms.
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