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Introduction SEARCHL:GHT CFT

1. Purpose of this document

The purpose of this document is to provide step by step instructions to properly install and
configure Searchlight CFT and its components for Salesforce Classic and Lightning.

2. Intended audience

This Installation and Configuration Guide is intended to be used by technical stakeholders of
the project who will be responsible for planning, performing, or maintaining the installation
or deployment, such as the System Administrator.

It is intended that technical stakeholders and software users can read this document and
coordinate their efforts in the installation/deployment of the application.

3. Our solution

Searchlight CFT is a tool designed to facilitate the prevention of financing of terrorism and
narcotics trafficking. It shines a light on the “bad guys” to stop them being onboarded and
doing business before they start and lets through only the customers you want, thereby
accelerating the onboarding process.

Searchlight CFT provides an easy and cost-effective way to comply with regulations,
protecting you and your firm from accidentally doing business with a sanctioned entity.

With Searchlight CFT you can perform a scan of any business, entity or individual and it
alerts you to any attempts by a sanctioned entity to do business with you allowing you to
act in accordance with your AML policy and raise a report to the relevant law enforcements
agency if necessary. It also provides an audit trail to your sanction screening efforts.

Searchlight CFT obtains the sanction screening information from official government
sources from across the globe and consolidates it to simplify the access to the information
and expedite the search process. It can also be extended to other public lists, private lists or
additional data sources such as PEP data.

With this application you will be able to run manual scans on existing individuals and
entities, schedule batch scans at your choice of timing and enable automatic scans on
record creation to accommodate and fulfill your needs.
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4. Installation and configuration of Searchlight
CFT

4.i. Package installation

1. Navigate to the Salesforce AppExchange to install Searchlight CFT.

You can access the AppExchange by entering https://appexchange.salesforce.com in
your browser or within your Salesforce organization.

e If you are using Lightning Experience, click on the App Launcher icon :: within your
Salesforce org and click on Visit AppExchange.

App Launcher

Search apps or items...

v All Apps

Service
Manage customer service with
accounts, contacts,... @

Force.com
Start Here

Il @

> Visit AppExchange

Marketing
Best-in-class on-demand
marketing automation

Community
Salesforce CRM Communities

e If you are using Salesforce Classic, click on the App list and select AppExchange.

£ switch to Lightning Experience

Carina Bovi ~

Help & Training Force.com ~

Sales

Service

Carina Bovi

Marketing
Community
Content

Site.com -

Calendar New Event

You have no events scheduled for the next 7 days

App Launcher
Searchlight CFT

AppExchange
Developer Community

Trailblazer Community


https://appexchange.salesforce.com/
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2. Search for the app by typing “Searchlight CFT” in the search bar, then click on the panel
displayed to access the app’s main page.

Searchlight CFT Log In ﬁ’

o

[

. - o . ; "
Solutions by Type  Product Collections  Industry Collections ~ Consultants €@ Ohana

Apps

2 Results

LISTING LATEST RELEASE RATING PRICE
£) searchiight CFT 7/9/2019 (0) Paid

3. Within the Searchlight CFT main page click Get it now.

< SEARCH RESULTS | ALL APPS > FINANCE

Searchlight CFT

By Altergaia Ltd

Starting at $1,000
USD per company

per month @
Dol st .. Discounts available for
e——— S e nonprofits
§ . RATING LISTED ON
- (0) 4[22/2019
LATEST RELEASE
S N 7/9/2019

CATEGORIES
Finance

Counter Financing of Terrorism
Searchlight CFT facilitates the prevention
of financing of terrorism in accordance
with international regulations. It allows
you to scan individuals and entities, and
alerts you of possible threats so you can
report and act accordingly.

2 of 6: Setup screen

4. Click Log in to log in to the AppExchange with your Salesforce credentials.

5. Enter your Salesforce username and password.
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6. Once logged in, you will be prompted to select the environment you want to install the
app in, as shown in the screenshot below.

If you opted for installing it in your sandbox, when you are ready to add it to your
production system, go back to the AppExchange and click on the installation button
again.

Where do you want to install this package?

Before you install in a production org, we suggest testing in a sandbox.

Install in a Production Environment

Install where you or your users work, including developer orgs.

Install in Production

Install in a Sandbox

Test in a copy of a production org.

Install in Sandbox

7. Once the environment has been selected, the installation page will be displayed.
Select the option corresponding to the profiles you want to install the package for; the
options available are:

& Install for Admins Only: Installs the app only for Admins within your
organization.

& Install for All Users: Installs the app for all Users within your organization.

& Install for Specific Profiles: You can select the profiles you want to install it for.

Once selected, click on Install.

Q Install Searchlight CFT

By Altergaia Ltd

2 222 2

Install for Admins Only o Install for All Users Install for Specific Profiles...

m Cance'
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8. You will be presented with a window to grant access to third-party websites. Check the
box “Yes, grant access to the third-party web sites” and click Continue.

Approve Third-Party Access

This package may send or receive data from third-party websites. Make sure
you trust these websites. What if you are unsure?

Website SSL Encrypted
searchlight-service-uat.altergaia.com v
searchlight-service.altergaia.com v

Yes, grant access to these third-party web sites

9. Once the installation is complete, a confirmation screen will be displayed. Click on Done
to continue. In addition, a confirmation email will be sent when installation is complete.

Install Searchlight CFT

By Altergaia Ltd

o Installation Complete!

Done
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4.ii. Searchlight CFT Permission sets

A permission set is a collection of settings and permissions that give users access to
additional tools and functions.

Searchlight CFT includes two permission sets that need to be assigned to the corresponding
users depending on the role they have in the company and the tasks they need to perform.
These permission sets extend users’ functional access without changing their profiles.

0 To assign Permission Sets you need to have the necessary Salesforce permissions

The permission sets included are Searchlight CFT User and Searchlight CFT Admin.

Help for this Page &%

Permission Sets

On this page you can create, view, and manage permission sets

n addition, you can use the SalesforceA mobile app to assign permission sets to a user. Download SalesforceA from the App Store or Google Play: iOS | Android

All Permission Sets v | Edit | Delete | Create New View

A|/B|C/D|E|/F|G|H|I|/J|KILIM|N|O|P|Q|R|S|T|U|V W|X|Y|Z|Other|Al

New | (T}
Action Permission Set Label + Description License
Clone Searchlight CFT Admin Needed to access the Searchlight CFT application. including the setup page, scans and suspects.
Clone Searchlight CFT User Needed to run manual scans and access Searchlight CFT application (including scans and suspects objects).
Set up/Modify scan parameters
Perform manual scans Perform manual scans

e

Activate/deactivate
Automatic Scans on
insert

Automatic Scans on
insert will be
processed if active

@
Searchlight

CFT User

Schedule Batch Scans

View Scan results

View Scanresults o

View Suspect records P View/Edit Suspect records

Email alerts to user/. L Email alerts to user

We highly recommend assigning the Searchlight CFT Admin Permission Set to a
reduced number of Users in the org
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4.iii. Add Scan buttons and Related Lists to Page Layouts

These steps should be followed for each of the objects that will be scanned (Accounts,
Contacts and/or Leads).

6 To modify Page Layouts, you need to have the necessary Salesforce permissions

1. Click on the gear icon in the top right corner of the page and go to Setup, as shown in the
screenshot below.

N
q Al w Search Salesforce (% [+ $ _!_ '\ﬂ/.‘
E;E Search\ight CFT Searchlight CFT Setup Leads w Accounts W Contacts w Scans W Su $ Setup o
! Manage Subscription
lage 9

setup Developer Console
Searchlight CFT

Edit Page

Edit

2. Click on the Object Manager tab or type Object Manager in the search bar and click on
the result shown under Objects and Fields.

. Search Setup E' 9 $ ‘!' ‘:;;{‘

see
see

Setup Home Object Manager v

Q, Object manager
) g ZEF Create w
Home

~ Objects and Fields

Object Manager

3. Click on the object you want to customize depending on the options you selected when
performing the Parameters setup (Account, Contact and/or Lead).

::E Setup Home  Object Manager

SETUP

- Quick Find Schema Builder Create w
a2 Object Manager
40 Iterns, Sorted by Label
LABEL - API NAME DESCRIPTION LAST MODIFIED DEPLOYED ClI
Account Account
Activity Activity
Asset Asset

10
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4. Click on Page Layouts from the list of options available on the left-hand side of the page
and select the Page Layout that you want to modify.

- Setup Home Object Manager v
see

SETUP > OBJECT MANAGER
<
| Account

Details

et " =

Page LaYOUts Quick Find New Page Layout Assignment
4 Ttems, Sorted by Page Layout Name

Fields & Relationships

PAGE LAYOUT NAME - CREATED BY MODIFIED BY
Page Layouts . . . . .

Account (Marketing) Layout Carina Bovi, 6/21/2019, 12:17 PM Carina Bovi, 6/21/2019, 12:17 PM v
Lightning Record Pages

Account (Sales) Layout Carina Bovi, 6/21/2019, 12:17 PM Carina Bovi, 6/21/2019, 12:17 PM v
Buttons, Links, and Actions
Compact Layouts Account (Support) Layout Carina Bovi, 6/21/2019, 12:17 PM Carina Bovi, 6/21/2019, 12:17 PM -
Field Sets . 2 i 5 . .

Account Layout Carina Bovi, 6/21/2019, 12:17 PM Carina Bovi, 7/18/2019, 6:48 AM v
Object Limits

5. To add the Scan button to the object’s page layout, select Visualforce Pages from the list
(1), then drag the Searchlight Action button from the Visualforce Pages list to the
Salesforce Account Information section (2).

Save v | Quick Save  Preview As..¥ | Cancel | $"Undo /) Redo | [Z Layout Properties

Buttons - @, Quick Find| Page Name *®
Quick Actions
Mobile & Lightning

+= Section

Actions AEBlank Soace ’
Expanded Lookups Searchlight Action
Related Lists 1

Visualforce Pages -

{ Contact Information (Header visible on edit only)
Contact Owner  Sample Text
VF Searchlight Action

% ® Name Sarah Sample Phone  1-415-555-1212

6. To customize how the button fits in the layout, click on the tool icon shown in the top right
corner of the section and set the parameters as shown in the screenshot below.
;‘ \-Ii”s..ualfo;ce ﬁage Properties x ‘ Q

VF Account Action

Width (in pixels or %) | 100% A |

3- ; n Di ‘ Sample Text
I Height (in pixels) 1 P

1-415-555-1212

f‘ Show scrollbars o 1-415-555-1212

Show label o

OK Cancel

11



Configuration - Page Layouts for Lightning

SEARCHL:!GHT CFT

7. To add the Related Lists to the object’s page layout, select Related Lists (1), then drag the
Scans and Suspects lists from the Related Lists list to the Related Lists action section (2).

Save v | Quick Save Preview As..¥ Cancel

& Undo | 73 Redo

[=] Layout Properties

Custom Links

s

@, Quick Find| Related List Name

| %

QUIC'_k Acthns ) Activity History Community Members || Contracts Open Activities Related Content
Mobile & Lightning
Actions 1 Approval History Contact Roles Data Integration ... Opportunities 2 Scans

nanded | ookin Assets Contacts Files ﬁ Suspect Matches
Related Lists Cases Content Deliveries .=="Notes & Attachments Partners Suspects Examinat...

Epe 5 .

Visualforce Pages

Related Lists

i Q3
Scans New | Change Owner
Scan Source Clearance Scan Date
Sample Text Sample Text Sample Text 18/12/2019 11:52
LS
Suspect Matches New || Change Owner
Match Number
Sample Text
! N
Suspects Examinations

New || Change Owner

Examination Number Status Source Suspect Name Sanction List Suspect Comments Owner Alias Created Date  Last Modified Date
Sample  Sample GEN-2004- Sample Sample 181212019 .
Sample Text Text Text Sample Text Sample Text 001234 Text Text 1152 18/12/2019 11:52

8. Once this is done, click on Save for the changes to be applied. Repeat these steps for
each object selected (Account, Contact and/or Lead).

Save v view As...¥ | Cancel | | £ Undo| < Redo  [g] Layout Properties

Custom Links a QQuick Find| Related List Name | ®

Quick Actions

i o Activity History Community Members Contracts Open Activities Related Content .

Mobile & Lightning
Actions Approval History Contact Roles Data Integration ... Opportunities Scans

Expanded Lookups Assets Contacts Files Orders | Suspect Matches

Related Lists Cases Content Deliveries Notes & Attachments | Partners Suspects Examinat...
Report Charts c N
Visualforce Pages v

This is how the Scan button should look like once the changes are saved.

Related Details News

Account Owner
Scan

Account Name Phone

12
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This is how the Related Lists should look like once the changes are saved.

Related Details

We found no potential duplicates of this account.

Mo duplicate rules are activated. Activate duplicate rules to identify potential duplicate records.

g Scans (1) New
SCAN SOURCE CLEARANCE SCAN DATE
SCAM-000000 14th Motorized Rifle Bat... e 17/12/2019 14:17 A4
View All
Suspects Examinations (1) New
EXAMINATION NUM... STATUS SOURCE SUSPECT NAME
EXA-00000000 Under Review 14th Motorized Rifle Bat...  PRIZRAK BRIGADE -
View All
g Suspect Matches (1) New
MATCH NUMBER
MAT-00000000 -
View All

9. To add the button to perform manual scans on multiple records, click on Search Layouts
for Salesforce Classic (1) then click on the small arrow on the right-hand side of the List
View item (2) and select Edit from the dropdown menu (3).

EEE Setup Home = Object Manager

SETUP > OBJECT MANAGER
s
aa Account

Details

Search Layouts Quick Find
5 Items, Sorted by Layout

Fields & Relationships

LAYOUT - COLUMNS DISPLAYED BUTTONS DISPLAYED
Page Layouts New, Open in Quip, Get More 2
. ) Accounts, Discover Companies,
Lightning Record Pages List View R Add to Call List, Prigtable View, M
. . Scan Selec|
Buttons, Links, and Actions Edit
L . Account Name, Account Site, 3
Compact Layouts ookup Dialogs Account Owner Alias, Type NiA M
Field Sets Account Name, Account Site,
Lookup Phone Account Owner Alias, Type,
Object Limits Dialogs Phone, Mobile, Home Phone, NIA v
QOther Phone, Asst. Phone
Record Types
Related Lookup Filters Search Filter Fields  N/A N/A v
Search Layouts Tab Account Name, Billing City, N/A -
Phone
Search Layouts for
Salesforce Classic 1

13
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10. Move the Scan Selected Records button from the left list to the right one by selecting it
(1) and clicking on the Add arrow (2), then click on Save (3) for the changes to be
applied.

Custom Buttons

Available Buttons Selected Buttons
Scan Solocied Records] % :None-
Add Up
L) )
4 v
Remove Down

List View Actions in Lightning Experience

New Quick Action

Save ||| Cancel

This is how the Scan Selected Records button should look like once the changes are saved.

Accounts
Ha

All Accounts v » New Scan Selected Records
16 items - Sorted by Account Name - Filtered by all
is li - I 2 11
accounts » Updated a few seconds ago Search this list... B === c s cYv
ACCOUNT NAME 4 v PHONE v TYPE v AC... v
1 +  University of Arizona (520) 773-9050 Customer - Direct JLina v
2 v United Oil & Gas, UK +44 191 49562... Customer - Direct JLina v
3 +| United Oil & Gas, Singapore (650) 450-8810 Customer - Direct JLina v

14
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These steps must be followed for each of the objects that will be scanned (Accounts,
Contacts and/or Leads).

6 To modify Page Layouts, you need to have the necessary Salesforce permissions

1. Click on Setup in the top right corner of the page, as shown in the screenshot below.

SEARC H L!G HT CFT L5 switch to Lightning Experience Carina Bovi ~ @g
Setup

Home REEEIGHIGAHSRETT. 0 Leads Accounts act Developer Console ards Reports +

Switch to Lightning Experience

‘) Searchlight CFT Logout Help for this Page &)

Setup

2. Type in the name of the object you want to customize (Accounts, Contacts and/or Leads)
in the quick search bar and select Page Layouts from the list of options available on the
left-hand side of the page.

S EARC H L!G HT CFT l} Switch to Lightning Experience Carina Bovi ~ Help & Training

Home  Searchlight CFT Setup Leads Accounts Contacts Scans Suspects Dashboards Reports +

| Accounts . Help for this Page @)

Expand All | Collapse All
Recent Items "=

Name Type Object
App Setup Setup Visualforce Page TRAILHEAD
& Customize Account Layout Page Layout Account
@ Leads System Administrator Profile
Linkedin Accounts Contact Layout Page Layout Contact M ‘ﬂ.ll. way,
B Accounts
Force.com Custom App To &ﬂﬂﬂ. SGMUEE
Fields
Carina Bovi User

Related Lookup Filters

VIEW FREE TUTORIALS >

Validation Rules

Triggers Quick Links
Partner Roles

Contact Roles on Tools Users App

Accounts b Browse Docs

Page Layouts App Quick Start New user IManage apps </>| Explore documentation
T and API reference
Field Sets Schema Builder Add multiple users Enable Chatter feeds s

Compact Layouts New custom object Reset users'

15
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3. Click on the Edit button next to the Page Layout that you want to modify.

Help for this Page &

Account Page Layout

This page allows you to create different page layouts to display Account data.
After creating page layouts, click the Page Layout Assignment button to control which page layout users see by default.

Account Page Layouts New | | Page Layout Assignment
Action Page Layout Name Created By Modified By
Edit| Del  Account (Marketing) Layout Jorge Linale, 21/06/2019 12:17 Jorge Linale, 21/06/2019 12:17
Edit | Del Account (Sales) Layout Jorge Linale, 21/06/2019 12:17 Jorge Linale, 21/06/2019 12:17
Edit | Del  Account (Support) Layout Jorge Linale, 21/06/2019 12:17 Jorge Linale, 21/06/2019 12:17
Edit |[Del  Account Layout Jorge Linale, 21/06/2019 12:17 Carina Bovi, 18/07/2019 06:48

4. To add the Scan button to the object’s page layout, select Visualforce Pages from the list
(1), then drag the Account Action button from the Visualforce Pages list to the Salesforce
Account Information section (2).

Save ¥ | Quick Save | Preview As... ¥ || Cancel| 4" Undo 7 Redo [=] Layout Properties

Custom Links - QQuick Find | Page Name | *
Quick Actions -
. . . +H Section
Mobile & Lightning
Actions *F1Blank Space i
Expanded Lookups Account Action 2
Related Lists 1
Visualforce Pages -

f Account Information (Header visible on edit only)

Account Owner  Sample Text

VF Account Action

% ® Account Name Sample Text Rating  Sample Text
® Parent Account  Sample Text Phone  1-415-555-1212
Account Number  Sample Text Fax  1-415-555-1212

5. To customize how the button fits in the layout, click on the tool icon shown in the top right
corner of the section and set the parameters as shown in the screenshot below.

E

Visualforce Page Properties x X

1
VF Account Action
Width (in pixels or %) [100% A | _
3 Cn | Sample Text
| Height (in pixels) m j ! p
3 1-415-555-1212
! Show scrollbars (
: L ' 1-415-555-1212
Show label i
' |
I f
OK Cancel |

16
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6. To add the Related Lists to the object’s page layout, select Related Lists (1), then drag the
Scans and Suspects lists from the Related Lists list to the Related Lists action section (2).

Save v | Quick Save | Preview As...¥ Cancel

4" Undo || 7} Redo

[= Layout Properties

Custom Links
Quick Actions

Mobile & Lightning
Actions

Related Lists

a

@, Quick Find| Related List Name | %

Activity History Community Members Contracts Open Activities Related Content
Approval History Contact Roles Data Integration ... Opportunities Scans

Assets Contacts Files Orde | Suspects

Cases artners

Content Deliveries Notes & Attachments

Visualforce Pages

Related Lists

©a

Suspects
Suspect Number Match % Source Record Suspect Names Source List Created Date

New || Change Owner

Scan Date of Birth Place of Birth Status

Sample Text 702.91% Sample Text Sample Text Sample Text 30/07/2019 11:02 GEN-2004-001234 Sample Text Sample Text Sample Text
; Q3
Scans New || Change Owner

Scan Source Clearance Scan Date

Sample Text Sample Text Sample Text 30/07/2019 11:02

7. Once this is done, click on Save for the changes to be applied. Repeat these steps for
each object selected (Account, Contact and/or Lead).

Save ¥ < IviewAs...v Cancel| | 4" Undo| 73 Redo|  [] Layout Properties

Custom LinksN - Q(.’luick Find| Related List Name x
Quick Actions

Mobile & Lightning
Actions

Activity History

Community Members

Contracts

Approval History

Contact Roles

Data Integration ...

Open Activities

Opportunities

Related Content

Scans

Expanded Lookups Assets Contacts Files Orders | Suspects
Related Lists Cases Content Deliveries Notes & Attachments Partners
Report Charts
Visualforce Pages hd
This is how the Scan button should look like once the changes are saved.
Account Detail Edit | Delete|  Sharing
Account Owner Y Carina Bovi [Change] Scan
Account Name  14TH MOTORIZED RIFLE BATTALION [View Hierarchy] Phone
Parent Account Fax
Website

17
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This is how the Related Lists should look like once the changes are saved.

U Suspects New Suspect Suspects Help (2
Action Suspect Number Match % Source Record Suspect Names Source List Created Date Scan Status
Edit| Del SUS-00000000 100.00 14TH MOTORIZED RIFLE BATTALION PRIZRAK BRIGADE UKT 25/04/2019  SCAN-000000 New
Edit| Del SUS-00000001 100.00 14TH MOTORIZED RIFLE BATTALION PRIZRAK BRIGADE UKT 25/04/2019  SCAN-000001 New

n Scans New Scan Scans Help (2
Action Scan Source Clearance Scan Date
Edit| Del SCAN-000000 14TH MOTORIZED RIFLE BATTALION 0 25/04/2019 14:52
Edit| Del SCAN-000001 14TH MOTORIZED RIFLE BATTALION o 25/04/2019 14:52

8. To add the button to perform manual scans on multiple records, click on Search Layouts.

S EARC HL? G HT CFT (% Switch to Lightning Experience  CarinaBovi *  Help & Training

Home Searchlight CFT Setup Leads Accounts Contacts Scans Suspects Dashboards Reports +

‘ Accounts I Help for this Page &

Expand All | Collapse All )
Recent Items ==

Name Type Object
App Setup
System Administrator Profile TRAILHEAD
B Customize Account Layout Page Layout Account
0 Leads Setup Visualforce Page .
Linkedin Accounts Contact Layout Page Layout Contact ﬂtﬂ. Luu way
B Accounts
Force com Custom App To &ﬂlﬂl
Fields
Related Lookup Filters Carina Bovi User
Validation Rules VIEW FREE TUTORIALS >
Triggers Quick Links
Partner Roles
Contact Roles on ot Uses App
Accounts % Browse Docs
Page Layouts App Quick Start New user Manage apps </> Exz\c:; ::Infcumentation
an reference
Field Sets Schema Builder Add multiple users Enable Chatter feeds guides
Compact Layouts New custom object Reset users'
Search Layouts passwords Ask Questions
Buttons, Links, and @ Get help when you need
Actions . Security £8 Data it from Salesforce &

9. In the following page, click on the Edit button next to the Account List View item.

Account Search Layouts

Action Layout Columns Displayed Buttons Displayed Medified By
: Jorge Linale,
) Search Account Name, Account Site, = g
Edit  Results Phone, Account Owner Alias %;;_’[1)?."201 9
: Jorge Linale,
) Lookup Account Name, Account Site, oy g
Edit Dialogs Account Owner Alias, Type N/A %;;_’??QO‘] 9
Lookup - Jorge Linale,
) Account Name, Account Site, 7
Edit Er;?g;s Account Owner Alias, Type, Phone N/A %;;_’?(_3{."201 9
Jorge Linale,
Edit %‘;go”ms Account Name, Billing Gity, Phone  N/A 21/06/2019
12:17
Accounts NIA New, Open in Quip, Get More Accounts, Discover %*
Edit | [ ist View Companies, Add to Call List, Scan Selected Records 12:22
Jorge Linale,
Edit oot N/A 21/06/2019
12:17

18
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10. Move the Scan Selected Records button from the left list to the right one by selecting it
(1) and clicking on the Add arrow (2), then click on Save (3) for the changes to be
applied.

Custom Buttons

Available Buttons Selected Buttons
Scan Selected Records| ™ “None--
Add Up
L) )
4y J
Remove Down

List View Actions in Lightning Experience

New Quick Action

Save ||| Cancel

This is how the Scan Selected Records button should look like once the changes are saved.

All Accounts ¥ | Edit | Delete | Create New View

New Account| | Scan Selected Records CIDIE[FIGIHIIJIKILIM[N|O[P[Q|R|S|TIUV

Action Account Name * Phone Type Account Owner Alias
Edit | Del Al-Qaida cbaovi
Edit | Del Burlington Textiles Corp o... (336) 222-7000 Customer - Direct JLina
Edit | Del Dickenson plc (785) 241-6200 Customer - Channel JLina
Edit | Del Edge Communications (512) 757-6000 Customer - Direct JLina
Edit | Del Express Logistics and Tr...  (503) 421-7800 Customer - Channel JLina
Edit | Del GenePoint (650) 867-3450 Customer - Channel JLina
Edit| Del Grand Hotels & Resorts Ltd (312) 596-1000 Customer - Direct JLina

19
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4.iv. Enable Path for Suspect Examinations

Path guides the users along the different status in a process. Searchlight CFT includes this
functionality in the Suspect Examinations object. With Path you will be able to visualize the
status of a record in a more graphic way and determine easily if any action remains to be
taken.

O To modify Page Layouts, you need to have the necessary Salesforce permissions

1. Click on the gear icon in the top right corner of the page and go to Setup, as shown in the
screenshot below.

=\
q Al w Search Salesforce ‘* '@@ '!‘ I‘\m}l

oo .
s Searchlight CFT Setu Leads v Accounts W Contacts v Scans v Su
222 Searchlight CFT g P ¢ setup &
! Manage Subscription
Setup Developer Console age ?

Searchlight CFT
Edit Page

Edit

2. Type Path Settings in the search bar and click on the result shown under User Interface;
then click on Enable.

. Search Setup E' ",

L L) .
see Setup Home Object Manager

Q, Path Settings SETUP
ﬂ Path Settings

v User Interface

Path Settings
Path

Didn't find what you're locking for?

Try using Global Search. Keep users focused on what's most important to complete processes fast. By guiding users to
the right fields and content at the right time, Path enforces and ensures adoption of your
company's process. When you create paths, you choose:

o

Which fields and content appear for your users at each step in the process.

What good advice, helpful reminds, useful links, and best practices to include at each step.
How many different paths to provide to your users. For example, you might provide different
paths for inside sales and outside sales, or different paths for delivery status of different
products or services.

When paths are available to your users.

o o

el
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This is how the Path should look like once it is enabled.

Suspect Examination . . )
® EXA-00000000 Edit Change Owner Printable View
Status Source Suspect Name Sanction List Suspect
New Ahmed Abdullah Saleh al-Khaz... AHMED ABDULLAH SALEH ALK... AUS SAN-OOOOOOOO

“ Under Review Positive False Positive tus as Complete
Details Related v Activity
Examination Number Owner . . L
. Filters: All time - All activities - All types Y
EXA-00000000 @ JorgeLinale
Status Source Refresh « Expand All + View All
New Ahmed Abdullah Saleh al-Khazmari - —
comin verdue
ALZAHRANI peoming
c ; No next steps.
omments To get things moving, add a task or set up a meeting.
v Suspect Information No past activity.

Past meetings and tasks marked as done show up here.
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4.v. Remove vessels from US checks

The Office of Foreign Assets Control (OFAC) includes in their watchlists vessels. By default,
Searchlight CFT will include them in the scans when it is installed.

If you want to exclude them from your scans and results, follow the instructions below.

1. Click on the gear icon in the top right corner of the page and go to Setup, as shown in the
screenshot below.

r . o
q Al w Search Salesforce ‘* v@@ .!. ‘.\(.?/.‘

EEE Searchlight CFT Searchlight CFT Setup ~ Leads ~  Accounts v  Contacts ~  Scans v  Su a serup -
- Manage Subscription
SEtu p Developer Console age ?

Searchlight CFT
Edit Page

Edit

2. Type Custom Settings in the search bar and click on the result shown under Custom
Code; then click on Manage.

. Search Setup E| 0 ¢ “‘ '\. .,‘

EEE Setup Home  Object Manager v

Q_ custom settings SETUP
Custom Settings

v Custom Code

Custom Settings

Custom Settlngs Help for this Page &J

Didn't find what you're looking for?

Try using Global Search. Use custom settings to create and manage custom data at the organization, profile, and user levels. Custom settings data is
stored in the application cache. This means you can access it efficiently, without the cost of repeated queries. Custom settings
data can be used by formula fields, Visualforce, Apex, and the Web Services API.

Get Usage
View: |All v | Create New View

A|/B/C|/D|E|/F/G/H|I|J|/KILIM/N|/O|P|Q|R|S|T|/U|V W | X|Y|Z] Other [ All

New

Action Label +  Visibility Settings Type Namespace Prefix Description Record Size Number of Records  Total Size

Manage (¥ Settings Public Hierarchy searchlight 2343 1 2343
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3. Click on Edit and untick the box next to the Include Vessels (OFAC US Scans)?
Field if you want to exclude vessels from your scans.

SETUP
Custom Settings

Custom Setting Help for this Page u

Settings

If the custom setting is a list, click New to add a new set of data. For example, if your application had a setting for country
codes, each set might include the country's name and dialing code.

If the custom setting is a hierarchy, you can add data for the user, profile, or organization level. For example, you may want
different values to display depending on whether a specific user is running the app, a specific profile, or just a general user.

| Edit | [|Delete

w Default Organization Level Value

Location Searchlight Demo 03 APl Key  CBS3SHTKhLOMwUUJSgyrqg==
APl Timeout 60,000 APl URL Base© nhtips://searchlight-service altergaia.com
APIURL  /apiivi/customers/{customerld} APIURL GetLists  fapifv1/sanction_lists/{customerid}
GetCustomerinfo
API URL ScanEntities  /apifv1/suspects/scan APIURL  /api/vi/sanction_lists/subscribe
SubscribeTolist
Callback URL Company Name© San Cristobal Seguros
Contact Email® marcelo fistoli@altergaia.com Contact Name© Marcelo Fistoli
Contact Phone 5491123456677 Country es_MX
Customer Ild©  00D1U0000010T7TUAE Scheduled Batch v
Enabled
Scheduled Batch Scheduled Batch Daily
Frequency Day Of Frequency
Week
Include Vessels Setup Screen: Disable
(OFAC U.S. Scans)? Edit Button?

4. Click on Save to save the changes.
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4.vi. Scans Parameters setup

Once the Permission Sets have been assigned to the corresponding users and the Scan
buttons and Related Lists have been added to the corresponding Page Layouts, the scan
parameters need to be set up. This can be done from the Searchlight CFT Setup tab.

To set up the scan parameters you need to have the Searchlight CFT Admin
Permission Set

In the Searchlight CFT Setup tab you can view your account information, activate/deactivate
objects and features and modify your scan parameters.

1. To go to the Searchlight CFT Setup tab open the Searchlight CFT app.

e If you are using Lightning Experience, click on the App Launcher icon :i and select
Searchlight CFT.

App Launcher Search apps or items... Visit AppExchange

& Sales Console
a (Lightning Experience) Lets sales reps

work with multiple... @

Lightning Usage App
View Adoption and Usage Metrics for
Lightning Experience

Searchlight CFT

- Bolt Solutions
!) This app was specifically designed to

Discover and manage business

solutions designed for your industry. help you screen you... )

R~

e If you are using Salesforce Classic, click on the App list and select Searchlight CFT.

salesforce t-:-‘ £} Switch to Lightning Experience  CarinaBovi *  Help & Training Sales

Service
m Campaigns Leads Accounts Contacts Opportunities Forecasts Contracts Iarketing

Force.com

M Carina BOVi Community 1
Content
Calendar New Event App Launcher
Search All v

Searchlight CFT
Go!
Limit to items | own AppExchange
Advanced Search... Developer Community

Trailblazer Community
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2. Click on the Edit button to set/edit the scan parameters.

q Al w Search Salesforce R 484 2 % A [\H}‘

SEE Search\ightCl—T Searchlight CFT Setup ~ Leads Accounts v  Contacts v  Scans v  Suspect Examinations ~  More ¥

Setup Help for this Page ‘P

Searchlight CFT

The Searchlight CFT Setup tab is divided in 4 sections:
e Account Information
e Available Objects to Scan
e Batch Settings
e Lists

Below you will find detailed information of each of these sections and what can be done in
each of them.

Account Information

Scans This Month | 324 [ 50000 Searchlight CFT License | Unlimited  AccountStatus | Active

~ Account Information

API Username  00D1UO00000tWSVUA2 Contact Name  Carina Bovi
Company Name Contact Email  carina.bovi@altergaia.com

Callback URL

In this section you will find your account information.

At the top of the page you can see the number of scans used and the number of scans left
(The monthly scan limit depends on the license purchased), the type of license acquired and
the status of your account.

Below that, you can find your company name, your contact name and contact email and the
APl Username, which represents your Salesforce Organization ID.

Available Objects to Scan

Available Objects to Scan

IS ACTIVE? OBJECT NAME FIELDS TO EVALUATE THRESHOLD (%) SCAN ON INSERT? INCLUDE IN BATCH? BATCH CONDITION

v Account Name 85.0 % v
v Contact FirstName, LastName 85.0 % v

Lead Company 85.0 %

Lead FirstName, LastName 85.0 %
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In this section you can manage all the aspects related to the scans that will be performed.
Each of the columns displayed represents a parameter that you can modify for your scans.

The available objects to scan are Accounts (Including Person Accounts if they are enabled in
your organization), Contacts and Leads.

e Is Active?: This column shows the objects that are enabled for scans.
In edit mode, click the boxes next to the objects to enable or disable them for
your scans.

If you try to perform a scan on a record that has not been activated, an
error message will be displayed

e Object name: This column displays the objects available for scans (Accounts,
Contacts and Leads).

o Fields to evaluate: This column displays the fields that will be considered in the
scans.
In edit mode you can modify the fields if necessary. Type in the name of the
fields that needs to be evaluated as set in your records.

e Threshold: This column shows the hit rate threshold percentage used for your
scans.
In edit mode, it can be tuned to manage false positives according to your risk
appetite. It can be moved from 70 to 100.

We highly recommend using 90% as a minimum threshold to prevent
having excessive false positive results

e Scan on insert: This column shows the objects that are active for automatic scans
on creation of new records.
In edit mode, click the boxes of the corresponding objects to enable or disable
them.

Once a record is saved, the scan is performed automatically, and the
results are displayed in the same page

¢ Include in batch: This column shows the objects that are included in the
scheduled batch scans.
In edit mode, click the boxes of the corresponding objects to enable or disable
them for scheduled batch scans.

e Batch conditions: This column displays the conditions that are set for batch
scans.
In edit mode, you can enter conditions for the batch scans in the format of SOQL
“where” conditions.
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Batch Settings

Batch Settings * Required Information

Enable scheduled batch |, Scheduled Batch Frequency Weekly v
Preferred Start Time  |08:30 AM Dayofthewsek  ponday v
Lastexecution date  Mon Oct 15 06:00:26 GMT 2018 Next execution date  Thu Nov 01 08:00:00 GMT 2018

In this section you can manage all the aspects related to the scheduled batch scans. Click on
the box next to Enable scheduled batch to activate the scheduled scans and set the
parameters for them.

Each of the fields displayed in this section represent a parameter that you can
modify for your scans.

o Preferred start time: Set the time you want your scheduled scans to run.

e Scheduled batch frequency: Select the frequency that you want the batch scans
to run. Daily, weekly or monthly are the options available.

o Day of the week: If the frequency selected is weekly, you will be able to select
the day of the week you want them to run.

o Last execution date and Next execution date: These fields show the last time a
scheduled scan was run and the time the next one will run, correspondingly.

The batch scans parameters can be modified whenever necessary, but
for them to be applied you need to first disable the scheduled batch

o scans and save the changes. Then enable them again and set the new
desired parameters. Do not forget to save the changes after updating
the parameters for them to be registered.
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Lists

v Lists

OWNED LIST NAME

v "[USD] Specially Designated Nationals And
Blocked Persons List (SDN)"

v "[UKT] Consolidated List of Financial Sanctions
Targets"

b "[EUC] Consolidated Sanctions List"

v "[USC] Consolidated Sanctions List"

v "[UNC] Consolidated United Nations Security

Council Sanctions List"

v "[CAN] OSFI Anti-terrorism Financing”

v "[AUS] Sanctions Consolidated Lists"

"[ARG] RePET: Registro PUblico de Personas y
Entidades vinculadas al Terrorismo”

PUBLISHING ENTITY
Office of the Foreign Assets Control (OFAC), U.S.

Department of the Treasury

Office of Financial Sanctions Implementation, HM
Treasury (HMT)

EU Service for foreign policy instruments (FPI)

Office of the Foreign Assets Control (OFAC), U.S.
Department of the Treasury

United Nations Security Council

Office of the Superintendent of Financial
Institutions (OSFI), Government of Canada

Department of Foreign Affairs and Trade, Australian
Government

Ministerio de Justicia y Derechos Humanos,
Presidencia de la Nacion Argentina

REGION SUSPECT QUANTITY LAST UPDATED

United 8100 Tue Jan 21

States 06:03:36 GMT
2020

United 2100 Tue Jan 21

Kingdom 06:05:26 GMT
2020

European 2072 Tue Jan 21

Union 06:06:20 GMT
2020

United 375 Tue Jan 21

States 06:05:34 GMT
2020

United 1009 Tue Jan 21

Nations 06:06:47 GMT
2020

Canada 3169 Wed Jul 24
05:03:21 GMT
2019

Australia 1807 Tue Jan 21
06:04:35 GMT
2020

Argentina 498 Tue Jan 21
06:06:31 GMT
2020

In this section you can select the lists you want to scan your records against.

A Lists cannot be modified once selection is saved

Once the parameters have been selected, click Save at the bottom of the page for the
changes to be validated and applied.

Please refer to the Searchlight CFT User Guide for step by step instructions on how to use
Searchlight CFT and to start take advantage of its capabilities.
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K¢

Please note that we estimate a response time of 24 hours.

Support hours: Monday to Friday - 9:00 to 18:00 UK time.

O ALTERGAIA

Simplifying the fight against Financial Crime
through automation

@ 0 00
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