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Post-Install Manual Configuration Steps

Once you have installed the managed package, you might need to populate the list of trusted
domains. From the “Session Settings” page in the Setup panel, locate the “Trusted Domains for
Inline Frames” section, as shown below:

. Search Setup

Setup Home  Object Manager

Q, session settings SETUP l

Session Settings |

v Security

pessionietiilizs Trusted Domains for Inline Frames

s : : Visualforce Pages: Allow iframes of Visualforce pages with clickjack protection on external domains. To enable this feature, add external domains where you allow framing. Then, turn on one of the “Enable clickjack
Didn't find what you're \ookmg for? protection for customer Visualforce pages” preferences under Clickjack Protection.

Try using Global Search. Enabling this feature is optional and doesn't change existing clickjack protection

Surveys: Allow iframes of surveys on external domains. To enable this feature, add external domains where you allow framing
Embedded Service: Allow Embedded Service type iframes on your website. To enable this feature, add external domains where you allow inline framing.
Trusted Domains Add Domain

No records to display

Cross-Site Request Forgery (CSRF) Protection
Enable CSRF protection on GET requests on non-setup pages i
Enable CSRF protection on POST requests on non-setup pages i
Content Security Policy protection
("] Override Restriction on Accessing Email Templates in Salesforce Classic Using Internet Explorer
Enable Stricter Content Security Policy
Lightning Locker API Version

Use security enhancements in API 51.0v|
version =~

XSS protection
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We’'ll have to add two new domains: click on the “Add Domain” button and populate the form as
suggested below:

- Domain: *.force.com

- IFrame Type: Visualforce Pages

. Search Setup |L| 9 $ ; I::<|

vee
see Setup Home  Object Manager

Q, session settings

~ Security

Session Settings

Trusted Domain for Inline Frames Help for this Page @

Didn't find what you're looking for?
Try using Global Search

Trusted Domain for Inline Frames Edit _Save | |Save & New | | Cancel

IFrame Type | Visualforce Pages v|

Save | Save & New | |Cancel

Save using the “Save & New” button to add the second domain, as shown below:
- Domain: *.visualforce.com
- IFrame Type: Visualforce Pages

. C Search Setup |l| 9 $ !— ':‘

EEE Setup Home  Object Manager

~ Security

Q, session settings E SETUP l

Session Settings

Trusted Domain for Inline Frames ot Poge W8
Didn't find what you're looking for?
Try using Global Search Trusted Domain for Inline Frames Edit | Save | |Save & New | | Cancel
Domain

| *.visualforce.com

IFrame Type | Visualforce Pages v

Save | | Save & New  |Cancel
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Once the two new trusted domains have been saved, the list in the Session Settings page
should look like this:

Q, session settings

v Security

Session Settings

Didn't find what you're looking for?
Try using Global Search.

Please do get in touch with us at hello@nativevideo.co if you have any questions.

Search Setup

Setup Home Object Manager v

SETUP
Session Settings

Trusted Domains for Inline Frames

@2 aa @

Visualforce Pages: Allow iframes of Visualforce pages with clickjack protection on external domains. To enable this feature, add external domains where you allow framing. Then, turn on one of the “Enable clickjack

protection for customer Visualforce pages” preferences under Clickjack Protection
Enabling this feature is optional and doesn’t change existing clickjack protection
Surveys: Allow iframes of surveys on external domains. To enable this feature, add external domains where you allow framing.

Embedded Service: Allow Embedded Service type iframes on your website. To enable this feature, add external domains where you allow inline framing.

Trusted Domains Add Domain

Action Domain IFrame Type
Edit | Del *.force.com VisualforcePages
VisualforcePages

.visualforce.com

Edit | Del

Cross-Site Request Forgery (CSRF) Protection

Enable CSRF protection on GET requests on nen-setup pages
Enable CSRF protection on POST requests on non-setup pages

Content Security Policy protection
[ Override Restriction on Accessing Email Templates in Salesforce Classic Using Internet Explorer

Enable Stricter Content Security Paolicy

Lightning Locker API Version

Use security enhancements in AP ?1 0 V_J 3
version —_
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