
HOW IT WORKS

An Email API for Healthcare Providers and Developers 

PAUBOX EMAIL API 

Inbound Security

Paubox's HITRUST CSF certified encrypted email API allows hospitals, 
health management organizations [HMOs), clinics, doctors and other 
covered entities to integrate Paubox's easy to use email encryption with 
their IT infrastructure. 

The uses range from integrating with patient portals to securing website 
contact forms. 

The API also allThe API also allows third-party developers who are creating innovative 
healthcare IT solutions to focus on their applications instead of building 
and maintaining a HIPAA compliant email server for notifications. This 
helps developers get to market faster and quickly integrate seamless 
email encryption that works on desktops, laptops, smartphones, tablets 
and wearables. 

TTake advantage of Paubox's experience with maintaining HIPAA 
compliant email and focus on innovation. 

1. Your application triggers an email to 
be sent with Paubox Email API.

2. Emails are seamlessly encrypted by 
Paubox servers with 128/256-bit 
AES encryption.

3. Emails are protected in transit 
straight to the recipient's inbox for 
secure end-to-end encryption.

4. If the destination in box cannot 
receive encrypted email, then a link 
is delivered to view the message 
and any attachments in Paubox's 
secure webapp. Replies are also 
encrypted. 

Data Sheet

HITRUST CSF certified

Multiple ways to integrate with 
WebAPI, Ruby on Rails, Java, PHP, 
SMTPrelay and more

Simple and fair pricing based on the
number of emails sent

FFrees up your team to focus on 
nnovation and not regulatory details

Business Associate Agreements with 
all paid accounts

Responsive U.S. based support and 
online help center

"Paubox is seamless integration in its 
best form. We have that confidence 
that it's there because we get a 
watermark in every message that says 
it's been encrypted, so we know that 
it's working, but we don't have to think 
about it. It's as easy as I can imagine. 

Nick John, 
Security Engineer 

Redox

PAUBOX ENCRYPTED EMAIL 

BENEFITS INCLUDE

PROFESSIONALS USE PAUBOX

The easiest way to send and receive 
HIPAA compliant email.

Does not require recipients to take 
extra steps, no plugins, no apps,just 
secure email. 

Paubox Email API
Data Sheet
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