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Introduction 
The ORGanizer for Salesforce Connector App is a Salesforce AppExchange package that is able to connect  

to ORGanizer for Salesforce browser extension (https://organizer.solutions, already published on the 

AppExchange) for secure Salesforce credentials storage (more features will be added in the future). 

ORGanizer for Salesforce extension is a productivity tool for Salesforce professionals (developers, 

administrators and users) which delivers login capabilities and credentials storage plus tens of utility 

plugins to improve Salesforce working tasks. 

The idea behind the Connector App is a way to let companies store the updated Salesforce org credentials 

into a centralized org (where the package is installed) so that each employee when needed can grab (or 

download) a specific credential into their instance of ORGanizer for Salesforce extension, if and only if the 

administrator of the centralized org let them access (via standard Salesforce sharing features) the 

credential record. 

Credentials are protected in the centralized org with a hash key and the AES-256 encryption algorithm 

(stored in a password field on the credential object): when an employee needs a credential and is given 

access to the specific record by the centralized org admin, he can send the encryption key to himself via 

mail so he can proceed to download the credentials on the extension.  

Installation 
Simply install the package from AppExchange and select “Install for Admins only”. 

Configuration 
The package needs very low configuration: 

• Permission set assignment to users and administrators 

• Custom setting configuration for debugging and org-wide address configuration (optional) 

• Sharing rules / manual sharing configurations to let users access only specific record 

Permission Sets 
The Connector App comes with 2 permission sets: 

• ORGanizer Backup Admin: meant for admins 

• ORGanizer Backup Permissions: meant for regular users 

They convey access to the basic features and operations needed by admins and users. 

Custom Settings 
The Connector App comes with the ORGanizer Backup Settings custom setting that holds 2 fields: 

• Enable Integration Logs: by enabling this feature (as an org default or for specific users) 

integration logs will be stored in the dedicated Backup Log object, that admins can inspect to 

check any issue on the connection 

• Org-wide Email Address: set the email address used to send the secret to users, which must be 

configured as an Organization Wide Address (this prevents email to be considered spam on the 

users’ mail services) 

https://organizer.solutions/
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Sharing configuration 
Use Sharing Rules configuration or manual sharing to share the backup records with the users in your 

company (standard Salesforce feature). 

Data Model 
Below it is shown the simple data model of the package: 

 

Figure 1 – ORGanizer for Salesforce Connector App data model schema 

Backup 
The Backup object is the parent record that identifies a “group of credentials” that can be downloaded 

into ORGanizer for Salesforce extension. 

This object contains: 

• SHA-256 secret (used to encrypt password/token when transmitting to-from ORGanizer 

extension) 

• Share: identifies a record as shared (just an informative field) 

• Archived: identifies a record as archived, so it won’t be retrieved by ORGanizer for Salesforce 

• Number of records: roll-up summary field that shows up the number of child credential records 

• Name/Description: informative fields to identify the backup package 

When a “Backup” record is created, a trigger automatically generates a random SHA-256 key that is stored 

in the “Secret” field and is used to automatically encrypt the child record passwords for transmission when 

requested from the ORGanizer for Salesforce extension. 

https://organizer.solutions/
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Figure 2 – Backup record example 

Backup Item 
This object contains the actual credential for a given org: 

• Name: identification name 

• Username: login username 

• Password: encrypted password using a password field (automatically obfuscated using SHA256 

passkey) 

• Token: security token (automatically obfuscated using SHA256 passkey) 

• Login Url: requested login endpoint 

The password and token values are securely stored as password fields, both automatically obfuscated 

using a trigger. When a user requests a credential from the browser extension, it is obfuscated and 

encrypted on the fly using the SHA-256 algorithm and must be decrypted using the shared secret on the 

extension side. 

 

Figure 3 – Backup Item example 

Backup Log 
The Backup Log object is a system object that is used to track, only if enabled on the dedicated Custom 

Setting, access to the Connector App from the extension. 

It contains: 

• Backup lookup (if the request contained the backup ID) 

• Request endpoint 

• Remote IP address 

https://organizer.solutions/
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• User Agent 

 

Figure 4 - Backup Log record example 

Connector App Webservices 
The Connector App talks to the ORGanizer for Salesforce browser extension via 3 REST webservices 

(enabled via the dedicated permission set): 

• orgnz_backupper.EchoWsr_1_0: via this webservice the browser extension is able to get if the 

Connector App package is installed in the remote org 

• orgnz_backupper.BackupWsr_1_0: main service to get the list of all available/shared backup 

packages 

• orgnz_backupper.BackupItemWsr_1_0: service to get the credentials list for a given Backup 

package 

Each service needs a valid session ID obtained by ORGanizer for Salesforce browser extension (shown 

below): it is strongly recommended not to expose these services publicly (e.g., with a Customer 

Community / Salesforce Site). 

ORGanizer for Salesforce extension PRO users will have this integration automatically setup, while “free 

tier” users will have to code their way to consume this service if they need it (e.g. for automation purposes 

for example or to develop a tool to massively extract the credentials stored in the Connector App): have 

a look at the end of this guide for more details. 

ORGanizer for Salesforce Connector App Usage 

Populate Data 
Access the ORGanizer Connector app and create Backup and Backup Item records manually: 

https://organizer.solutions/
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Figure 5 – Connector App configured 

Import ORGanizer Data Wizard 
In alternative, it is possible to use the Import ORGanizer Data wizard which lets you get a valid backup 

JSON got from the ORGanizer for Salesforce browser extension and put the logins into a given Backup 

record on the Connector App. 

To get a backup from the extension, follow the following steps: 

1. Right click on the ORGanizer for Salesforce browser extension icon and select Options (only for 

Chrome / Firefox / Opera; on Firefox click on “Manage Extension” and then select Options from 

the extension choice menu) 

2.  
 

3. Select the “IMPORT / EXPORT” tab and in the “IMPORT/EXPORT” panel click the “Export data 

(JSON)” button: 

https://organizer.solutions/
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4. Download the backup file (which have a similar format): 

 
 

5. Go back to the Connector App and select the Import ORGanizer Data wizard: 

 
 

6. Click the Upload File button and select the file exported in 3). The UI shows the available 

credentials on the file and lets you select the logins to be imported: 

https://organizer.solutions/
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7. Click the Import button to start the record creation process. A popup requests to select an existing 

Backup record or to create a new one: 

 
 

8. In this example we’ll be selecting an existing backup record: 
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9. Click Start to start the import process. If everything went ok, the backup record will be populated 

with the imported logins: 

 

Connect with the ORGanizer for Salesforce browser extension 
The Connector App is a free AppExchange app that at this time is just a password store manager and that 

in the future will gain other free features, but in order to be used coupled with ORGanizer for Salesforce 

browser extension, the extension needs to get a license (the extension is free to use anyway). 

The package itself won’t prevent anyone from consuming the webservices used by ORGanizer for 

Salesforce extension in PRO mode (see in “Connector App Webservices” chapter) and “free tier” users can 

still develop their way to consume using any programming language: there is an example on how to 

consume the webservices at the end this guide with the details of each service. 

Install the extension from https://organizer.solutions/index.html#getit. 

Once the extension is enabled, to talk to the Connector App you need to input in the extension a valid 

credential to the org where the app is installed: 

https://organizer.solutions/
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Figure 6 – ORGanizer for Salesforce extension: login creation 

You can use OAuth login or token login to enable API access. 

 

Figure 7 – ORGanizer for Salesforce popup page with stored credentials 

Once the login is saved, you can start the Connector App connection process. 

The last step is to activate a FULL or TEAM PRO license that you have to purchase from the ORGanizer for 

Salesforce site (following this link).  

 

https://organizer.solutions/
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Once you have obtained your license key, click on the Options page (as shown previously) and click on the 

“PRO” tab: 

 

Make sure you are authenticated with the email address registered with your license (in this example 

connectorappdemo@gmail.com, using Chrome profile sync feature): alternatively, you can hit the 

“Activate alternative authentication” button and login using Google OAuth flow (this avoids using 

Chrome’s profile email address). 

Insert the provided license key on the “3. Validate your license key” panel and hit “Validate & Apply”. 

If everything goes ok, the last panel shows the new license: 

 

Refresh the Options page and jump again in the “Import/Export” tab but now focus on the “ORGanizer 

Connector (PRO)” panel: 

https://organizer.solutions/
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Select the right login configuration and click the Open Connection button. 

If there are issues with the connection the system shows an error: 

 

If everything goes ok, the page shows the list of available backups: 

 

Now that your user has access to the backup list, click the Get Backup button to retrieve the available 

logins. The system will ask for the secret key: 
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To get the key open the backup record and click the Send Secret By Email: 

 

A message has just arrived into the user’s email address with the secret: 

 

Copy the secret on the clipboard and paste into the extension popup and the list of all available logins will 

be shown: 

https://organizer.solutions/
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It is possible to select the requested logins and select a logins group (defaults to the backup record name).  

Click Import Logins to import the selected logins (the extension will require again the secret key to be 

input): 

 

If you open the ORGanizer for Salesforce extension’s popup (click on the extension’s icon), you can see 

the new imported logins: 

https://organizer.solutions/
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The logins are marked as “not synced” by default (you can change it editing manually each credential) and 

the key if the username, so they are updated at each synchronization. 

Reveal password & token from within the Lightning App 
In case ORGanizer for Salesforce browser extension is not used at all, any user that has full access to the 

Backup can reveal the password and token of any item they have access using the secret. 

Open a Backup Item record and select the “Reveal Details” quick action: 

https://organizer.solutions/
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The popup requires to input the secret (that you can send via mail using the “Send Secret by Email” action 

on the Backup record, seen earlier): 

 

By clicking the “Reveal” button the password and token will be temporary shown to the requesting user: 

https://organizer.solutions/
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Connector App Webservices: Developer Details 
As said earlier, the integration between ORGanizer for Salesforce browser extension and the ORGanizer 

for Salesforce Connector AppExchange app is delivered out of the box only for extension PRO users. 

Nevertheless, the webservices exposed by the Connector App is accessible from outside with no 

limitations. 

From organizer_connector_integration_script GitHub repository it is possible to download a script that 

lets users, after configuration, to download and decrypt the data contained in the backups. 

This let’s users create their own integration if needed and if they don’t want to get a PRO license. 

The logic is stored into the index.js file and uses NodeJS standard Crypto module to handle 

encryption/decryption of required parameters and results to obtain the item details stored in the 

ORGanizer for Salesforce Connector app. 

Details on configuration are available on the repository. 

https://organizer.solutions/
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