@Appomni SOLUTION OVERVIEW

Comprehensive SaasS
Security with AppOmni
and Salesforce shield

Enterprises trust Salesforce Shield to secure their critical company and customer data stored in Salesforce. When AppOmni is
combined with Salesforce Shield, your Security, Compliance, and IT teams will receive a complete set of tooling to effectively manage
security posture across all Salesforce environments.

“AppOmni is uniquely positioned to provide businesses with the tools and visibility needed to securely
manage the use and data access of SaaS environments. AppOmni helps ensure that clients can
consistently maintain best-in-class SaaS security throughout their organizations.”

— Robert Keith, Managing Director, Salesforce Ventures
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Organizations can enjoy the benefits of SaaS and better serve customers
while knowing their SaaS environments and data are secure.
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Take Control of Your SaaS Security with AppOmni & Salesforce Shield

Unprecedented Visibility
Enable Security, Compliance, and IT to gain visibility into user provisioning,

@A p p O m n i configurations, 3rd party apps, and user access.

Actionable Insights
Keep up with every new security feature and vendor update, and focus on
the specific actions needed to keep your Salesforce data secure.

salesforce Increased Automation

Eliminate unnecessary tasks from your team’s workload. Deliver normalized
and enriched events to the data management tools your company uses.
Continuously monitor, decrease risks, and prevent configuration drift.

Improved Compliance
Prove and maintain compliance with regulatory standards.

AppOmni & Salesforce Shield Capabilities

AppOmni enhances Shield functionality and streamlines delivery of critical
information so Security teams can make informed decisions, faster.

Platform Encryption

Identify encrypted fields, detect misconfigurations automatically based on data
type, classification, and attribute. Ensure data has the correct type of encryption
for maximum security. Be informed of suspicious activity or user actions that
require immediate attention.

Event Monitoring

Deliver normalized events and audit logs to any data visualization or monitoring
tool (Splunk, Elastic, Sumo Logic, Exabeam, and more). Provide new information
and enriched data augmented with additional context about the events.
AppOmni works in parallel with Event Monitoring and does not interfere or
render the feature ineffective.

Field Audit Trail

Apply security policies around data and receive high fidelity alerts for critical
changes that violate business rules. Investigate access drift to any point in time
since AppOmni installation. See how data access has changed over time. Prove
and maintain compliance with regulatory standards.

Data Detect
Automatically sync data classifications with AppOmni classifications. Ensure
only authorized users have access to sensitive data with data access policies.

Visit appomni.com/salesforce-security-posture-executive-findings for a Salesforce Executive Findings Report, or
email us at salesforce@appomni.com to learn more.
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